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AHOTALNIA

bypan 1.A. Indopmariiina cuctemMa ympaBiIiHHS IPOEKTaMH 1H(pOpMATH3AIli
nianpuemMctB. PoOotra mnpucBsueHa pospodui cuctemu "SystemK", ska iHTErpye
IHCTPYMEHTH IUJIaHYBaHHsI, KOHTPOJIIO Ta peajbHOTO 4Yacy KOMYHikaiii Ha 0a3i BeO-
TEXHOJIOT1H.

3ampornoHoBaHe pilleHHs ToeaHye Kanban-momiky, yatu Ta poOJbOBY MOJEIb
JIOCTYITy, 3a0e3Meuylour 3py4dHy Ta Mpo30py Opradizaiiro podotu komani. Cuctema
niaBuInye eQeKTUBHICTh ynpaBiiHHS Ha 40%, 3HWKYIOUM pHU3UKHA 3aTPUMOK Ta
MOKPAIyIOYH KOOPAUHALII0 MK YYaCHUKAMU IIPOEKTIB.

PeanizoBana nHa Node.js, React ta SQLite, BoHa 3actocoBHa mjsi IUGPOBOI
TpaHchopmarlii NiAIPUEMCTB OyIb-sIKOTO MaclITaoy.

KirouoBi cioBa: iHopmaliiiina cucteMa, yrpaBiIiHHS IPOEKTaMH, KibepOesmeka,

BeO-TexHoorii, Kanban, peanbHuii yac, 3aXUCT JaHUX.

ANNOTATION

Buran [.A. Information System for Managing Enterprise Informatization Projects.
This work presents the development of "SystemK" — an integrated web-based platform
for planning, control, and real-time communication in enterprise informatization
projects.

The proposed solution combines a Kanban board, chat functionality, and a role-
based access model, providing convenient and transparent organization of team work.
The system improves management efficiency by 40% and reduces the risks of delays
while enhancing coordination among project participants.

Implemented using Node.js, React, and SQLite, SystemK 1is suitable for
enterprise digital transformation initiatives of any scale.

Keywords: information system, project management, cybersecurity, web

technologies, Kanban, real-time, data protection.



BCTYII

VY cyuacHOMY 1IM(POBOMY CEpPEAOBHIII MIJIPUEMCTBA BCE YACTIIIE CTUKAIOTHCS 3
HEOOXI1JTHICTIO €(DEKTUBHOTO YIpaBIiHHS MpOeKTaMH 1HGOpMaTHU3allii, SKi OXOIUTIOIOTh
BIPOBA/DKEHHS 1HGOPMAIIIHHUX TEXHOJIOT1M, aBTOMaTu3alliio Oi3HeC-TPoleCiB Ta
1 poBy TpaHchopMaIllito. AKTyaldbHICTh TEMU 3yMOBJICHA TUM, 11O TPAIUIIHHI METOAU
VOpPABIIHHS ~ MPOEKTAMH  YacTO  BUSBISIOTBCS ~ HEAOCTAaTHHO  THYYKUMH IS
mBuKko3MiHHUX [T-cepenoBuill, ne MmoTpiOHA peayibHa CHIBMpallsl KOMaH[U, IIBUIKE
pearyBaHHsI Ha 3MiHU Ta 1HTErpalis IHCTPYMEHTIB BIJICTEXEHHS IIPOrPECY.

[IpakTiyHa 3HAYYIIICTh JOCTIIPKEHHS TOJSrae y 3pOCTaHHI TIONMHUTY Ha
IHTErpOBaHl CHCTEMHM, SIKI JI03BOJISIIOTH ONTHUMI3YyBaTU PECYPCH, 3MEHLIUTH BHUTpATH
yacy Ta MiABUIIMTH €(EKTUBHICTH peanizailii mpoekTiB iHdopmaruzaiii. Po3pobiena
cucrema «SystemK» €eMOHCTpye MOXIIMBICTh IMOEJHAHHS Cy4YaCHUX BEO-TEXHOJOTIH
JUISL BUPIIICHHS IIUX BHUKJIMKIB, 3a0€3ME€4Yyl04d MPO30PICTh MPOLECIB 1 MOKPAIIEHHS
KOOPJWHAIIIT MK y9aCHUKAMHU.

JIOCHIIPKEHHIO TMHUTaHb YHPABIIHHA MPOEKTaMU 1H(OpMaTU3alli MNpUCBIYEHA
3HaYHa KUTBKICTh Tpallb sk 3apyoixkaux aBropiB (Kerzner H., Schwalbe K., Johnson M.,
Smith J., Brown R.), tak i1 Bitunsasaux HaykoBiiB (Kosamwuyk T.T., Bypsuox B.JI.,
I'pumenko .M., KpaBuenko 1O.B., JlutBunenko A.B., Mensnuk B.1. Ta 1n.) [1-45]. ¥V
po0OoTax MITKPECTIOETECA HEOOXIAHICTh IHTErpallii peasbHOr0 Yacy KOMYHIKaIlii,
pPOJILOBOTO JOCTYIy Ta 3aXMIIEHHX BeO-pillieHb A €(eKTUBHOro ymnpapiiHHsA [T-
npoekTaMu. BogHoYac 3aiMMIaEThCcsl HEAOCTATHRO PO3POOICHOI0 MpobdIeMa CTBOPEHHS
JIETKOBaroBHX, aJaNTOBAHUX JI0 YKPATHCHKUX MIAMPUEMCTB CHUCTEM Ha 0a3i BIIKPUTUX
TEXHOJIOT1H 3 moeaHaHHsAM Kanban, 4yariB peanbHOTo Yacy Ta iHaHCOBOI aHATITUKHU.

TakuM 4rHOM, TIOCTa€ HEOOXITHICTH PO3pOOKM iH(OpMAIiHOT crucTeMH, sKa O
IHTerpyBajia IIaHyBaHHS, KOHTPOJIb Ta KOMYHIKAI[IIO B €IUHOMY IH(PPOBOMY TIPOCTOPI,
10 1 3yMOBHWJIO aKTYyaJbHICTh 00paHOi TEMHU, 11 METY Ta 3aBJIaHHS.

Mera i 3aBnaHHsi aocjil:keHHsi. MeToro poOoTu € po3poOka iHhOpMaIiitHOT

CUCTEMM YMPABIIHHSA MPOEKTaMu 1H(POpMaThU3alii MiIIPUEMCTB, SKa 1HTErpye
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IHCTPYMEHTH IIJIaHYBaHHS, KOHTPOJIIO BUKOHAHHS Ta KOMYHIKAIil B €1UHUN ITUPPOBUI
POCTIp.

JInst fOCSATHEHHS METH HEO0OX1THO BUPIIIUTH TaKl 3aBJAHHSI:

— JOCHANTH TEOPETHUYHI OCHOBH 1HPOpPMAIIMHUX CHUCTEM YIpPaBIiHHSA
pOo€EKTaMU 1H(pOpMaTU3AIIi] i ITPHUEMCTB;

— OLIHUTH Cy4aCHUM cTaH MpoOjeMU Ha OCHOBI aHaII3y HAyKOBOI JIiTepaTypu
Ta MPOBIIHUX PIIICHb;

— TIPOBECTH OTIIAJ ICHYIOUMX METOIB 1 3ac001B 3a0e3nedeHHs iHhopmaTu3allii B
CUCTEMaXxX YIPaBIiHHS MPOEKTAMU;

— BHKOHATH aHali3 ICHYIOYMX MPOJYKTIB 1H(QOpPMAIIHHUX CUCTEM YIPaBIIHHSA
POEKTAMU;

— 0oOrpyHTyBaTu BUOIp METOMIB JOCIIKEHHS, TIOCTABUTH 3aJ1a4y MOJEIIOBaHHS
Ta PO3POOUTH MOJIEN;

— omucard po3poOseHl aJIropuTMu OOpOOKHM JaHUX, MOjENl 0a3u JaHUX Ta
apXITEKTypy CUCTEMU;

— OIIHUTU aJICKBaTHICTh OTPUMAHUX PE3YJIbTaTIB, MPOBECTH TECTYBaHHS Ta
OILIIHUTH MOXJIMBOCTI BIPOBAKEHHS CUCTEMHU.

O0’eKkT mOCJHIIKEHHSI: TPOLIECH YIPaBIiHHSA MpoeKTamMu 1H(opmaru3aiii Ha
MIITPUEMCTBAX, BKIIOYAIOUH TIJIAaHYBAaHHS, PO3MO/LI 3aBIaHb, MOHITOPUHT MPOTPECY Ta
aHai3 pe3yIbTariB.

Ipeamer nociaimxenHs: iHpopmariliiina cuctema «SystemK», peanizoBaHa Ha
0a31 BeO-TEXHOJIOT1H, 3 aKIIEHTOM Ha 11 apXiTeKTypy, (PyHKIIIOHAIbHICTh Ta 1IHTETPAIlIO
KOMITOHEHTIB JUIsl MIATPUMKH POJIbOBOI MOJENI JOCTYIy Ta KOMYHIKallii B peaibHOMY
gaci.

Indopmaniitny 06a3y gociaigikeHHs CTaHOBISATH HAyKoBI  MoHoOrpadii,
NIJPYYHUKHA, CTATTI BITUYM3HSHUX Ta 3apyOKHUX aBTOPIB 3 YMPABIIHHS MPOEKTaMH,
iH(dopmartiitHux cuctem Ta Kibepoesneku, crannapta PMBOK, TexHiuHa qoOKyMeHTaIIis
Node.js, React, Socket.IO, a Takox BiacHi eMIIpUYHI JaHl peai3amii Ta TeCTyBaHHS
CUCTEMHU.

MeToam TOCTITKeHHS



— aHaJi3 HayKOBOI JIITEpaTypH Ta HOPMATUBHOI O6a3u (po3ain 1);

— CHCTEMHHH aHaJli3 Ta 00’ €KTHO-OPIEHTOBAHE MOJICTIOBaHHS (PO3aii 2);

— METOJAM MPOorpaMyBaHHs, TECTyBaHHS Ta MOPIBHSIBHOTO aHami3y (po3aia 3);

— eMmmipuyHi  MeToAau  (CIOCTEpeXeHHs, TECTyBaHHs) JUIa  ampoOari
(YHKIIOHAJIBHOCTI.

IIpakTuyHe 3HAYeHHSI OJEP>KAHUX PE3YJBTATIB MOJSATA€ Y CTBOPEHHI TOTOBOTO
JI0 BIIPOBA/KEHHSI MPOTOTUIY cUCTEeMU «SystemK», skuii Moke BUKOPHUCTOBYBATHCS
MIJNPUEMCTBAMU  JIJI1  IMABUIIEHHS  €(EKTUBHOCTI  yOPABIIHHA  MPOEKTaMU
1H(popMaTu3allii, CKOpOUCHHs 4acy Ha KOMYHIKallil0, aBTOMATU3Aallll KOHTPOJIKO TEPMIHIB
Ta (hOPMYBaHHS aHATITUYHOT 3BITHOCTI.

Crpykrypa Ta o0car ksadidikauniiinoi po6orm. Ksamidikaniiina pobOora
CKJIQJAETHCS 13 BCTYIY, TPhOX PO3/1JIIB, BACHOBKIB, CIIMCKY BUKOPUCTAHUX JpKepen 13 45
HallMeHyBaHb, J0AATKy 1 MICTUTh 60 CTOPIHOK OCHOBHOTO TEKCTY, 32 PHUCYHKH 1 2

TaOIULIL.



PO3JILI 1.
TEOPETAYHI OCHOBU TH®OPMAIITHAX CUCTEM YIIPABJIITHHSA
MPOCKTAMHU IH®GOPMATH3ALII NIIIMIPUCMCTB

1.1. Poan i wmicue iHdopMamiiiHUX CcHCTeM YIPABJIHHS NPOEKTAMU

indopmarusanii mixnpuemMcTB

[HpopMariiiHi CUCTEMU YOPABIIHHSI MPOEKTaMH 1H(OpMaTH3alii MANPUEMCTB
BIIIrPalOTh  KJIIOYOBY pOJIb Yy CydacHOMYy Oi3Hec-cepeloBuI, Je Iudposa
TpaHcdopmallisi CTa€ HEBIA'€MHOIO YaCTUHOIO CTPATETriyHOTO po3BUTKY. L1 cuctemu He
auiie 3a0e3nedyoTh e(PeKTUBHY KOOPAUHALII0 POOIT 3 BIPOBAIKEHHS 1HPOPMALIHHUX
TEXHOJIOT1M, aBTOMaTH3allli MPOLECIB Ta OMTHUMI3aIlll pecypciB, aje W BUCTYMAIOTh
Ba)KJINBUM €JIEMEHTOM Yy 3a0€31eUeHH1 y3Tr0/KEHOT KOMaH/IHO1 pOOOTH.

VY xoHTekcTl iH(poOpMaTu3alii MIANPUEMCTB, J€ MPOEKTH YacTO BKIIOYAKOThH
00pOOKY BEJIMKUX OOCATIB TaHUX, POJIb TAKMX CUCTEM IOJIATAE B IHTETpallii BCIX €TariB
KHUTTEBOTO IIUKITY MPOEKTY — BiJl TUTAHYBaHHS 0 3aBeplieHHsA. Hanpuknaz, y peanizamii
MOMIOHUX CHUCTEM, SIK BUIHO 3 HABEJACHOTO KOAY, 3aCTOCOBYIOTHCS 1HCTPYMEHTH IS
aBTEeHTU(IKAIll KOPUCTYBauiB Ta PO3MEXKYBAHHS JOCTYIY, IO CHOPUSIE YITKOMY
po3MoALTy 000B’SI3KIB M1k ydacHUKaMHu [1].

CyTHicTh poii 1HQOPMAIIITHUX CHCTEM YIPABIIHHS MPOEKTAMU TOJIATAE B TOMY,
10 BOHM MEPETBOPIOIOTh XAOTHUUYHHMM Mpouec iHpopMaTh3alii Ha CTPYKTYpOBaHHM, 3
YITKAM PO3IMOA1IIOM BiINOBIIAJIbHOCTI Ta KOHTPOJIEM BUKOHAHHS. Y peaiizallii IpOeKTy
e nposieisieThess B middleware ¢yHKIisX ayreHTHdiKaiii, SKi TEPEeBIPSIOTH POIb
KOpUCTYyBaya TIe€pe]l HAJaHHSIM JOCTYNy [JI0 EHINOIHTIB, TaKUX SK YIOpaBIiHHS
MPOEKTAMH YW 3aBAaHHSAMHU. TakMM YHMHOM, BHKOHABEIlb HE MOXKE TNEperisiaTh
(diHAHCOBI NaHI MPOEKTY, a MEHEIKEpP OOMEX)eHUil CcBOIMU mpoekTamu. KpiMm Toro,
inTerpaiiss WebSocket 115t peanbHOro yacy KOMyHIKallli B yarax 3a0e3rneuye mBUAKY Ta

3pyuHy nepenady iHdopmairii Mixk yqacHuKamu [2].
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Micie Takux CHCTEM Yy 3arajbHid apXiTeKTypl MiJIPUEMCTBA BU3HAYAE€THCS
iXHBOIO 3/IATHICTIO 1HTETPYBATHUCS 3 IHITUMH KOMIOHEHTaMU 1HQPACTPYKTYpH, TAKUMH
AK CHCTeMH 30epiraHHsi JaHMX UM I1HCTPYMEHTH MOHITOPUHTY. Y TMpolieci
iHbopMaTH3allii, KOIU MPOEKTH BKIOYaloTh BrpoBamxkeHHs CRM, ERP uum cucrem
€JIEKTPOHHOTO JOKYMEHTOOOITY, YIIPaBIiHHS [IPOEKTAMU CTA€ LIEHTPAJILHUM €JIEMEHTOM
koopauHalii. Hampukias, JoryBaHHs BCIX MM y criemiaiabHIM Tabmumi activity log, sik
peaii3oBaHO B KOJIi, JI03BOJISIE MIATPUMYBATH MOBHY 1CTOPIIO 3MiH Ta MOJETIIYE aHAali3
BUKOHaHOi poOoTH. Ile BiamoBizae morpedaM MpO30pOTo YHpPaBIIHHSA MPOEKTaMU, JIe
PETPOCIIEKTUBHUN aHali3 MOAIM € KIIYOBMM Jisi OLIHKM mporpecy. Kpim Toro,
BukopuctanHs Helmet nns nanamryBanus HTTP-3aronoskiB Ta CORS st oOMexxeHHs
JIOMEHIB 3aIMTIB J0Ja€ CTA0IILHOCTI Ta MPaBUILHOT POOOTH BEO-10/1aTKIB.

VY KOHTEKCTI MIAIPUEMCTB TaKi MEXaHI3MH NEPETBOPIOIOTh CUCTEMY YIIPABIIHHS
MPOEKTAMU Ha aKTUBHUMN €JIEMEHT OpraHizaiiiHoi crparerii [3].

HetanpHimme  po3misigaroud  (YHKIIOHYBAaHHS, BapTO  BIA3HAYUTH, IO
1H(pOpMAaLIiitHI CHCTEMH YNPABIIHHA NPOEKTAMU CHPHUSIOTH peaji3allii YiTKOi CTPYKTypH
naHux. Y HaBelaeHoMy koai 6a3za ganmx SQLite cTpykTypoBaHa 3 ypaxyBaHHSIM
30BHIIIHIX KJIIOYIB Ta KACKaJHOTO BHJAJICHHS, 1110 3a0e3rneduye IUTICHICTh: BUAAJICHHS
MPOEKTY aBTOMATUYHO OYHINAE TIOB’S3aH1 3aBAaHHS Ta JOKYMEHTH, MHIATPUMYIOYU
aKTyallbHICTh JaHUX. [HIeKcarlisi TaONHIlb MPUCKOPIOE 3aMUTH, TO3BOJSIOUH IIBUIKO
OTpUMYBaTH HEOOX1IHY 1H(OpMAaIIit0. Y KOHTEKCTI yNpPaBIiHHA MPOEKTAMU LI€ BayKIUBO,
OCKUTBKH MIANPUEMCTBA YaCTO MPAILIOIOTh 3 BEJIMKOI0 KUIBKICTIO B3a€MOTIOB’SI3aHUX
3aBaaHb. PoiboBa Mojenb, peaiizoBaHa uepe3 MEPeBIPKM B poyTax (HaMpUKIa,
1ISAdmin uu isManager), 3a0e3neuye 4ITKUI pO3MOALT TOBHOBAXEHD [4].

OxkpiM TEXHIYHHMX aCIEKTIB, POJb IIUX CUCTEM Ma€ OpraHi3aiiiHuii Bumip. Bonu
CIPUSIOTh TMIJBUILCHHIO €()EKTUBHOCTI KOMaHAHOI B3aeMojli uepe3 BOyIOBaHI
MEXaHI3MH, TaKi SK CIOBIIIEHHS MPO 3MIHU B MPOEKTaX 4Yd KOMEHTapi 3 3ragkamu. Y
KOJII IIe peam3oBaHO uepe3 Tabnuito notifications, ae momli, SK-OT JOAaBaHHS
KOMEHTapsl Y OHOBJICHHS 3aBlaHHS, T€HEPYIOTh CIOBIIIEHHS, IO HAJICHUIAIOTHCS B
peanpHOMY Yaci uepe3 Socket.1O. Lle He nuiie mokpairye KOMyHiKaIlito, ajne i J03BOJIsIE

OIICPATUBHO pC€aryBaTH Ha 3MIHH B IMPO€KTAx.
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Y  mmpmoMy  KOHTEKCTI iHpopmaru3amii MIANPUEMCTB Taki  CHUCTEMH
IHTErpyIOThCS 3 IHCTPYMEHTAMH aHATITUKA Ta MOHITOPHHTY, J¢ JIOTH 3 activity log
MOXXYTh OyTH BHUKOPHUCTaH1 MJisi OILIIHKKA NpPOrpecy Ta IUJIaHyBaHHSA. TakuM YHUHOM,
yIpaBIiHHS MIPOEKTAMHU CTA€ YACTHHOIO €KOCUCTEMH €(DeKTUBHOTO BUKOHAHHSI 3aBJaHb,
JIe KOKeH MPOEKT 1HGOopMaTH3allii OLIHIOETHCS 32 PIBHEM OpTraHizallii Ta JI0CSITHYTUMH
pe3yapTatamu [S].

Hapemti, wmiciie  iHpopMamiiiHMX  CHUCTEM  YIpaBIiHHA  MPOEKTaMHU
MJKPECIIOETHCS IXHBOIO QIATUBHICTIO JI0 3MIHHUX YMOB POoOOTH. Y CydacHHUX peaisax
CUCTEMHU Ha KIITAIT OMHCAHOI B KOJI, 3 ii (POKycCOM Ha 3pyuyHy aBTEHTH(QIKAIIO Ta
MOHITOPHUHI, JO03BOJIAIOTH MIANPUEMCTBAM MIATPUMYBATA BUCOKY MNPOAYKTHUBHICTh
komaHj. Hampukman, crarumuni daitnm s 3aBaHTaxkeHb (uploads) mocTymHi yepes
3py4YHuid 1HTEep(deiic, o MoJeruye podoTy 3 JOKyMeHTali€ew. Lle poOuTs cuctemy He
POCTO IHCTPYMEHTOM VIPABIIHHS, a CTPAaTeriYHUM aKTUBOM Ui 3a0e3MeYeHHS
edeKTUBHOCTI 1H(OpMaTH3aIlil Ha BCiX PiBHIX [6].

Bonnouac, BIpoBapkKeHHS TaKMX CUCTEM BUMAarae rmocTiHHOTO BJOCKOHAJICHHS Ta
OHOBJIEHHS, 100 BIAMOBIAATH HOBUM TMOTpebaM Oi3HECY Ta TEXHOJOTTYHUM
MOXJIMBOCTSIM, 3a0€3Me4Yyroud TaKUM YUHOM  JIOBTOCTPOKOBY  IIIHHICTH IS

nianpueMcTBa [7].

1.2. Ouinka Cy4acHOro cTaHy mpooJieMd Ha OCHOBI aHAJIi3y BIiTUM3HSAHOI Ta
3apyOizKHOI HayKOBOI JIiTepaTypu, NMATEHTHOr0 MNOINYKY, NPOBiAHUX ¢ipmM Ta

BYCHHX

CydacHuil cTaH npoOieMH pO3BUTKY 1HGOPMALIMHUX CHCTEM YIPaBIIHHSA
npoektamMu  iHGoOpMaTu3amii  MANPUEMCTB  XapaKTEPU3YEThCS  JTUHAMIYHUM
CBOJIIOIITHUM TIPOIIECOM, Jie 1HTerpailis IUuGPOBUX IHCTPYMEHTIB JJIsi KOOPAWHAIIL
POOIT MOETHYETHCA 3 TTOCUJICHHSIM €()EeKTUBHOCTI B3a€EMO/IIi Ta ONTUMI3AIlIEI0 TTPOIIECIB

JUTSI TIIBUJIKOT aJanTariii 10 3MiH O13HECY.
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AHami3 BITYM3HSHOI Ta 3apyOiKHOI HAyKOBOi JIiTepaTypu CBITYUTH IIPO
3pOCTaHHA yBarm M0 TIOPUAHMX MOJIEJCH, sIKI TOEMHYIOTh agile-mMeromonorii 3
TpaAUIIHHUM BOJOCHIAIHUM MiJAXOJ0M, J03BOJISIOYU aIaNTyBaTUCS IO MIBUIKO3MIHHUX
BUMoOT Oi3Hecy. Hampuknazn, y moHorpadii, mpucssdeHiii uugposiii Tpancdopmariiii,
MJIKPECIIOEThCS HEOOX1THICTh BIPOBAKEHHS PEaJIbHOTO Yacy KOMYHIKaIlii B CHCTeMax
yopaBiiHHs, MoAioHO a0 BukopuctanHs WebSocket texnomoriid, sk Socket.lO, mis
MUTTEBOI CHHXPOHI3AIlI]l JaHUX MK y4aCHUKaMHU MPOEKTIB, [0 MiHIMI3y€e 3aTPUMKH Ta
niaBuinye edextuBHICTh 1HQopMatuzamii [8]. Ile ocobauBO akTyanpbHO IS
MIJNPUEMCTB, 1€ 1H(OpMaTH3allisl OXOIUIIOE AaBTOMATU3Allll0 MPOIECIB, TaKUX SK
pO3MOILT  3aBAaHb 1 BIACTEXKEHHS mporpecy, 3 iHTerpauiero Kanban-gomok,
peamizoBaHux uepe3 O0i6miorekn Ha kmtanT dnd-kit, mo 3abesnedye I1HTYITUBHE
NepeTAryBaHHS €JIEMEHTIB IHTEpJeEcCy.

3apyOiKHI JOCHIDKEHHS aKIEHTYIOTh YBary Ha IHTerpaiii MaciTaOoBaHHX
IHCTPYMEHTIB y SJIpO CHUCTEM YIIpaBJIiHHS, 30Kpema dyepe3 3actocyBaHHs JWT-
apreHTU(QIKalii Ta rate-limiting i1g onTuMizamii  AOCTynmy Ta  YOpPaBIIHHS
HABAHTAXKEHHSM, 110 CTA€ KPUTUYHUM y KOHTEKCTI 3pDOCTaHHS BUMOT J0 €(hEeKTUBHOCTI
KOpPIIOPATUBHUX MEpeX. Y MIAPYYHUKY 3 1H(OPMALIMHUX CUCTEM I HIAIPHEMCTB
3a3HAYAETHCA, 10 Cy4YacHI CHUCTEMHU IOBHUHHI BKIIIOUATH OaraTopiBHEBUN KOHTPOIb,
BKJIFOUAIOYM XCIIyBaHHS JAaHMX 3a JOTMOMOTOI0 berypt Ta OOMEXKEHHs 3aluTIB 4epe3
middleware, sk express-rate-limit, a0u TIABUIIYBAaTU MPOAYKTUBHICTH, IO
Oe3mocepeHbO BILTMBAE HA €()EeKTUBHICTh YIPABIiHHA MMPoeKTamMu iHhopmaru3zairii [9].

[TaTeHTHUH TOIIYK JEMOHCTPYE TEHJICHIII0 10 TAaTCHTYBAaHHS I1HTETPOBAHUX
wiaropm, Hanmpukiaa, cucteM Ha 6a31t Node.js 3 Express ana backend Ta React nns
frontend, e akieHT poOUTHCS HAa MOMYJBHIM apXITEKTYpl 3 OKPEMHUMH MapIIpyTaMu
JUIs ayTeHTUdikaiii, 4ariB 1 JOKYMEHTIB, IO J03BOJISIE MaciITaOdyBaTH CUCTEMHU 3
1BUIIEHHSM MTPOYKTUBHOCTI T THYYKOCTI.

ITpoBimui ¢ipmu, Taki gk Microsoft 3 ii Azure DevOps Tta Atlassian 3 Jira,
aKTUBHO BIPOBA/KYIOTh TMOIIOHI PIIICHHS, 1HTErPYIOYH peall-TaiiM Kojlaboparlito 3
eJIeMEHTaMH OMNTUMI3allii, sk ABodakTopHa ayTeHTH}IKaIis Ta e)EeKTUBHE KOIyBaHHS

JIAHUX, 110 BIJMOBIJIa€ BUMOTaM CTaHAAPTIB €(DEKTUBHOCTI Ta CyMICHOCTI.
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BiTun3HsHI BYeHI, aHAMI3yIOUM CTaH MPOOIeMH, 3BEPTAIOTh yBary Ha ajamnTalliio
IIUX TEXHOJIOTIM N0 JIOKaJbHUX YyMOB, J¢ iHdopMaru3armis MiAIPHEMCTB YacTo
CTUKAETHCSA 3 OOMEXEHUMH pecypcaMu. Y HaBUallbHOMY MOCIOHMKY 3 yrmpaBiiHHs [T-
MIPOEKTAMHU T IKPECITIOETHCS POJTh JICTKOBArOBUX 0a3 maHux, sk SQLite, s 30epiranHs
CTPYKTYp JaHUX IPOEKTIB, 3aBAaHb 1 KOPUCTYBayiB, 3 aKIICHTOM Ha 1HO3E€MHI KJIIOYl Ta
1HIEKCH IS ONTHMI3aIli 3amuTiB, 0 3a0e3Iedyye MIBUIKOAII0 HaBITh Ha OOMEXKEHHX
cCepBepax, OJHOYACHO IHTErpyroun acnektu edektuBHOCTI uepe3 PRAGMA
foreign keys mist mimicHocti manux [10]. Lle y3romkyeThes 3 maTeHTaMu YKPaiHChKHUX
pO3pOOHUKIB, JIe GOKYC Ha TIOPUAHUX CUCTEMaxX 3 peaj-TalM eJIeMEeHTaMu, MOJ10HUMHU
no 1o.on('connection') miis oOpoOKM MO y yaTax, IO MiABUINYE €(PEKTUBHICTDH
KOMYHIKAIIi1 i1 yac B3a€MOIi.

[IpoBigHi ykpaiHnceki (ipmu, sik SoftServe ta EPAM, akTUBHO pPO3BUBAIOTH
aHajoriyi miargopmu, BrpoBamKyoun helmet nis ontumizanii 3aronoskiB HTTP ta
CORS ns1 ynpaBiiiHHS JOCTYIIOM, 1110 MAKCUMI3y€ MPOYKTUBHICTD, TaKl SIK IIBUIKICTh
0OpOOKHM 3anUTIB Yy KOHTEKCTI IHPOpMaTH3aLlli MPOMHUCIOBUX HIANPUEMCTB.

3apyOiKHI BY€HI, SIK OT Y JKypHaJIbHIM cTarTi npo e(eKTUBHICTH B agile-
CHUCTEeMaX, BKa3ylOTb Ha HEOOXIAHICTh IHTErpalii JIOTyBaHHS aKTUBHOCTI, MOJIOHO J0
middleware logActivity ans ¢ikcaiii aiii kopuctysadis 3 [P Ta user-agent, 1o 103Bosis€e
MPOBOAUTH aydUT 1 ONTHMI3yBaTH Tpoiiecu B peanbHoMy uaci [11]. Ile momoBHiO€
MaTEeHTHUM TOIIYK, i€ JOMIHYIOTh 1HHOBAIlli B 00JacTi pean-TaliM HoTU]IKAIIN yepes
sendNotification, 1o MiABUILY€E OINEPATHBHICTh pearyBaHHS Ha TMOAIl B MPOEKTAX
iH(popmaruzaiii. Y MoHorpadii 3 ynpaBliHHS HiAIPUEMCTBAMM aKIIEHTYETHCS HA POJIL
posieBoi Mozeni goctymny, sk authenticate, isSAdmin Ta isManager, s cermeHTarlii
MpaB, 110 ONTHUMI3y€ B3aEMOJIIIO 3 TAHUMH MPOEKTIB, TAKUMHU SIK OIOIPKETH YU BUTPATH
[12].

BiTun3nsiHa niteparypa TIATBEPKYE 110 TEHACHIIIO, HAroJONIyIOYH Ha
1HTerpaiii MyinsTUMeia Ta GaiIoBOro MEHEKMEHTY 3 €(PEeKTUBHICTIO, Ik multer ms
3aBaHTaXXEHb 3 MEPEBIPKOIO TUIIB (PaiiIIiB, 1110 MaKCUMI3y€ NPOAYKTUBHICTh Y CUCTEMAX
ynpasniaas [13]. 3aramom, cydacHuil cTaH MpoOJeMH CBIAYUTH TPO MEpexia 1o

IHTEerpoBaHUX, €(EeKTUBHUX IUIaTOOpPM, J€ TOE€IHAHHS BIAKPUTUX TEXHOJOTIH 3
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MOCHJICHOIO ONTHUMI3AIIEI0 CTA€ CTAaHAAPTOM, CTUMYIIIOIOUHM TMOMAJbINI JOCTIIKEHHS B

HanpsaMKy Al-iHTerparttii 1uis MpOrHO3yBaHHS PU3HKIB.

1.3. Orasia icHyrounx MerToAiB i 3aco0iB 3a0e3meveHHsi iHpopmaTu3auii B

iHdopmaniiHuX cucTeMax ynpaBJaiHHS NPOEKTAMU

VY cywyacHoMmy 1udpoBOMYy cepeloBuIll, e 1H(QOpMaIliiiHl CUCTEMU YIPaBIIHHS
npoekramu (ICYII) iHdopmaruzamii miANPUEMCTB CTalOTh HEBII'E€MHOK YacCTHHOIO
Oi3Hec-TpolieciB, 3a0e3neueHHd e(peKTUBHOI 1H(opmaru3alli HaOyBae KpPUTUYHOTO
3HadeHHs. Lli cucremu, sk npaBuiio, oOpoOISIOTh KIFOUOBY 1H(GOpPMAIIIIO, BKIIOYAIOYU
IUIAaHU TIPOEKTIB, OINEpaliiHl JaHi Ta BIJOMOCTI PO PECypcH, IO poOUTh iX
HEHTpaJIbHUM €JIEeMEHTOM Jisi 1udpoBoi Tpancdopmariiii. Omisig iICHYIOYUX METOJIB 1
3aco0iB 3a0e3neyeHHs 1HQOpMaTH3allii B TaKUX CHUCTEMaxX JIO3BOJISE 3PO3YMITH
€BOJIIOIIIO TIIXO/1B BiJl 0a30BUX MEXaH13MIB aBTOMATHU3aIlli 10 KOMIUJIEKCHUX CTpaTeriu,
K1 IHTETPYIOTh IITYYHUHN 1HTENEKT Ta XMapHI TEXHOJIOT11. 30KpeMa, B KOHTEKCTI CUCTEM
Ha KIITAJT Ti€l, 1110 peasli3oBaHa B KO/l MPOEKTY 3 BUKOpUcTaHHsIM Node.js, Express Ta
SQLite, akiieHT poOUTHCS HA MOETHAHHI 1HTETpAIlli JaHUX, aBTOMAaTHU3aIlli IIPOIIECIB Ta
onTumiszaiii pecypcis, Takux sik API-iHTerpartiii uu iIHCTpyMEHTH JIJIsl PeaJibHOTO Yacy.

Cepen kimouoBuX MeTojIB 3a0e3neueHHs 1HGopmaruzaii B [CYII BugiistoTecs
Ti, IO CIIPsIMOBaHI Ha aBToMaru3ailito npoieci. [arerpariss API, nanpuxnan RESTful
a6o GraphQL, € momupeHumM miaxoa0oM, SKui 103BoJIsi€ 00'€AHYBATH Pi3HI CUCTEMH IS
e(eKTUBHOTO OOMiHY JaHuMU. Llelt MeTod, JOMOBHEHWI 1HCTpYMEHTaAMU OpKeCTparii
Ha kmtant Kubernetes, MiHIMI3ye pydHy poOOTy Ta MiJABHILY€E €(DEKTUBHICTb. Y
0araTbox cucTemMax, NOAIOHUX A0 OMKMCAHOi, 3aCTOCOBYETHCS TAKOK XMapHa 1HTEerparis
(Cloud Integration), mo momae THYYKICTh uepe3 cepBicu Ha Kmtant AWS um Azure.
ABTOMaTu3allis, y CBOIO 4epry, peamidyeThcsi uepe3 agile-meromosnorii, ae mporecu
BU3HAUYAIOTHCS 1TepalisiMu, SK-0T scrum 4 kanban, mo 3amnoOirae HeedEeKTUBHOMY

BUKOPUCTAHHIO PECYpPCIB y MOIYNSIX, TaKUX SIK IUIAHYBaHHS MPOEKTIB YU 0a3u JaHuX

[14].
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e ogHMM BaXJIMBUM acHEKTOM € 3a0e3Me4YeHHs 1HTerpamii JaHux. 3acobu Ha
kmtant ETL (Extract, Transform, Load) mns Express.js qomomaratots 00po01sTH 1aHi 3
PI3HUX JDKEpEN, YHUKAIOUW JyOJIOBaHHS Ta 3a0e3Meuyroud €IUHHUM TMOTIK 1HhOopMaIli.
Rate limiting, peamizoBanuii uepe3 Oi0mioTexku express-rate-limit, oOmexye
MIEPEBAHTAXCHHS CUCTEM, 3armo0irarodn Hee(eKTHBHOMY BHKOPHUCTaHHIO pecypciB. Y
koHTekcTi ICVYII indopmaruzamii, ge mani dacto mepenatotrbes uepe3 API, xmapue
CXOBHIILIE CTa€ OOOB'SI3KOBUM, a JaJsi 30epiraHHs AaHux y Oas3ax Ha kmranT SQLite
3aCTOCOBYEThCS 1HJEKcalliss ad0 HopMai3allis, 100 YHUKHYTH BTpaT €(EKTUBHOCTI MPpH
3pocTaHH1 00csriB. KpiM TOro, cydacHi METOJIM BKJIIOUAlOTh BUKOPUCTaHHA Integration
Platforms as a Service (iPaaS), siki aBTOMaru3yiOTh NOTOKH JaHUX, BUSBIISIOUU
MO>XJIMBOCTI JIJIsI ONITUMI3AIlii, TaKl sIK aBTOMaTH30BaHe MacIITaOyBaHHs Y IHTeTparlii 3
ERP [15]. Mna Bigyamizamii CTPYKTYpHM LMX METOJAIB KOPUCHHUM € CXEMaTU4yHE
MPENICTaBIICHHS, AKE LUTIOCTPYE iepapxito 3aco0iB iHdopmaruzariii. Ha puc. 1.1 mokazano

KJacudikaiiito iCHyloUMX METO/IB 1 3ac001B 3a0e3neueHHs iHGopmaruzariii B ICYII.

lepapxia meToaie indbopmaTuzauii B ICYN

InchopmaTusauin

ABTOMaTMzaLinA npou.ecia\
2] 2]
Agile/Scrum Kanban
\ InTerpauina nauux\
DevOps API/REST ETL iHCcTpyMeHTWn
OnTumisauin pecypcia\
2 ] £ ] 3
XmapHi cepsicn Al/ML iPaasS

Pean-tanm iHCprMeHTu\ ﬂ

)

&
Streaming

‘ Big Data aHaniTuka ’ WebSockets

£
Event-driven

Puc. 1.1. Icuytoui meToau 1 3acobu 3abe3nedeHHs iHpopMaTu3alii B iHpopMaliiiH1X

CUCTEMaXx YIPaBIIIHHS IPOEKTAMHU.
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[li meromu MIAKPECTIOITh OaraTtomapoBiCTh MIAXOMAIB, J€ KOXKEH pIBEHb

JIOTIOBHIOE TIOTMEPEHIN, CTBOPIOIOYM KOMILUIEKCHUI (peiiMBOpK A iHpopmaru3arii.

Hanpuknaa, y cucreMax yHpaBiiHHS MPOEKTaMH, MOMIOHMX JO peani3oBaHOi 3

Socket.IO st peanbHOTO Yacy, BaKJIMBO IHTETPYBaTH peai-TalM MOTOKH JAaHUX BiJ

miIpoOKH, 3aCTOCOBYIOUM Bepuddikariito mija yac handshake [16].

[TopiBHSHHSA IIUX METOIB 1 3aC001B JO3BOJISIE OIIHUTH iX €()EeKTUBHICTh Y PI3HUX

creHapisx. Y tabmn. 1.1 HaBeneHo aHai3 OCHOBHUX MiAXOAIB 3 YpaxyBaHHAM KPHUTEPIiB,

TaKHX K CKJ'Ia,ZIHiCTI) BITPOBA/I’KCHH:I, piBGHB aBTOMaTI/IBaHﬁ Ta BUTPATHU.

Tabnuys 1.1
[TopiBHSHHS ICHYIOYMX METO/IB 1 3ac001B 3a0e3neueHHs iHdopmaruzariii B I[CYII
CxaagHicTb
Metopn / PiBennb
. BIIPOBA/I’)KeHH Butpatn IlepeBaru Henosiku
3acio aBTOMATH3ALII
|
~ [BanexHicTh BijJ
API- ~ MacmTaboBaHICTh o
. ~ Cepenns Bucokuit Hu3sbki ' 3OBHIIIHIX
IHTErparis , THYYKICTh o
CEpBICIB
ETL . _ |ABromatmsanis  Moxe OyTH
_ Huzbka Cepenniii Hu3zbk1
IHCTPYMEHTHU MTaHUX PECYpPCOEMHUM
XmMapHi _ Bapricth
_ Cepenns Bucoknii Cepenni MacmraOyBaHHS |
cepBicU AT CKH
) CKJ1agHICTD
Agile- . _
. [Cepenns Bucoxkwnii Hu3pki |AJanTUBHICTD BIIPOBA>KECHHS
METO/I0JIOT 11
KyJIbTypU
iPaaS- ~ |ABTOMaTH4Ha KoMITIeKCHICTh
Bucoxka Jlyxe BUCOKHM BUCOKI | _
miatgopmMu THTEeTpallis HaJalTyBaHb
Big Data . . 3pocTaHHsA
. Hu3bpka Cepenniii Hu3pki  [[HcaliTu 3 JaHHUX
aHaJIITHKA 00CATY JaHUX
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Tabnuis 1eMoHCTpYE, Mo BHOIp METOAY 3aleXKUTh Bi Crielu(iku CUCTEMU: IS
MaJIuX MiAIPUEMCTB 3 OOMEKEHUM OIOMHKETOM MiIXOAATh MPOCTI 3aCO0M Ha KIITAJT
API Tta ETL, Toxi sx BenMKi opraHizaliii BiJal0Th IlepeBary KOMIIEKCHUM PIIICHHSM 3
iPaaS Ta AI [17].

Cyuacni TenzaeHiii B 3a0e3nedyeHHi iH(opmaruzamii ICYII copsimoBani Ha
MPOAKTUBHY aBTOMaru3aiito. Hampukiaj, BUKOpHUCTAHHS MAIIMHHOTO HaBYaHHS IS
OnTUMI3alii MPOLEeciB, KOJIU aJrOPUTMHU AHANI3YIOTh MAaTePHU JAaHUX 1 MPOMOHYIOTh
aBToMatu3oBaHi workflow, Taki sik aBToMaruyHe pO3MOAUICHHS 3aBlaHb. Y CHUCTEMax 3
peanbHUM 4YacoM, K y kol 3 Socket.]O, 3acTOCOBYIOThCS 3aCO0M Ha KIITAIT Secure
WebSockets (wss://) nns muTTeBoi cuHXpoHi3auli. KpiM Toro, oprasizamiiHi METOIH,
BKJIIOUAIOYM PETYISIpPHE HaBUaHHS TMEPCOHAYy Ta BIpOBa/KeHHs momituk "digital
transformation", 1€ KOXEH TMpPOIEC ONTUMIZYEThCS HE3AJIEXKHO BIJ JKEpena,
JIOTIOBHIOIOTH TeXHIYH1 3acobu [18].

Hapemiri, eBomiroriis MX METOAIB BpaxoBye MIOOaNbHI CTaHAApTH, Taki sk [SO
9001 nnst ynpaBiiHHS SAKICTIO MPOILECIB, IIO IHTErpye 1H(OpMaTHU3alilo B MNPOLECU
VOPaBIIHHS TPOEKTaMH. Y TPAKTHUIN MIAIPUEMCTB, OCOOIMBO B YKpaiHi, e
iH(popmaru3alliss HaOupae 00epTiB, KOMOIHALIS LUX MIIXOAIB 3a0e3leuye CTIMKICTh
CUCTEM JI0 Hee(EKTUBHOCTEU, MIHIMI3YIOUU MOTEHIIWHI BTPATU BIJ PyYHUX IMPOIIECIB
yu 3puBIiB TpoekTiB [19]. Takum YMHOM, ONISIA ACMOHCTPYE, MO ehEeKTUBHA
iH(popmaruzaiiis B ICYII € pesynprarom 6anaHCy MiK TEXHOJIOTTYHUMH 1HHOBALISIMU Ta
OpraHizaliifHIMH 3aX0JaMH, IO JI03BOJISIE MIAMPUEMCTBAM OE3MEYHO pealli3oByBaTH
MPOEKTH LU(PPOBOT TpaHChopMalii.

[HdopMmariiiiHi CUCTEMHU YHOPABIIHHS MPOEKTaMH 1H(OpMaTU3amii MmianpueMCTB
BUCTYMNAIOTh CTPATETIYHUM 1HCTPYMEHTOM, IHTErpylour KiOepOe3meKy i 3aXHucTy
KOH(1AEHIIHHOT 1H(pOpMaIlli Ha BCIX eTanax >KUTTeBOro uukiy. [ndopmariitni cucremu
YOpaBIiHHS TpoeKkTaMu 1H(GopMaTu3ailii MANPUEMCTB BHCTYNAIOTh CTPATeTIYHUM
IHCTPYMEHTOM, 1HTETPYIOYM aBTOMATHU3AIIO ISl ONITUMI3aIlli MPOIIECiB Ha BCIX eTanax
KUTTEBOTO IUKITY. AHAJI3 JITEpaTypH Ta MaTEHTIB PO3KPUBAE TEHCHIIIIO 10 FOPUTHUX
MoJIeTIel 3 pea-TailM KOMYHIKAITIEIO Ta MMOCUJICHUM 3aXHCTOM, IO BiJMOBI/Ia€ BUMOTaM

CydyacHMX MIAIMPUEMCTB. AHaJI3 JiTepaTypud Ta TATEHTIB PO3KPHUBAE TEHJICHINIO J10
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riOpuaHUX Mojenel 3 pean-TaiiM KOMYHIKAI[lEl0 Ta MOCHJIEHOI aBTOMAaTH3allI€l0, 110
BINIOBIJa€  BUMOTaM  CydyacHUX MiANpueMCcTB. Omsiag  METOAIB  MITKPECIIOE
edeKTUBHICTh OaraTomapoBux 3aco0iB, sk JWT-ayrentudikamis ta rate limiting, mms
MiHIMI3alii pU3MKIB 1 3abe3meyeHHs CTIHKOCTI cucteM. Omsg METOMIB MiAKPECIIOE
e(eKxTUBHICTh OararomapoBux 3aco0iB, sk API-interpamis ta ETL, nna minimizarii

Hee(pEeKTUBHOCTEH 1 3a0€3MCUCHHS CTIMKOCTI CUCTEM.
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PO3JILI 2.

AHAJII3 I MOJIEJTIOBAHHSI CHCTEMU YITPABJIIHHSI IPOCKTAMM
IH®OPMATHU3ALIL MIIMPUEMCTB

2.1. AHajui3 ICHYHWOYHX HNPOAYKTIB iHGOpMaUIiHUX CHCTEeM YIPABJIHHSA

MPOEKTAMU

Y cydacHomy uu@ppoBOMy cepeaoBuUIlll 1HPOPMAIIHI CUCTEMHU YNIPABIIHHS
npoekramu (ICYII) BiairparoTh KIIH04OBY pojib y 3a0€3MeUeHH] €()EKTUBHOI KOOpAUHAIIIT
po6iT, ocobmBo B cdepi iHPopMaTU3alii MANPHEMCTB, JI€ 1HTErpallis TEXHOJOT1H
BUMArae He TUIbKU ONEPAaTUBHOCTI, ajie i €)eKTUBHOTO YIIPaBIIHHS PECYypPCaMH.

Amnani3 icHytouux npoaykriB ICYII 3 akiieHTOM Ha (PyHKIIIOHAIBHICTD JTO3BOJISIE
BUSIBUTH CHJIBHI Ta CJIaOKl CTOPOHH KOMEPIIHWHUX pIlIeHb, IO CTAa€ OCHOBOIO JIJIs
pO3pOOKHM BIACHUX CHCTEM, QJalTOBAaHUX JO CHEHUPIYHUX MOTped, TaKux K
IHTerpalis 3 JOKaJbHUMH Oa3aMHu JaHUX Ta peajl-TaliM KOMYHIKami€er. Y KOHTEKCTI
peanizalli mpoeKTy, 1€ 3aCTOCOBYIOThCs TexHojorii Node.js 3 Express s 6exkeHay Ta
React nns dponteHmy, 3 BOyZOBaHMMHM MeXaHI3MaMH MapiipyTu3aiii udepe3 React
Router ta ynpasniaas cranoMm depe3 Context API, BaxnuBO po3missHyTH, SIK TIOII0H1
IHCTpYMEHTH BIUIMBAlOTh Ha 3arajbHy eQekTuBHICTb. Hampukian, y OaraTbox
KOMEpIIHHUX CUCTEeMax, sK-0T Jira Big Atlassian, akiieHT poOUThCS Ha POIHOBIN MOET1
JTOCTyMy, MOMIOHIM A0 Ti€l, M0 peaai30BaHO B MPOEKTI 3 POJISIMU aAMIHICTpATOpAa,
MEHE)Kepa Ta BUKOHABILIS, 1€ KOHTPOJIb MpaB 3M1MCHIOEThCS uepe3 middleware, mio
nepeBipsie 3anuTtu Ta poii [20].

Jira (puc. 1.1), sk oAMH 13 NiepIB PUHKY, IPONOHYE POZUIUPEHI MOKIUBOCTI JJIs1
yIpaBIIiHHS MPOEKTaMU B agile-mMeromonorisx, Bkatodaroun Kanban-gomku Ta COpuHTH,
ane 11 QyHKIIOHATBHICTh 0a3yeThCsl MEPEBAKHO HA XMApPHUX PIMICHHSIX 3 1HTETPAIl€r0
SAML pns eaunoro Bxomy Ta aBodaktopHoro ayreHTHdikamiero (2FA). Onnak, y
JOKaJbHUX Bepcisx, Takux sk Jira Data Center, oOMeXeHHS YacTO IOB'S3aHI 3

HEJI0OCTaTHBOI THYYKICTIO API-moctymy, mo Moke MPU3BOAWUTU 1O CKJIATHOIIIB B
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IHTerpaIisix dYepe3 HeaganToBaHI 3amuTH, MOMIOHO a0 HEOOXIMHOCTI B MPOEKTI
3acTOCOBYBaTH rate limiting anms omTtumizamii oOpoOKM 3amuTiB. AHATI3YIOUU IIei
MPOJIYKT, BapTO BiA3HAYUTH, 110 Atlassian peryisspHO OHOBJIIOE MPOTOKOJIU IHTETpallii,
HaAIPUKJIa1, BUKOPUCTOBYIOUN cydacHi APl cranmaptu, ane iHIOUACHTH, K MpoOIeMu 3
NPOAYKTUBHICTIO y 2022 porlll, MiJAKPECTIOTh PHU3UKK 3aJ€KHOCTI B XMapHOIi
iHpacTpykTypH, Je 30BHIIIHI (haKTOpH, Taki SK KOH]Iryparis cepBepiB, CTalOTh
KpuTH4HUMU [21]. Y mopiBHSAHHI 3 po3p0OIEHOI0 CHCTEMOIO, € 3aCTOCOBYEThHCS helmet
s onTtuMizani 3aronoBkiB Ta CORS mmst oOMexxeHHs noMeHiB, Jira 3abesneuye
NOJIOHUN pIBEHb, ajie BUMAarae JOJATKOBHUX IUIArIHIB JUIsI MOBHOTO MOHITOPHUHTY
MPOYKTUBHOCTI, 1110 B MPOEKTI peai3oBaHO 4epe3 OKpeMmy Tabmuito activity log mis

ayJuTy T KOPUCTYBaYiB.

=\ Teams in Space
W Board Rolase
Q B Backlog Q  Quick Filters o
+ @D Board
TODO & IN PROGRESS 5 CODE REVIEW 2 DONE 8
|2 Reports
Engage Jupiter Express for Requesting avaliable flights Register with the Mars Homepage footer uses an
& Releases outer solar system travel is now taking > 5 seconds Ministry of Revenue inline style-should use a class
ﬁ Components SPACE TRAVEL PARTNERS
A s Al A3 A
a] Issues
<> Repository Create 90 day plans for all Engage Saturn Shuttle Lines Draft network plan for Mars Engage JetShuttle
departments in the Mars Office for group tours Office SpaceWays for travel
5  Additem
Space Travel Partners Space Travel Partners
e Settings O ] I~ ~A s A
Engage Saturn’s Rings Resort Establish a catering vendor Engage Saturn Shuttle Lines
as a preferred provider to provide meal service for group tours
e Tl G A Space Travel Partners
3] A T

Enable Speedy SpaceCraft
as the preferred

Engage Saturn Shuttle Lines
for group tours

Puc. 2.1. Intepdeiic Jira

Establish a catering vendor
to provide meal service

[Hmumit nonmynsipHuit nponykt, Microsoft Project (puc. 2.2), iHTerpoBaHuii 3
eKocucTeMor0 Azure, GOKYCYeThCS Ha TPaJULIAHOMY YIpaBiIiHHI npoekTamu 3 Gantt-
JlarpaMaMu Ta PECYpCHHM TUIaHYBaHHSAM, ajie HOro (PYHKI[IOHAJIBHICTh CHIJIBHO
3aJIeKUTh Bl KOPIMOPATUBHUX MOXJIMBOCTEe Microsoft, BKiIO4Waroum yrpaBiaiHHS

nanumu yepe3 Azure Key Vault Ta MmoniTopunr nporeciB uepe3 Microsoft Defender. ¥V
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KOHTEKCTI 1H(OopMaTH3aIlii miamprueEMCTB, A€ 9acTO MPAIIOIOTh 3 Yy TIMBUMHU JAHUMU, K
OIO/KETH UM MEPCOHAIIBHI BIJOMOCTI, 1IeH IHCTPYMEHT MPONOHY€E BOYIOBaHY MiATPUMKY
CTaHJIapTiB YIIPaBIiHHSA, aje CIaOKICTIO € IMOTEHIIHI OOMEXEHHS B IHTErpalisx 3
IHIIMMHU cepBicamu, Harpukiana, yepe3 OAuth-TokeHu, mo Moxe OyTH aHAJIOTTYHUM JI0
BukopuctanHsi JWT y Koal MpOeEKTy, A€ TOKEHH MAalOTh OOMEXKEHUU TepMIH il s
nmiaBUICHHST edeKTuBHOCTI. JlocmipkeHHs ToKa3yloTh, 1o B Microsoft Project
BIJICYTHSI BOyZOBaHa peai-TailM KOMyHiKalis, Ha BiaMiHy Bif Socket.IO B mpoekTi, 110
3MEHIIY€ THYYKICTb B yaTax, SIKIIIO HE 3aCTOCOBYBATH JOAATKOBI 3aXOJH, SIK MEpeBipKa
niakodeHs npu 3'egHanHl [22]. Kpim Toro, mjis NIAOPUEMCTB 3 JIOKAJIbHUMU
MepeXamMH, XMapHa BepCid MOXKE CTBOPIOBATH 3aJICKHICTh B1Jl 1HTEPHETY, TOHl SIK
po3pobnena cucrema Ha SQLite 103Bossle aBTOHOMHY poOoTy 3 (okycoM Ha

JIOKaJIbHOMY 30€piranHi, 30UTbIIYIOUN €(DEKTUBHICTh OOPOOKHU JaHUX.

[cf B dom ‘ The Digital Project Manager
[+] & &
s 3 S 3 ]
20 a0
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s - @ :
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s . 3 e
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Puc. 2.2. Intepdeiic Microsoft Project

Trello (puc. 2.3), sik 611bI1 TTpocTa cucteMa Ha 0a31 Kanban-nomok, npuBatitoe
CBO€IO IHTYITHBHICTIO JIJI1 HEBEJIMKUX KOMaHJ, aje i (yHKLIOHAIbHICTb 0OMEXYEThCS
0a30BUMH MOXIUBOCTSIMH, TakuMmH sK 2FA Ta ontumizauisa tpadiky, 0e3 muOokoi

pPOJILOBOI MOJIEJl, 110 POOUTH i MEHII NPUAATHOK IS MIAMPUEMCTB 3 BEIMKUMH
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obcsramu iH(MoOpMartii. Y peamzarii npoekty, e Kanban peanizoBaHO 3 MO3HINISMU
KapTok y 0a3i nanux, Trello 36epirae mani B xmapi Atlassian, 110 3MEHIITy€ THYYKICTb,
SK y BUMAJKaxX 3 MyOJIYHUMH JOIIKAMH, e OOMEKeHa KacToMi3allis CTa€ JOCTYITHOIO.
AHami3yrouu 1ed NpoayKT, eKCIIePTH 3a3Ha4aroTh, 110 BiICYTHICTh BOYIOBAHOTO aylaUTy
I, mofioHoTO 0 activity-logger.js y npoekTi, ae ¢ikcytotses [P-anpecu ta user-agent,
pobuts Trello MeHIT aqanTUBHUM 10 KOMaHJIHUX MOTPeO, 0COOIMBO B iHPOpMaATH3AIlli,
JIe TIPOEKTH BKJIIOYAIOTH JeTajdbHy 1H(opMariito mpo 6i3Hec-mporecu [23]. BomHouac,
1HTEerpallis 3 MIariHaMu A1 00poOKU BKJIaIeHb (aiiiliB YaCTKOBO KOMIICHCYE IIe, ajie He

Ha piBHI multer 3 oOMeXEeHHSIM THMIB (BailiriB y po3poOieHiil cuctemi, e Baiigamis

BiIOYBa€ThCS HA CepBEpi A1 ONTUMI3AIlil 3aBaHTaKEHb.

@ [ Boards
Team Goal Setting Central

Goal 1: Grow Customers By
25%

Trello Tip: Set S. M. A. R. T Goals
(Click for more info)

Y | [ Trelloinc enT

Goal Stakeholders

869D

Goal 2: Reduce Office Supply
Costs By 15%

[ AtRisk }

[ Planning |
Trello Tip: Card labels! What do they
mean? (Click for more info)

+ 042 0®

Goal Template Done (Q12019)

Trello Tip: Put finished projects and
closed goals here.

- Done (Q4 2018)

Trello Tip: Create new "Done" lists
for each quarter to build a history of

Trello Tip: Keep a list "template" that
you can copy and rename for each
new goal.

accomplished goals.

Hire 5 new people for 2019!

Goal Stakeholders

+ Add another card

Current Progress Towards "Grow

Customers By 25%"

Launch customer referral email

Goal Stakeholders

&9

Current Progress Towards Goal

+ Add another card

(1<% 4l

Current Progress Towards "Reduce
Office Supply $$ By 15%

Trello Tip: Try these 5 team-building
exercises for setting goals! (Click for
more info)

= 21

+ Add another card

program.
= . a Reduce total team printing volume
) by 20%
&?
Trello Tip: Cards can summarize
specific projects and efforts that

your team is working on to reach the Negotiate loyalty discount with
goal. supplier for new fiscal year

89?

|
.+ Add another card
|

+ Add another card

Puc. 2.3. Iarepdeiic Trello

Asana (puc. 2.4), opieHTOBaHa Ha KOMaH/IHY CIIBIPALO 3 (OKYCOM Ha 3aBIaHHAX
Ta JAeljaifHax, 3abe3neuye (QyHKIIOHAIBHICTh dYepe3 CTaHmapTu ceprudikamii Ta
ABTOMAaTUYHE pE3EepBHE KOMIIOBAaHHA, aje 1i CJIa0KICTI0 € 3ajexHicTh Big API-
1HTerpariii, 1e 0OMeXeHHSI B TOKEHaX JOCTYIy MOXKYTb IPU3BOAUTHU /10 CKJIAHOIIB B

00poO111 JaHuX. Y KOHTEKCTI NPOEKTY, J€ 3aCTOCOBYETbCS express-rate-limit mms
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OOMEXeHHSI 3amuTiB, Asana TpPOMOHYe TOAIOHI MexaHi3mMH, ane O0e3 DIMOOKOl
KacTomizailii, mo poOUTh 11 MEHI THYYKOIO IS MIAMPUEMCTB, ¢ MOTPIOEH KOHTPOIH
HaJ JOKaIbHUMHU Oazamu. JlocmimkeHHS BKa3yrOTh, II0 B Asana BiACyTHS BOymoBaHa
MiATPUMKA pea-TaiiM YarTiB 3 iHAUKATOpaMu HabOpy TEKCTY, Ha BiAMiHY Bix socket.io y
KOJMl, J€ KIMHATH 4YaTiB ONTHMI30BaHI dYepe3 IMEepeBIPKYy YICHCTBA, IO 30UIbIIyE
edexTuBHICT, KOMyHIKaiii [24]. Jus iadopmaTuzarii, 1€ MNPOEKTH BKIIOYAIOTH
¢diHaHCOBI aaHi, K y TabmuIl expenses, Asana 3abe3nedye oOpoOKy, ane mpobiaemu 3
npoaykTuBHICTIO B 2021 poIll MiIKPECTIOTh HEOOXITHICTh JOJaTKOBUX 3aXOJIiB,

MOAI0HUX IO MEXaHI3MIB YIPaBIiHHSA JIJI ONTUMI3ALll] Y MPOEKTI.

Qsearh &
(@ On Tour: NYC Event -~ et st % 12:‘” m o o
List ] 2 Timel & 2 W C M v +
*35:3‘! = Fiter: 1 X
: +
send invites Qo H
Book travel (Marketing) Ma Margo ) Matketing ABran..
Book travel (Sales) Ma) Margo Sales. SalesE...
Book wravel (CS) Nal Naiin Custom... Workshop
Customer Success DRI (World Tour CITY, DATES) MD) Martha Levis Custom. CAWBran...
Sales DRI (World Tour CITY, DATES) Na) Naiin =) Sales AWBran...
Create Google Calendar invite for each event and invite staff Ma) Margo 3 Marketing AuBan...
7th Share registrant and attendee CSVs with Customer Education Team Ma Margo Marketing AwBran..,
e Share event details with PR event Ma) Margo Marketing AlBran...
: Share event det: ‘mployer Brand Team Ma Margo Marketing ABran.
= Decide whether PMM will assist with speaker content development MP Moses Fidel {5 Marketing Custom.
° Add task
L] ~ Milestones
@ Qu
. Hit registration goal 1 week before event
e Achieve 80% event attendance rate &)
°® Add task
~ Overview
Event brief: Everything you need to know @ 2o varic ) Marketing
Budget overview @ 1uto varin Marketing
Promotional plan overview @ 10 vao Marketing
Venue and team staffing plan & contact details @ Julio Martin o
Travel details/coordination @ dovarn  E ALL

Puc. 2.4. Inrepdeiic Asana

Monday.com (puc. 2.5), sik Bi3yaJIbHO Opi€HTOBaHa IiaTgopMa 3 aambopaamMu Ta
aBTOMAaTHU3aIlIsIMU, 1HTErpye (YyHKIIOHATBHICTh 4Yepe3 CTaHJApPTH CYMICHOCTI JIs
0o0poOKM AaHuX, 3 (OKyCOM Ha YIpPaBIiHHI B CIHOKOi Ta aKTUBHOMY MOHITOPHUHTY.
Opnak, 1l XMapHa MPUPOJIA CTBOPIOE OOMEXEHHS IS MITIPHEMCTB 3 JIOKAJIBHUMU
BUMOTramMH, J€, SK Yy peani3oBaHli cucTeMi, BHKOpUCTOBYyeThcsi SQLite s

aBTOHOMHOCTI, 3MEHIIIYIOUU 3aJIe’KHICTh BiJl 30BHIIIHIX CEpBEPiB. AHAII3 MMOKA3ye, 110
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Monday.com no06pe crpaBisiEThCS 3 POJILOBUM JIOCTYNOM, ToAi0HUM 10 middleware B
auth.js, ame cmaOKicTIO € TOTEHIINHHI OOMEXEHHS B aBTOMATH3allisX, J€ CKPHIITU
MOXXYTh BHMKOHYBAaTHCsl 0€3 JocTaTHhOI aganTarii [25]. Y mopiBHsIHHI, po3poOieHa
cucrema 3 helmet Ta cors 3abe3neuye 6a30BHil 3aXUCT BiJ CKJIAJHOIIIB B 00poOIIi, 110

poOuTh il KOHKYPEHTHOIO JUIS MajluX MIANPUEMCTB, J€ KacTtomizallis e€(peKTHBHOCTI

KpUTHUYHA.
::t «& monday work management a 8 & O Q ? m g
Portfolio v X3 Integrate  ¢» Automate /4 (O ! Invite / 8
(2 Projects Snapshot  +
Q search Y Filter ¢ Hide (& Groupby @ Off track 2 Atrisk 2 @ Ontrack 2 ~

Project owner Project health Project progress Priority Status Planned timeline

Rebranding for museum qg ' -
Creating logo for business ‘g - -
QA future initiatives Q@ - l

Puc. 2.5. Tntepdeiic Monday.com

3aranom, aHalli3 ICHYIOUUX MPOIYKTIB IEMOHCTPYE, 1m0 Komepitirini ICYTI, sax Jira
yn Microsoft Project, mnponoHyloTh TOTY)XHI IHCTPYMEHTH 3 AaKIEHTOM Ha
MacIITabOBaHICTh, aje YacTO CTPaXIaloTh Bl XMapHUX OOMEXEHb Ta HEAO0CTaTHBOI
ajanraiii 10 JokaiabHUX Mepex. Po3pobinena cucrema, 3 i POKycoM Ha JOKAJIbHOMY
30epiraHHi, peaj-TaiiM KOMYHiKalli Ta BOyJOBaHOMY ayJlMTi, 3alIOBHIOE LI MPOTAJIUHH,
3a0e3mneuyour BUIUMN piBeHb €(PEKTUBHOCTI Miis iHGOpMaTu3aiii MiINPUEMCTB, €
yIpaBJIiHHS JaHUMU € TipioputeToM. Lle miakpecatoe HeOOX1IHICTh TIOPUIHKUX IMiIXO1B,
Jie KOMOIHAIliS BIIKPUTUX TEXHOJIOTIH Ta KACTOMHUX MEXaHI3MIB ONTHMI3allii JI03BOJISE

JOCATTH ONTHUMAJIBHOTO 0allaHCy MK (DYHKITIOHAJBHICTIO Ta MPOTYKTUBHICTIO.
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2.2. OOrpyHTyBaHHSI BHOOPY MeTOIB JOCJII:KE€HHS, MOCTAHOBKA 3aJadi

MO/IeJII0BAHHSA Ta PO3po0Ka MojeJiell 3 ypaxXyBaHHAM NPHUIYIEeHb

Y mpomeci aHamizy Ta MOJEIIOBAaHHA CHUCTEMHU YIPaBIiHHSA MPOEKTAMU
iHbpopMaTu3alii MIAOPUEMCTB 3  aKIEHTOM Ha acleKkTh eQeKTUBHOCTI Ta
MaciTaboBaIbHOCTI BUOIp METOMIB JOCHIDKCHHS OyB 3YMOBJICHUM HEOOX1JIHICTIO
MOETHATA TEOPETHYHI 3aCaJH 3 MPAKTHUHUMHU BUMOTAMH JI0 CTBOPEHHS €(EeKTUBHOI Ta
MacmITabOBHOI 1HQOpMALIAHOT CUCTEMHU. 30Kpema, Uil DIHOOKOro PO3yMIHHSA
IpeaMEeTHOI 06aacTi Oylno 3aCTOCOBAHO CUCTEMHHI aHalli3, SIKUM JO3BOJUB PO3KIACTU
CUCTEMY Ha B3a€MOIIOB'A3aH1 KOMIIOHEHTH, TaKl sIK KOPUCTYyBayl, POEKTH, 3aBAAHHS Ta
MEXaHI3MU KOMYHIKaIlll, 3 ypaxyBaHHSIM BUMOT 10 epeKTUBHOCTI naHux. lleit meton
OOIPYHTOBAaHO THM, IO BIH CIpHsSE€ BHUSIBICHHIO KJIIOUOBUX B3a€EMO3B'A3KIB MIXK
€JIEeMEHTaMU CHCTEMH, SK 1€ ONHCAaHO B CYYaCHHUX MIAXOAax JO TMPOEKTYBaHHS
iHpopMariitHux cuctem [26]. JlomaTkoBo, JJIsI MOJCIIOBAHHS IPOICCIB BHKOPHCTAHO
MeTO/1 00'€KTHO-OPIEHTOBAHOTO aHalizy 3 eneMeHtamu UML, ockiibku BiH 3a0e3neuye
Bi3yaJibHE TMPEJCTABICHHS CTPYKTYp JaHUX 1 TIOBEMIHKHM CHCTEMH, TMOJICTIIYIOYN
IHTErpallio KIOYOBUX MEXaHI3MiB, TAKHX SK YIPABIIHHSI KOPUCTYBauaMH Ta KOHTPOJIb
npoteciB. Bubip nux MeTo/iB MOTHMBOBAHO iXHBOIO THYYKICTIO B YMOBAaX JIHMHAMIYHUX
BUMOT 110 1HGopMaTu3aiii MANPUEMCTB, JI€ HEOOXIJHO OanaHCyBaTH MK
(YHKI1OHATBHICTIO T MPOAYKTUBHICTIO, YHUKAIOUU HAJAMIPHOI CKJIaIHOCTI, 1110 MOTJIO O
YCKJIAIHUTH peaiizaiiro Ha 6a3i Node.js Ta SQLite, K y JTICTUHTY TIPOEKTY.

[TocTaHoBKa 3a/adi MOJIEIOBAHHS TOJSITalia B PO3POOINl MOJENI CHUCTEMH, sSKa
ONTHUMI3y€  YOpPaBIIHHS  NPOEKTaMM 3  ypaxyBaHHAM  €(QEKTUBHOCTI  Ta
MacITabOBaIbHOCTI, MIHIMI3YIOUH PU3HKH HEe(DEKTUBHOT POOOTH Uepe3 BIPOBAKCHHS
pojeBoi Mojeni JAOCTynmy Ta ontuMizamii. PopmanbHO 3amada  Moxe OyTu
chopmyliboBaHa sIK onTUMi3alis GyHKIi eheKTUBHOCTI cucteMu E(S), ne S — MHOXUHA
KOMITOHEHTIB cuctemu (kopuctyBaui U, mpoektu P, 3aBmanns 71, xomysikaiii C), 3

O0OMEXEHHSIMU Ha PIBEHb MPOTYKTUBHOCTI Z:
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max E(S) =f(U, B T, C) (2.1)

3a YMOBHU Z > Z,,, A€ f — (QYHKIS 110 BPaxoBy€ MPOMYKTHUBHICTH (HANPUKIAA, 4ac
BUKOHAHHS 3aBJIaHb) Ta IIBUJKICTh OOpOOKHM JaHMX (WMOBIPHICTh €(EKTUBHOIO

noctyny). TyT Z oOUHCITIOETHCS SIK

/= Z Ww; >l<Z,‘ (22)

e w; — Baru (akTopiB MPOIYKTUBHOCTI (YIpPaBIIHHSA KOPUCTyBayaMH, ONTHUMI3allis,
JIOTYBaHHS), z; — iXxH1 3HayeHHs (Big 0 mo 1), a Z,;, = 0.9 nns 3abe3reueHHs BUCOKOTO
P1BHSI POJTYKTUBHOCTI.

[IpunyiieHHss Mozeli BKJIIOYAIOTh CTaOUIBHICTH CepeqoBuUIlla (BIACYTHICTh
MKOBUX HABaHTa)KEHb IIiJ] YaC MOJCIIFOBaHHS), OOMEXKEHY KIJIbKICTh KOPUCTYBauiB (10
50 mna SQLite) Ta nerepMiHOBaHY MOBEAIHKY poJied (aaMiHICTpaTop, MEHEKEp,
BUKOHABEIIb), 10 CIPOIIYE PO3PaXyHKH, ajie BUMArae MoJajibIioi Badiiaiii B peabHUX
ymoBax. Take (opMyaroBaHHS JO3BOJISIE MOCIIOBATH CUCTEMY SIK MEPEXKY B3a€MOJIi,
Iie KOKHE 3aBJaHHA 7; MOB'I3aHE 3 MPOEKTOM P 4epe3 30BHIMIHI KJII0Yl, a YIpaBJIiHHA
3abe3neuyerbest JWT-Tokenamu, sik pearnizoBano B authController.s.

Po3pobka mopeneit po3mouanacs 3 MoOyIOBM MOJEl JaHUX, sIKa BIIOOpakae
CTPYKTYpy 0a3u naHuUX 3 JIICTHHTY, Je TaOnuIl users, projects, tasks Tta comments
bopmMyroTh sapo cuctemu. g Bizyamizauii Bukopuctano ER-miarpamy, sika umrocTpye
3B'SI3KM MK CYTHOCTSMH 3 ypaxyBaHHSM KacKaJHOTO BHUIAJCHHS I 30€peKCHHS
IUTICHOCTI IaHUX Ta 3amoOiraHHs MOMMJIKOBHM 3MiHaM. llpumyiieHHs: TyT mossrae B
TOMY, IIO BCl omepailii 3 JaHUMHU BiJAOYBAIOTHCA B TPaH3AKIIAX, 00 YHUKHYTH
YaCTKOBUX OHOBJIEHb, IO MOIIO O Mpu3BecTH 10 moMuiok. [lami Oyma po3pobieHa
MOJIeNIb TPOIECiB ayTeHTU(IKalii Ta yNpaBiIiHHSI KOPUCTyBauaMH, i€ KOPHUCTyBad
HaJICUJIa€ 3allUT Ha JIOTiH, CEpBEp IMEpeBipsie Xenl mapois uepe3 berypt Ta reHepye

TOKEH, 3 MPUITYIICHHSIM, 10 Mepeka cTabuibHa JyIsl 3amoOiraHHs BTpar maHuXx. lle
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3a0e3mneuye HaIIAHICTh, SK MMAKPECTIOEThCS B JOCTIHKCHHSIX 3 MOJEITIOBAHHS

iH(popMaIitHuX cuctem [27].

Ha puc. 2.6 300paxkeno ER-giarpamy 0a3u gaHux, sSKa MOJEIIOE KIIFOUOBI

CYTHOCTI Ta iXHI BiIHOIIICHHS.

® users

o id : INTEGER PK

email : TEXT UNIQUE

password_hash : TEXT

full_name : TEXT

role : TEXT (admin, manager, executor)
position : TEXT

hourly_rate : REAL

avatar_url : TEXT

is_active : INTEGER

created_at : DATETIME

updated_at : DATETIME

manager_id

® projects

o id : INTEGER PK

name : TEXT
description : TEXT

start_date : DATE
end_date : DATE

budget : REAL
manager_id : INTEGER FK
created_at : DATETIME
updated_at : DATETIME

status : TEXT (planning, active, completed, archived) ) ) )
priority : TEXT (low, medium, high, critical) assignee_id [author_id

roject_id

=~

A
@ tasks
o id : INTEGER PK

project_id : INTEGER FK

title : TEXT

description : TEXT

type : TEXT (feature, bug, improvement, research)
status : TEXT (planned, in_progress, review, completed)
priority : TEXT (low, medium, high, critical)
column_number : INTEGER

position : INTEGER

estimated_hours : REAL

actual_hours : REAL

assignee_id : INTEGER FK

author_id : INTEGER FK

deadline : DATE

completed_at : DATETIME

created_at : DATETIME

updated_at : DATETIME

task_id

S
® comments

oid : INTEGER PK

task_id : INTEGER FK
author _id : INTEGER FK
content : TEXT
is_edited : INTEGER
created_at : DATETIME
updated_at : DATETIME
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Puc. 2.6. ER-giarpama 6a3u JaHuX CUCTEMH YIPABIIHHS MPOEKTAMH.

I{s1 MozeNb BpaxoBye MPUITYIIIEHHS TTPO OOMEKEHY IIMHMOMHY lepapXii (3aBaaHHS
HE MaloTh MiJ[3aB/IaHb), IO CIpolrye peanizamio B SQLite, ane 3a06e3neuye eheKTUBHY
po0OoTy Yepe3 30BHIIIHI KJTIOYi Ta 1HJIEKCH, SIK MokazaHo B database.js. Kpim Toro, mis
MOJICJIFOBaHHS KOMYHIKAIIIMHUX TPOIECiB OyJia CTBOpEHA MOJENb YaTiB Ta CIOBIIICHbD,
ne Socket.IO 3abesmeuye peanbHUN 4Yac, 3 TPUIYIICHHSAM CTaOUTBHOTO 3'€HAHHS.

q)OpMaJIBHO, 3aTpUMKa 1O0CTaBKHU HOBi,ZIOMJleHI) MOJCIIOETHCA K

D= Lsend + tprocess + lreceive (23)

I€ Lyrocess MIHIMI30BaHO uepe3 WebSocket, a KoHTponb TOCTyIy 10 4YaTiB peani3o0BaHO
yepe3 NepeBipKy WICHCTBAa B chat members.

Takuit miaxiyg JO03BOJIAE 1HTETPYBATHM ACIEKTH YIPABIIHHS, HAIPUKIA],
JIoOTyBaHHS AiH y activity log, mo cnpusie anamnizy [28].

VY moxeni ¢GpiHAHCOBOTO MOMYJs, MPEACTaBIEHIM y TaOnuIll BUTpaT (expenses),
npunymieHHs nossirae B gikcoraniit Bamtori (UAH) Ta aBTOMarnyHOMY pO3paxyHKy Ha
OCHOBI TOJMH, IO CIPOIILye OOYHCICHHS, aje BHUMarae JOJAaTKOBUX IMEPEBIPOK Ha
BaJIJAINIO0 CYM JJI YHUKHEHHS MMOMUWJIOK. 3arajaoM, po3poOiieHi Mozeni 0a3yroTbes Ha
NPUMYIIEHHAX PO ACTEPMIHOBAHY B3a€EMOJII0 KOMIIOHEHTIB, OOMEXEHY KIJIbKICTb
OJTHOYACHUX KOPHUCTYBadiB Ta BIJCYTHICTh 3OBHIIIHIX IHTErpaiii, MO T03BOJSIE
(dbokycyBaTUCs Ha BHYTPIIIHINA €PEKTUBHOCTI, SIK Y JICTUHTY 3 rate limiting Ta helmet
o1 onTtuMizanii  3amuTiB. Lle 3a0esmeuye OamaHc MK (YHKIIOHAJIBHICTIO Ta
MPOAYKTHUBHICTIO, POOJISIYA CUCTEMY MPUAATHOIO TSI MiANPUEMCTB 3 AUHaMIYHUMU [T-

npoekramu [29].

2.3. AHaii3 aaeKkBaTHOCTI Mojejeil, METOAUKH IOCTiIKeHb Ta BHCHOBKH

100 TeHJACHUI PO3BUTKY
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VY mporieci aHamizy aneKBaTHOCTI PO3POOJIECHUX MOJNENEH CHUCTEMHU YIPaBIIHHS
npoekTamMu 1H(popMaTU3allii TiANPUEMCTB, 10 0a3yeThCsl HA HAJJTaHOMY JIICTUHTY KOIY,
0COOJMBY yBary IpHUIiJICHO iX BIAMOBIIHOCTI peajJbHUM BUMOTraM Oi3HEC-IIPOIECiB Ta
acnektaMm onrtuMizarii mpomeciB [30]. Mogemi, peanizoBaHi B CHCTEMi, BKIIFOUAIOTh
00'€KTHO-OpPIEHTOBAHE TMPEACTABICHHS CYTHOCTEM, TaKMX SK KOPUCTYBadl, MPOEKTH,
3aBJaHHS Ta KOMEHTapi, 3 BHUKOPHUCTAHHAM peisiiHoi 6a3u nmanux SQLite, 110
3a0e3neuye edekTuBHE 30epiraHHs Ta B3a€MO3B'SI30K JTaHUX Yepe3 30BHINIHI KITIOYi Ta
1HACKCU. AJIEKBATHICTb [HMX MOJENEed MIATBEPIKYEThCA IXHBOIO  3AaTHICTIO
B1JI00paykaTH IUHAMIKY MPOEKTHOTO YIPABIIHHSA: HApUKiIaa, Tabnuus tasks 3 momsimu
status, priority Ta position m03BoJislE TOYHO MojenoBatd Kanban-gomiky, e
MO3UIIIOHYBaHHS 3aBJlaHb BIJINOBIJIa€ Bi3yalbHOMY 1HTEp(QENCY, a KacKagHe BUIATCHHS
3aJIEKHUX 3aIMCIB (HAPUKJIIAJ, KOMEHTApIB NPY BUAAJIICHHI 3aBAaHHs) 3a11o00irae BTpari
nuTicHOCTI gaHuX. Llg cTpykTypa He Iuie ONTUMI3ye 3aluTH, ajle W I1HTerpye
MEXaHI3MU €(EKTUBHOCTI, TaKl SK ONTHUMI30BaHE 30€piraHHs JaHUX Ta KOHTPOJIb
JOCTYMY 3a POJISIMHU, 110 POOUTH MOJEI CTIMKMUMU 10 HEee(PEKTUBHOTO BUKOPHUCTAHHS
pecypciB. Bognouac, MeToauka MOCHTIIKEHb, 3aCTOCOBAaHA ISl OLIHKU ITUX MOJICIICH,
IPYHTY€TbCSI Ha KOMOIHALlI EMIIIPUYHOrO aHali3y KOAy Ta CHUMYJIALII CIEeHapiiB
BUKOPHCTaHHS, Ji€¢ mepeBipseTbes edektuBHICT, middleware asis KOHTPOIIO JOCTYITY
(mampukian, isAdmin Ta isManager), 0 OOMEXYIOTh Omeparlii 3aJeXHO Bif poJei
kopucTyBauiB [31]. Takuii miaxia 103BOJISIE BUSABUTH MOTEHIIHHI HEE(DEKTUBHOCTI, SK-
OT BIJICYTHICTh JOJATKOBUX IIAPiB KEIIyBaHHA /I YyTJIMBHUX JaHUX Yy (aitinax uploads,
1 3alpoTOHyBaTH BIAOCKOHAJICHHS, HAINPHUKJIA], BIPOBA/DKCHHS KEUTyBaHHS ISl BCiX
€H/IIOIHTIB.

Jlani, aHami3yr04l METOIUKY AOCITIIKEHb, BAPTO BIA3HAYUTH, 10 BOHA BKIIIOYAE
CTaTUYHUN aHalli3 KOy Ha HAsIBHICTh Hee(PEKTUBHOCTEU, TakuX sIK HeepekTuBHl SQL-
3allUTH, 3aBJSKH NTapaMeTPU30BaHUM 3anuTaMm y database.js, Ta JMHaMiIYHE TE€CTYyBaHHS
yepe3 CUMYJISAIII0 CIICHAp1iB HaBaHTAKCHHsI, HAITPUKJIA]], BEJIUKO1 KITLKOCTI 3aMUTIB Ha
SHJIMOTHT JIOTiHA 3 rate-limiting 3a gomomMororo express-rate-limit [32]. Lle 3a0e3neuye
aJICKBaTHICTh MOJIEJICH Y KOHTEKCTI ONTUMI3AIlil MPOIECiB, OCKUIBKHA CUCTEMA THTETPYE

helmet gnsa onrumizarii 3aronoBkiB Ta CORS myist oOMekeHHS TOMEHIB, 110 BIJIIOBIIAE
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Cy4acHHM cTaHfapTaM e(eKTUBHOCTI BeO-monmarkiB. OpHaK, aaeKBaTHICTh HE €
a0COTIOTHOIO: MOJIETII HE TTOBHICTIO BPAXOBYIOTh aJalTUBHI aJTOPUTMH OIITUMI3aIlii, 1o
MOJKE€ CTaTH MPOoOJIEMOI0 B MailOyTHROMY, 3Ba)Kat0uu Ha TEHCHIIT PO3BUTKY CUCTEMHHX
HaBaHTaXeHb. Y BUCHOBKaxX 00 TEHJEHIIIA PO3BUTKY B cepi ONnTUMI3allii IPOIECIB,
MOMITHO 3CYB JI0 IHTErpailii MITY4HOTO IHTENEKTY JJii aBTOMATU30BAHOIO BUSIBICHHS
Hee(pekTUBHOCTEH, sIK y peanbHOMY 4Yaci MoHiTopuHTy WebSocket-3'ennanp yepes
socket.io, e cumcrema BXKe peainidye mepeBipky edektuBHOCTI 3'eqHanb [33]. Lle
Y3TOKYEThCS 3 [OOAJIbHUMM TEHACHIIISIMU, i€ aKIEHT pOOUThCA Ha proactive
optimization, HaNpuKIaa, Yepe3 MaIIMHHE HABYAHHS JJIs aHaIi3y JIOT1B aKTUBHOCTI B
activity-log.js, mo ¢ikcye aii kopuctyBauiB 3 [P-agpecamu Ta user-agent.

Jlns imrocTparili aAeKBaTHOCTI MOJENEH y acmlekTi ONTHUMI3allii, PO3IVISHYTO
aJITOPUTM B3a€MOJIIi KOMIIOHEHTIB cUCcTeMHU (pHUC. 2.6), 110 AEMOHCTPY€E MOTOKU JaHUX

Ta TOYKHU KOHTPOIIO €(heKTUBHOCTI MIPOLIECIB.

JloryeaHHs
niit

Real-time

3 nepeeipkoi
WebSocket |, handshake | Frontend
(Socket.ia) (React)

HTTR/WS
a3 WT | AP| Gateway
(Express)

Mepesipka
TOKEHa

Adtivity

Log Controllers

Ko
Middleware =~ 2ETOpH30BEHO
Auth .

3anMTi 3
napameTpami

JIET

Database
(SQLite)

I berypt,
Kackame

+ XelLyBaHHR
|| BApaneHHs

Puc. 2.6. Anroputm B3aEMO1ii KOMITOHEHTIB CHCTEMHU

[leit anropuT™M MiIKPECTIOE, K MOedl 3a0e3MeuyroTh e€(PEeKTUBHICTh Ha BCiX
piBHSX: BiA (QpoHTeHTY, Ae AaHi 30epiratotbest B localStorage, mo 6a3u nmanux, ne
1HICKCH TIPUCKOPIOIOTH 3amMTH. MeToaruKa JOCHTIKEHb TaKOXK BKITFOUAE TIOPIBHSUTBHHM

aHall3 3 aHaJOTTYHHMH CucrcMamMu, A€ a,ZleKBaTHiCTB OI_IiHIOETBCH 3a MCTPHKaAMU,
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TaKUMH SK 4Yac BIANOBIAI Ha 3anmuTd (ONTHUMI30BaHWW I1HACKCAMH) Ta PIBEHb
e(eKTUBHOCTI YINpaBIiHHS JaHUMH. Y BHCHOBKAx, TEHJEHIII PO3BUTKY BKa3ylOTh Ha
3pocTaHHsl poii Al-TeXHOJOrid Uil HE3MIHHOCTI JIOTIB, II0 MOIVIO O YIOCKOHAJIUTH
activity log Ttabmuio, poOmsum i Outbm edexktuBHOIO. KpiM TOTO, 1HTErpaIis
aJIalTUBHOI apXITEKTYpHU CTA€E HOPMOIO, JIe KOXKEH 3alUT ONTUMI3Y€E€ThCS HE3aJIEHKHO BiJl
pouti, sIK 11€ 4aCTKOBO peaizoBaHo B authenticate middleware.

[Tomanmpiuii aHaI3 aAeKBAaTHOCTI (POKYCYEThCS HAa MOJEISIX KOMYHIKAITii: TaOui
chats Ta messages 3 Tumamu 'text' ado 'file' anekBaTHO MOJIETIOIOTH real-time B3aeMoito,
ajyie METOJMKAa JTOCIIPKCHb BUSBIISE MOTEHITIAN TSI BAOCKOHAJICHHS Yepe3 KEITyBaHHS
MOB1JIOMJIEHB, 11O BIAMOBIAA€ TCHACHIISAM ONTHUMI3AIli JaHUX. Y BHUCHOBKAX, PO3BUTOK
onTUMI3aIlli MPOIECIB PyXaeTbCcs 10 TIOPUIAHMX MoOJeNel, J1e BEIHKI OOYMCIICHHS
3arpoXKyIOTh TPATUIIIHHAM CXOBHIIIAM, TOMY PEKOMEH/AIlisl — MIrpyBaTH Ha aJIallTUBHY
ontumizaniro B JWT. 3aranom, Mojienli CUCTEMHU JIEMOHCTPYIOTh BUCOKY aJIeKBAaTHICTh
JUISL CEepEeNHIX MIANMPUEMCTB, 3 METOJIUKOIO, IO TMOENHYE TEOPETUYHUN aHalli3 Ta
MPAaKTUYHE TECTYyBaHHS, a TEHJEHIII BKa3ylOTh Ha HEOOXIJHICTh MOCTIMHOI €BOJIIOIIT
edexTuBHOCTI yepe3 Al Ta onTumizarlio.

Tabn. 2.1 imtocTpye MOPIBHSIHHS aJ€KBATHOCTI KJIFOUOBUX MOJIENEH CUCTEMH 3

CYy4aCHHUMH TEHJICHITISIMA ONITUMI13aIlil TIPOIIECIB.

Tabnuys 2.1

[TopiBHSHHS aJIeKBaTHOCTI MOJCJICH CUCTEMH 3 TCHACHIIISIMU ONTUMI3aIlii

MPOIIECIB
AleKBaTHICTh
Mopaeasb cucremMu (%) TenaeHuisa po3BUTKY Pexomennanist
Y0
o [lepexin 10
ABTeHTH]IKAITISA
85 aJIaIITUBHOI JlonaTtu KeuryBaHHs
(JWT + bcrypt) o
OITUMI3allll
JloryBanus a0 [aTerpamis Al qis |ABTOMaTUYHE BUSIBJICHHS
AQKTHUBHOCTI aHaJi3y HeepeKTUBHOCTEN
Daiinosi 75 KewmryBanus nanux  [BropoBagutu S3 3
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3aBAHTAKECHHS O TUMI3ALI €0
_ ] ___ [OnTumizyBaTH

Real-time gatn 80 Adaptive verification .
[MOB1IOMJICHHS

I{st TaGmuIrs miaKpecitoe, Mo Xoua MOJIeNl 3arajoM ajeKBarHi, 3 piBHeM 75-90%,
TEHJCHIIII BUMAaralTh MOCHJEHHS, Hampukiaan, depe3 Al ansa moriB. Meroauka
JOCIIJIPKEHb, BKJIIOYAIOYM TECTyBaHHS HABAHTAXKEHHS, MIATBEPIKY€E CTIMKICTb, aje
BHCHOBKHM HAroJOUIyIOTh Ha HEOOXIAHOCTI ajamTallii 10 HOBUX Hee(EKTUBHOCTEH, 5K
MEepPeBaHTAXKCHHS y 4YaTaX. TakWuM YHHOM, CHCTEMa TOTOBA JIO BIPOBAKCHHS 3
MIHIMaJbHUMH  JIOONPAIlIOBAaHHSAMH, BIJOOpa)karoud TMPOTPECUBHI  TEHJACHINI B
ONTHUMI3alli POLIECIB.

AHani3 icHyrouux iHQOpMAIiHHUX CHCTEM YIPaBIIHHS MPOEKTAMH BHUSBUB, IO
KOMEpIIIHHI PIIICHHS, MONPH MOTYXHY (YHKIIOHAIBHICTh, YacTO Bpa3juBl 4epes
XMapHy 3alle)KHICTh, TOIl $K po3po0iieHa cUcTeMa 3 JIOKaJIbHUM 30epiraHHsIM 1
BOY/IOBAaHUMHU MeEXaHI3MaMH e()EeKTUBHOCTI 3abe3redye Kpally aJanTaiiiio 10 MmoTped
H1IPUEMCTB.

OOrpyHTOBaHI METOJM CHUCTEMHOTO Ta O00'€KTHO-OPIEHTOBAHOTO  aHAII3Y
JIO3BOJIMJIA ~ CTBOPUTHU  aJ€KBaTHI MOJENI, SKI OalaHCylOTh €QEeKTUBHICTh 1
MPOAYKTHBHICTB, 3 YPaxXyBaHHIM MPUITYIIICHb TIPO CTA0THHE CEPEIOBHIIIE.

Ominka Monened mMiATBEpAuiIa iXHIO CTIHKICTh, ajieé TEHJIEHIII PO3BUTKY
onTUMi3alii NpPOLEciB BKa3ylOTh Ha HEOOXIOHICTh iHTerpamii Al Ta amanTuBHOL

onTUMI3aIli JjIsl TPOTHU/I11 HOBUM HEE(PEKTUBHOCTSIM.
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PO3JILT 3.

PO3POBKA TA PEAJIIBALISA METOAY I CUCTEMHM YIIPABJIIHHA
MPOEKTAMU IHOOPMATU3ALI MIAITPUEMCTB

3.1. Onuc po3pod/ieHUX AJTOPUTMIB 00POOKH JAHUX TA MOJAEJTIOBAHHS

Y po3pobui iHopMalliiiHOT CUCTEMHU YNpaBIiHHA MPOEKTAMU 1HQOpMaATH3AIli
HIJIPUEMCTB OCOOJIMBY yBary MpUAIEHO CTBOPEHHIO AJITOPUTMIB OOpOOKM JAaHHUX Ta
MOJIETIIOBAHHS, SIKI 3a0€3Me4yloTh €(PEeKTUBHY B3aeMoil0 3 JaHuMu. L1 anroputmu
0a3ylOThCsl Ha MPUHIUINAX ayTeHTUIKallii, KOHTPOJIO JOCTYINy Ta MOHITOPUHTY
aKTUBHOCTI, JJis 3a0e3reueHHs e(PeKkTUBHOI OOpOOKM MaHMX B peajbHOMY dYacl Ta
1HTerpaiii 3 KOMYHIKAIliiHUMU MoayisiMu. Po3poOka mpoBoamiacs 3 ypaxyBaHHSIM
cnenudiKu TANPUEMCTB, Nie 1H(Qopmaruzals BKIO4Yae OOpOOKY MPOEKTHUX JaHUX,
(d1HaHCOBOI 1H(OpPMALIll Ta KOMYHIKAll y peaJbHOMY Yacl. AJITOPUTMHU peai30BaHO B
cepBepHii yacTuHi cuctemu Ha 0a3i Node.js 3 Bukopuctanasm (periMmBopky Express,
0azu nanmx SQLite ta nporoxomy WebSocket uepe3 Socket.io, 1o mo3Boise
MOEIHYBAaTH CUHXPOHHY 00OpOOKY 3aluTIB 3 aCHHXPOHHOIO Tepenadeto ganux. O06poodka
JAaHUX JOCSTAEThCS YEpe3 3aCTOCYBAaHHS XELIYyBaHHS MapoJiiB 3a JOMOMOIo berypt,
redepauiro JWT-TOKeHIB Juisl ceciif, 0OMeXeHHsI IBUIKOCTI 3anuTiB (rate limiting) Ta
BukopuctanHs middleware st mepeBipku nipaB goctyny. Lle 3a6e3neuye eheKTUBHICTD,
TOYHICTh Ta IHTErpalil0 JaHUX BIAMOBIIHO JO0 CYYaCHHX CTaHAApPTIB OOpOOKH
1H(popmarii [33].

OnuH 3 KIIOYOBUX aJITOPUTMIB CTOCYEThCS ayTeHTU(IKallli KOpUCTyBaya, SIKUM €
nepiuM 6ap'epoM 00poOku gaHUX cucTeMH. [Ipoliec moUYnHAETHCS 3 OTPUMAHHS 3aITUTY
Ha BXIJ BiJ KJII€HTA, M0 MICTUTh email Ta maponb. CepBep mepeBipsie HAIBHICTh IUX
JaHUX, MICIS YOTO0 BUKOHYE 3alUT 10 0a3u NaHuX id MOLIYKY KOpHCTyBada 3a email 3
YMOBOIO aKTHUBHOCTI OOJIKOBOTO 3amucy. SKIO KOPUCTyBad 3HAWACHUH, aJrOpUTM
MOPIBHIOE BBEJACHUN MAPOJIb 3 3aXCIIOBAHUM 3HAYEHHSIM Yy 0a3i 3a 10moMororw (QpyHkIii

berypt.compare, 1m0 3a0e3neuye TOYHICTh MEPEBIPKU. Y pa3i YCIIIIHOTO MOPIBHSHHS
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renepyetbcsi JWT-TokeH, KU MIOOUCYETHCS CEKPETHUM KIIOUEM 3 OOMEKEHUM
TepMiHOM Jiii (8 TOMMH), 1 TOBEPTAETHCS KIIEHTY pa3oM 3 mpodijaeM KoprucTyBada. Ko
nepeBipka He TMpoiiieHa, MOBEpTaeThcs MomMmika 3 kogoM 401 s edexTuBHOTO
yhnpaBiiHHSA jAocTynoMm. Lleil anroputM iHTerpye ejaeMeHTH OOpOOKH 3amuTiB depes
OKpeMe OOMEKEHHS IIBHJIAKOCTI Il €H/AMOIHTY JIoriHa (5 3aluTiB 3a XBWJIMHY), IO
MIHIMI3y€ HaBaHTaXEHHA Ha cuctemy. OOpoOKa [MaHUX TYT JIOCATAETHCA Yepe3
BIJICYTHICTh 30€piraHHsl MapoJiiB y BIAKPUTOMY BHUIVISIZI Ta BUKOPUCTAHHS TOKEHIB, SIKi
HE MICTITh YYTIMBUX JAHUX, a JUIIEC 1JeHTU(IKATOPH, 110 JEKOIYIOTHCS CEPBEPOM.
Takuil miaxig 3MEHITYye HABAHTAXKCHHSI HA CUCTEMY, OCKIJIBKM TOKEH MEePEIacThCs Yepes

3aroJIOBKU. ITPOIEC IBOTO AITOPUTMY HaBeleHa Ha puc. 3.1.

b

| OTprMaTK 3aNUT Ha Bxig

(email, password)

TaK

¢ Email Ta password npucyTHI? al ¢

k. Y -
Mowyk KopucTyBaYa MoeepHYTK Nomunky 400
e B 3a email "Email and password required"”

"y

Ta is_active=1
" ¢ J
TakK . = Hi
¢ KopWCTYESY 3HEALEHWAT ¢
MopisHATH password MoBepHyTA nomunky 401
3hashe bl "Invalid credentials”
(bery pt.compare) - -
b .
i Y ‘e Y
FeHepysaT [WT-TokeH MosepHyTH NoMAnKy 401
{id, email, role, expiresin:8h) Invalid credentials”
- - M
./- ¢ -\.
MoeepHyTKH token
Ta npofink KOpUCTYBaYa
| N
- -
Y > -
M e

Puc. 3.1. Ilpouiec anroputmy ayreHTrdikailii KOpuCcTyBada 3 €JIeMEHTaMH ONTUMI3aIlii

00pOOKH JTaHUX
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Ileti anroputMm He nmine 3adesnedye ehEeKTHBHUN BXiJd, aje W MOIETIOE JaHi
KOpUCTyBaya JUIsl TIOJAJBIIIOTO BHKOPUCTAaHHS B CHUCTEMI, IHTETPYIOUYHd pOJIb IS
JUHAMIYHOTO KOHTPOJIIO JOCTYITY.

EdexTuBHICTD TyT [OOCATA€TbCA dYepe3 BIJICYTHICTh 30epiraHHs MapoiiB y
BIIKPUTOMY BHUIJIS/II Ta BUKOPHUCTAHHS TOKEHIB, SKI HE MICTATh YYTIMBUX JaHUX, a
auiie 1AeHTU(dIKaTopy, IO ACKOAYIOTHCS cepBepoM. Takuil MiaxiJ 3MEHIIyeE dYac
00pOoOKM 3amuTiB, OCKUTLKH TOKEH MEPENAEThCA YePe3 ONTUMI30BaHI1 3ar0JIOBKH.

HacTtynHuM Ba)KJIMBUM €JIEMEHTOM € aJITOPUTM O0OPOOKH ONMTHUMI30BAHUX 3aIUTIB
3 TIEPEBIPKOIO TIPaB JIOCTYITY, IKUH 3aCTOCOBYETHCS JI0 BCIX MapIIPYTiB, III0 BUMAraroTh
ayTeHTH(IKaIlii.

Anroput™m mounHaeThess 3 middleware, 1O BUTATYE TOKEH 3 3arojioBKa
Authorization.

SIk10 TOKeH BiJICYTHIM, moBepTaeThest mommiika 401.

Jlami TokeH BepH(IKYEThCS 3a JOmoMorow jwt.verify 3 CEKpeTHHM KIIIOUEM; y
pasi ycmixy aaHi kopuctyBada (id, role) gogaroTbest 10 00'€KTa 3amuUTY.

[ToTiMm BUKOHY€TbCS TEpeBipKa pOJII  3aJEKHO BIJ KOHTEKCTY: JUIA
aAMIHICTPATUBHUX JIId BUMAraeThcsi poib 'admin', 1Jisi MEHEIKEPChKUX - 'manager' abo
'admin'.

S0 posib He BiJIMOBIIA€E, TOBEPTAETHCS MOMIIIKA 403.

[licns UpOro AJIrOPUTM MEPEXOAMTH 0 OCHOBHOI JIOTIKM OOpOOKHM, HANpUKIAL,
CTBOPEHHS MPOEKTY UM 3aBJaHHs, 3 JOJATKOBUM JIOTYBAaHHSM aKTUBHOCTI JJISI Ay/IHTY.

JloryBaHHs (hikCye KOpUCTyBayda, Ait0, TUI CYyTHOCTI, ieTai 3anuty, [P-aapecy ta
user-agent, 30epirarouu 1e B 06a31 Ui MOAANIBIIOTO aHali3y e(peKTUBHOCTI MPOILIECIB.

Le#i anropuT™ MOJIEIIOE JTaHI IPOEKTIB Ta 3aBJlaHb 3 ypaxyBaHHSIM Oararbox-Jo0-
OaraTtbox 3B'S3KIB (Hampukiaa, depe3 TaOMuUI0 project members), 3a0e3medyroyn
130JIA1110 TAHUX MK MPOEKTAMHU.

EdexruBHicTh peamizoBano uyepe3 Helmet s 3aromoBkiB — onmTuMi3zalii
(manpuknan, X-Content-Type-Options) ta CORS mis oOMeXeHHs JOMEHIB, IO
MIJBUIIY€E TIBUAKICTH 00poOku 3anuTiB [34]. [Ipomec anroputMmy 300paxeHO Ha pHC.

3.2.
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¢

OTpumMaTK 3annT
3 TokeHom B Authorization

TakK . Hi
TokeH NpUCYTHIA?
™

BepudikyBaTii TokeH | | MoBepHYTHA NomMidnky 401 1

Fa

(jwt.werify) "Authentication reguired"”
r Y ra Y
HopaTid user MoeepHYTA NoMnKy 401
(id, role) no req "Invalid token"
e ™
MepesipUTk ponb
(admin/manager gna ojii)
ra - ra Y
BUKOHa T OCHOBHY NOC iKY MosepHy TKU NoMUnky 403
(createfupdate) "Permission denied"

| NoryeaT akTUBHICTE
(user_id, action, entity)
iy

¥

| MoBepHYTK BiANOBI AL |
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Puc. 3.2. Ilpouiec anroputmy 00poOKH ONTHUMI30BaHUX 3aIUTIB 3 TIEPEBIPKOIO MPaB Ta

JIOTYBaHHSIM

MopnentoBaHHS JaHUX Y 1LbOMY aJITOPUTMI BpPaxXOBY€ 1€papxil0 AOCTYIY, e
BUKOHABIl 0OayaTh JMIIE CBOi 3aBIaHHS, MEHEIKEPU - JaHl CBOIX TIPOEKTIB, a
aJIMIHICTPATOPH - BCIO CUCTEMY.

I[le mocsraerbest wepe3d SQL-zamutm 3 JOIN Ta WHERE-yMoBamu, 1o
GbITBTPYIOTH AaH1 Ha piBHI 0a3u, 3MEHITYIOYN 00CAT TIepeiadi Ta 4ac 0OpOOKH.

Interpamis rate limiting (100 3anmuTiB 3a XBWIMHY 3arajoMm, S s
ayTeHTH(IKaIlli1) 1oa€e map oNTUMI3allii s 3a0e3MeueHHs JOCTYITHOCTI CUCTEMH.

e ogHUM aaropuTMOM, IIO MOEAHYE OOPOOKY JaHHUX 3 €JIEMEHTaMU PeabHOTO
yacy Ta €(eKTUBHOCTI, € aJiropuT™ yrpabiinHs WebSocket-3'enHaHHSIMU 7151 4aTiB Ta
CIIOBIIIICHb.

[Tpu migkiroYeHHI Kii€eHTa cepBep mepesipsie TokeH y handshake, Bepudikyroun

kopucTyBada anajgoriuno HTTP-3anuram.
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[Ticas ycmimHOi ayreHTH(IKaLii KITIEHT MPHETHYETHCA A0 KIMHAT (HANpUKIAT,
'chat-{chatld}' a6o 'user-{userld}' s cioBimieHs).

[Ipu HajcWIIaHHI TOBIIOMJICHHS aJTOPUTM IEPEBIPS€ WICHCTBO KOPUCTyBaya B
yari yepe3 3amut a0 0a3u (Tabmurg chat members), 30epirae MOBIMOMIICHHS 3 THIIOM
('text' abo 'file"), aBTOpOM Ta YacoM, IiCJISI YOr0 EMITUTh HOTO BCIM y4aCHUKaM KIMHATH.

JIns CTIOBIIIEHb aJTOPUTM T'e€HEpY€E MOJIIF0 Ha OCHOBI Jid (HaNpuKiIaa, 3rajgka B
KOMEHTapi), BCTaBJIsie 3anmuc y Tabnuio notifications ta tTpanciroe uepes Socket.io.

EdexTuBHICTh 3a0e3neuyeTbcs 4Yepe3 OOMEKEHHs MiIKIIUeHb 3 ojaHoro IP,
MEepeBipKy Ha aKTUBHICTh KOPHUCTyBada Ta CAHITU3Allll0 KOHTEHTY ISl IiJIBUIICHHS
IIBUJIKOCTI OOPOOKH.

MonentoBaHHS JaHMX TYT BKJIIOYA€ TUMYAcoOBI MITKM aiisi unread count, 1o
JIO3BOJISIE  TOYHO BIJCTEKYBaTH HEMPOUYMTAHI TMOBIAOMJIICHHS ©0€3 HaJAMIPHOTO
HaBaHTaXeHHS Ha 0azy [35].

[Ipouec anroputMmy HaBeneHO Ha puc. 3.3.

e

MioknYeHHA KNieHTa
3 TokeHomM B handshake
A

.

-~ N
| BepudinyeaTin Torken |
-\L T2k Bepupikayia yocnilwHa? Hi
- T e T,
MpuenHaTK 00 KiMHaT BioxmmaTe
chat-{id}, user-{id}) F'enHaHHA
. A e A
ot * T
OTpuUMaTI Mo i
(send-messagefnotify)
¢ Talk Mogis NoeigoMaeHHAT notify
e T e
MepesipHUTa HNeHCTBO NeHepysaT
B YaTi (chat_members) notification s B,
R dner nary? g b
EMITUTI B KiMHaTYy
) iy = - {new-notification)
| ZIBeperTi noeinomMmnertna B 650, | | BiaxumaTia | ' -
o~ + et
EMITUTM B KiMHaTY
(new-message)
\ A

-~ T
| OBpoBuTM disconnect |

3

Puc. 3.3. Ilpouec anroputmy ynpasiiaHs WebSocket-3'enHanHsIMHU 17151 4aTiB 3

eJIEMEHTAMH ONTUMI3aril
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[le#t anropuT™ MOAETIOE MOTIK KOMYHIKALIMHUX JaHUX 3 aKIEHTOM Ha peajbHHil
yac, 3a0e3medyroun e(PEeKTUBHICTh 4Yepe3 KIMHATH, IOCTYIHI JUIIE aBTOPU30BAHUM
y4aCHHUKaM.

[aTerparis 3 6a3010 A03BOJISIE 30epiraTé iCTOPiO IJIs aylaWTy, a MepeBipka Ha
KO’)KHOMY KPOIll MiHIMI3Yy€ 4ac 00pOOKH JTaHUX.

Yci  po3poOlieHI  aJrOpUTMU  MPOMIUIM  TECTYBaHHS Ha  aJIeKBAaTHICTb
MOJICJTIOBaHHS, /1€ €(QEKTUBHICTh OIHIOBANACA 3a KPUTEPISIMH IIBHUAKOCTI 0OpOOKU
(menmre 100 Mc Ha 3amuT) Ta CTIMKOCTI /10 HaBaHTaxeHb (ckaHyBaHHs OWASP).

Pe3ynbrat miATBEPIKYIOTh, 11O cUcTeMa 3ale3neuye e(EeKTHBHE YINPaBIIHHSA
npoeKkTamMu 1HGoOpMaTu3alii, crnpudioun UUdpoBid TpaHchoOpMalii MIANPUEMCTB 3

BHUCOKOIO TTPOAYKTUBHICTIO [36].

3.2. Mogaeui 0a3 JaHMX Ta apXiTeKTypa NPOrPaMHOro 3ade3ne4YeHHsl CHCTeMHU

Y po3pobii iHopMaIliitHOT CUCTEMHU YMPaBIiHHA MPOEKTAMU 1HQOpMaTH3AIi
NIJIPUEMCTB KIIIOUOBY pOJIb BIJITpa€ MOJETIOBAHHS 0a3d JaHMX Ta apXITEKTypa
mporpaMHOro 3a0e3neyeHHs, Mo 3abe3neuye e(QEeKTUBHY IHTETpaIlilo €JIEMEHTIB
cuctemu. Mogenb 0a3u JaHMX MOOyIOBaHA Ha PEJNAIINHINA OCHOBI 3 BUKOPHUCTAHHSAM
SQLite, ne ueHTpaIbHUMHU CYyTHOCTSIMHM € KOPUCTYBayl, IPOEKTH, 3aBJaHHS Ta MOB'A3aHI
3 HAMH €JIEMEHTH, Taki SK KOMEHTapi, 4aTu, JOKYMEHTH Ta BUTpaTd. Talmuils
KOpUCTYBayiB (USers) MICTUTh MO A 1AeHTUdiKauii, ayTeHTHdikalii Ta pojei
(aamiHICTpaTOp, KEPIBHUK, BUKOHABEIH), IO JI03BOJISIE peali30BYBaTH KOHTPOJIb POOOTH
Ha piBHI 0asu. [IpoexTu (projects) moB's3aHi 3 KOPUCTYBa4aMH Yepe3 30BHIIIHI KITIOUI,
BKJIIOYAIOYM CTaTyC, TMPIOPUTET, JaTH Ta OMKET, a TaOJUIS YYaCHHUKIB IPOEKTIB
(project members) 3abe3nedye Oararo-mo-O6araThox 3B's3ku. 3aBmaHHsa  (tasks)
JeTai3yIoTh poOoTy 3 mosuiisiMu Ha Kanban-nommi, omiHkaMu dacy Ta JaeajiailHaMH, 3
KaCKaJHUM BHUJIAJICHHSIM JJia 30epexeHHs IiicHocT qanux. KomeHnTtapi (comments) Ta
peakiii (comment reactions) MATPUMYIOTH OOTOBOPEHHS 3 €JIEMEHTAMH COIIabHOT

B3aeMojii, a 4yatu (chats, messages) peamizyloTh peanbHUN Yac KOMYHIKaIlli uepes



37

WebSocket. Hokymentu (documents) Ta BuTpatu (expenses) IHTETPYIOTh €JIEMEHTH
CHUCTeMHM, TakKl SK YOpPaBIiHHSA JOCTymoM 10 ¢ailiB Ta JOTYBaHHS AaKTUBHOCTI
(activity log), mo ¢ikcye aii KOpUCTyBaudiB JjIsi KOHTPOJIIO. [HACKCH Ha KIIFOUOBHUX
MOJISIX ONTHUMIZYIOTh 3alMTH, 3a0e3Meuyroud MIBUAKOAII0 CHUCTEMH NpHU 3pPOCTaHHI
JTaHuX. ApPXITEKTypa MporpamMHOro 3a0e3rneueHHs 0a3yeThbCs Ha KIIEHT-CEPBEPHOMY
nmigxoni, Ae cepBepHa yactuHa Ha Node.js 3 Express o0Opo6nse API-zanutn, a
KiieHTchbka Ha React 3 TypeScript 3a6e3mneuye inTepdetic. Ceppep (server.js) iHimiam3ye
Express, Socket.io ninst peanbHoro yacy, middleware mist ynpasninuas (helmet, cors, rate-
limit) Ta mMapmpytu s ayreHTU(IKalli, KOPUCTYBadiB, MPOEKTIB Tomo. Ocobducro
pO3p00JIeHI KOMIIOHEHTH BKJIIOYAOTh KOHTpoJiepu ayteHTudikaiii (authController.js) 3
JWT-tokenamu, middleware nnsi noryBaHHs akTUBHOCTI (activity-logger.js) Ta
MapIipyTu s yariB (chats.js), 1110 IHTErpyIOTh €IEMEHTH CUCTEMU, TaKI1 SIK YIIPABIIHHS
IIIBUJIKICTIO 3aIUTIB Ta NepeBipka JaHuX. Ll KoMImoHeHTH 3a0e31euyoTh ¢(heKTUBHICTD
po0OOTH, HANPUKIIAJ, Yepe3 CTPOTyY BaliAallilo BXITHUX JIaHUX Ta JioryBaHHs [P-anpec.
Jlns Bigyanmizallii CTPYKTYpU CHUCTEMH HaBEIEHO JiarpaMmy KOMITOHEHTIB, sKa

LTIOCTPYE B3aEMO3B'I3KU MK OCHOBHUMH MOIY/IsIMH (puc. 3.4).

g
KnieHT (React)

HTTF AFI

CrnoeilweHHA Cepsep (Express)

E ‘

PeansHuih yac |Besneka SQL zannTK

WebSocket (Socket.io Middleware {Auth, Log

g ]
) Baza paHux (SQLite)

aj“ £ ]
)

Puc. 3.4. Jliarpama KOMIIOHEHTIB CUCTEMH
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[ls niarpama HEeMOHCTpPYe, K KIIEHT B3aemopie 3 cepBepoMm uepe3 API, a
peanpHUI Yac KOMyHikarii 3abe3neuyerbcst WebSocket, 3 middleware mis ynpaBiiHHS
CUCTEMOIO.

Jlami, njs AeTalbHOTO TPENCTaBICHHS CyTHOCTEW 0a3W NMaHWX Ta iX BiJHOCHH,
pO3po0JIeHO Jiarpamy KjaciB, 110 BigoOpaxkae KIFOUOBI TaOIUIIl K KJIaCH 3 aTpUOyTaMH

Ta acormiarismu (puc. 3.5).

© KopucTysad

oid: INT

o email: TEXT

o password_hash: TEXT
o full_name: TEXT

o role: TEXT

o position: TEXT

o hourly_rate: REAL

1
Kepye EMKOHYE
n
© I pose KT
o id: INT ©)Kypnan_akmnmctl
o name: TEXT oid: INT

o description: TEXT
o status: TEXT

o priority: TEXT

o start _date: DATE
o end date: DATE
1, o budget: REAL

o manager_id: INT

o user_id: INT

o action: TEXT

o entity_type: TEXT
o entity _id: INT

o ip_address: TEXT

1 1
MICTUTE Mac Mac MaE

@ ZapnavHA
oid: INT n
o project_id: INT JoKymeHT
o title: TEXT © nTd @ @ LR
o description: TEXT o id: INT o id: INT
o type: TEXT o id: INT o project id: INT o r‘o'ect id: INT
o status: TEXT o project id: INT o task_id: INT Eaté A
o priority: TEXT o name: TEXT o name: TEXT g amognt?{‘REAL
o estimated_hours: REAL — o file_url: TEXT :
o actual_hours: REAL 1
o assignee_id: INT
o deadline: DATE

1
Mac MiCTUTE
n n
@ KomenTapl @ MoeelaoMnedHa
oid: INT oid: INT
o task_id: INT o chat_id: INT
o author_id: INT o author_id: INT
o content: TEXT o content: TEXT

Puc. 3.5. Jliarpama kmacis
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Ils momens 3abe3medye IMMUIICHICTh JAHWUX 4Yepe3 30BHINIHI KITIOYl Ta KacKajHI
orepaiiii, 3 eleMEHTaMHi CUCTEMH, TAKUMHU SIK JIOTYBaHHS A1il y )KypHali akTUBHOCTI.
Jlns imrocTpariii B3aeMojii KOPHUCTYBadiB 3 CHCTEMOIO pPO3poOJIeHO aiarpamy

BapiaHTIB BUKOPUCTAHHS, ITI0 TTOKA3y€e KIIFOUOBI ciieHapii (puc. 3.6).

/A,U,MIHICTpaTOp KeplBHMK
\ — / B _ — ) “l__u_ _ — P
anaBmHHﬂ KopMCTyBawaMM CTBODEHHH npoexry Pmnomn 3aBnaHh D reHepaLuﬂ BEITIE (| 3aBaHTaKEHHS HOKYMEHTIB ) (\_OﬁFOEODEHHH B waTl (::_ﬂOFYBaHHH sacy

Puc. 3.6. Jliarpama BapiaHTIB BUKOPHCTaHHS

IIss nmiarpamMa MiAKPECTIOE POJILOBI OOMEXKEHHs, JI€ aJMIHICTpaTop Mae
PO3UIUPEHHI JOCTYII, a BUKOHABEIb (POKYCYETHCS HA OMEPaLIMHUX MisSX, 3 IHTETPAIlIEI0
CUCTEMHU Yepe3 ayTeHTU(IKAIII0 B KOXKHOMY BUITAJIKY.

[Io6 noka3zaTu JUHAMIKY MpPOIECIB, HANPUKIAL, Npolec ayTeHTHQIKalii Ta

CTBOPEHHS 3aBIaHHS, CTBOPEHO Jiiarpamy MociigoBHOCTI (puc. 3.7).

')
KopucTyBay ‘ KnieHT Cepeep ‘ | Baaa_,qanux| | HypHan |

|
| BeegeHHA gaHux

| POST jauth/login

| SELECT user

| ]
i Dani kopucTysaya
h

| Nepesipka napona (bcrypt) |

:, JWT TokeH

| |
| CTBOPEHHﬂ 2aBfaHHA !
T

>

FOST ftasks (3 TOKEHOM)

I'IepeB\ pka TokeHa (JWT)

| INSERT task

i
i

i, ID 33BnaHHA
<

< NigTBep PKEHHA

L)

Kopm;:_tl),rnaq ‘ KnieHT Cepeep ‘ 5a3a_,qa|-mx| | 2KypHan |

Puc. 3.7. liarpama nociiioBHOCTI J1J1s1 ayTeHTU(IKALlli Ta CTBOPEHHS 3aBIaHHs

i
| Noryeanus aii
i
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Taka moOCHiOBHICTD IHTETPYE CHCTEMY Yepe3 MEPEeBIPKY TOKEHIB Ta JOTYBaHHS,
3a0e3Meuyoun CaHKIIOHOBAHUNA JJOCTYTI.
Jlns monenmtoBaHHsS Oi3Hec-TIpolieciB, 30kpeMa pobotu 3 Kanban-gomixkoro,

po3po0IIeHO AlarpaMy MisuTbHOCTI (pHcC. 3.8).

*

| OTpuMaHHA 3aBAaHb 3 CepBepa

R "

o

) [
PoboTa 3 fowkoio)

& .'-.
| Mepernap kKonoHok |
g

'

- -

| NepeTarysaHHA KapTKA |
L ¢ J
P -,
| OHoBREHHA No3KUii |

-

l Y

./- ™

| 3anuT Ha cepeep |

., .
I/- -\I
| NorysaHHA akTUBHOCTI |

- L :
"y

I: CuHxpoHizawia 3 WebSocket :I

- ~

®

Puc. 3.8. Jliarpama gisutbHOCTI a71st podotu 3 Kanban

s qiarpama UTIOCTpPY€ MOTIK 1M 3 €IEMEHTaMU PEabHOTO Yacy Ta yIpaBIiHHS.
Cranu cuctemu, HampuKiIald, Ui 3aBAaHHSA, MOJEIIOIOTHCS dYepe3 aiarpamy

ctaHiB (puc. 3.9).
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BEHHEHDEEHD'

MNo4aTok pobBoTk

B pnﬁnTl‘

3aeepweHHn [MNoeepHeHHA

r

Ha I'IEpEEIIpLI,I b

NigTEEpO*EHHA

BHHDHEHD

Puc. 3.9. /liarpama ctaHiB 1151 3aBIaHHS

Ili ctaHnu 3a0e3Mevyr0Th KOHTPOJIb MIPOTPECy 3 OOMEKEHHSIMH Ha MEPEXOau s
yIpaBIiHHSA CUCTEMOIO.
Hapemrri, anst mpencrabieHHs (DI3MYHOTO PO3MIIIEHHS KOMIIOHEHTIB CTBOPEHO

niarpamy posropranus (puc. 3.10).
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Bpay3sep KOpMCTyBa4a

2]
React popaTok
HTTP/WS
Beb-cepBep
Y
2] 2]
Socket.io Express cepsep
AN
SQL
SQLite b
2]
Baza paHwux

Puc. 3.10. [Jiarpama po3ropTaHHsi CACTEMHU.

[lsa apxiTekTypa, 3 O0OCOOMCTO pO3POOJICHMMH KOMIIOHEHTAMH, TaKUMH SK
MapmipyTH JjIs JOKYMEHTIB 3 TEpPEBIPKOI0 TOCTYIy Ta JIOTYBaHHSIM, 3a0e3redye
HaJIHHICTh CHCTEMH, BIANOBiAal0YM BHMoraMm iHdopmaTrusamii mianpueMcTB [38].
Mogeni 6a3 AaHUX ONTUMI30BAaHO [JIsl IIBUJKUX 3allMTIB, a apXITEKTypa MIATPUMYE
MacimitaboBanicTh [39]. Enementu cucremu, Biitouaroun rate-limiting ta JWT,
iHTerpoBaHo B yci piBHi [40]. Peanizamis cuctemMu aeMOHCTpy€e e(PEKTUBHE MOETHAHHS

peTsLiIHUX MoJIeiel Ta CydacHUX BeO-TEXHOJOT [41].
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3.3. Ouinka aJeKBATHOCTI OTPUMAHMX Ppe3yJbTaTiB, TECTYBAHHA Ta

BIIPOBA/KEHHA CUCTEMHU

OmiHka aJeKBaTHOCTI OTPUMAHHUX PE3YJbTaTIB y po3poOIll 1HpopMaIiiHOl
CUCTeMHM yIOpaBIiHHA IIpOEKTaMH 1HQoOpMaru3aili MiANPUEMCTB  Iepeadadae
KOMIUJICKCHUM aHaji3 BIJNOBIIHOCTI peasi3oBaHUX (PYHKIIH MOCTAaBICHUM BHMOTaM,
30KpemMa Ioja0 3a0e3rneueHHs €(GEeKTUBHOCTI, IIIJIICHOCTI Ta JOCTYIHOCTI JIaHHX.
Cuctema, noOynoBana Ha 0a3i Node.js 3 Express mis cepBepHoi yacTuHHd Ta React 3
TypeScript s KIIIEHTCHKOI, JEMOHCTPYE BUCOKY CTYIIHb IHTErpaiii 3 MeXaHi3MaMu
yhnpaBiiHHs, Takumu sk JWT-aBrenTtudikamis, rate limiting s 3a0e3neueHHs
CTaOIIBLHOCTI Ta bcerypt-xemnryBaHHsI MapoJiB, IO BIJMNOBIA€ Cy4aCHUM CTaHJapTaM
YIOpPAaBIIHHS TPOEKTaMH B YMPaBIiHHI MpoekTaMu [42]. AJEKBaTHICTH OLIHIOBAJIacs
yepe3 TMOPIBHSAHHA (PYHKI[IOHAIBHUX MOXXIHUBOCTEH 3 MOJEISMU, ONUCAHUMU B
JiTepatypl, A€ akKIEHT pOOUTHCS Ha POJILOBIA MOJAENI JOCTyNy, fKa OOMEXye mii
KOPUCTYBa4iB BIJIMOBIJIHO JI0 iXHIX posie (agmiHICTpaTrop, MEHEIXKep, BUKOHABEIh),
TAM CaMUM MaKCUMI3yIOuM e(eKTUBHICTb pobouux mpoueciB. TectyBaHHs
MPOBOAMIIOCA B KIJIbKA €TariB: MOMYJIbHE, IHTETpaIliifHE Ta CUCTEMHE, 3 aKI[CHTOM Ha
(GYHKIIOHATBHICTh, TaKl SK OOpoOKa JaHMX Ta B3a€EMOJIS KOMIIOHEHTIB, SIKi Oynu
YCHIIIHO ONTHMMI30BaH1 3aBISKM MapaMeTpu3oBaHuM 3anutaMm 10 SQLite Ta oOpoOri
BXITHUX JAHUX JUIs MIJBHUINCHHS TMPOAYKTUBHOCTI. BrpoBamkeHHS CHUCTEMU B
pearbHOMY CEpEeOBHII MiANPUEMCTBA 1HGOPMAaTH3allli BKJIHOYAJIO €Tam MiJIOTHOTO
3alycKy, ne Oylo mnepeBIpeHO CTaOUIbHICTh POOOTH MiJ HaBaHTaxeHHsSM 10 50
KOpUCTYBa4iB, 3 MOHITOpPMHTOM uYepe3 PM2 st aBTOMaTuyHOTO BIAHOBIICHHS TICIIS
300iB, 1110 3a0e3mneuye 6e3nepepBHICTh 013HEC-TPOIIECIB.

[Tlim wac TecTyBaHHs ocoOiMBa yBara HOpHAUIATIacs iHTepdeincy, ne eKpaHHI
dbopMu BIIIrPalOTh KIIOYOBY pOJIb Yy 3a0e3MeueHHl KOPUCTYBAlbKOI 3pYYHOCTI,
HanpHKJIaa, 4Yepe3 Bi3yalibHEe MIATBEp/UKEHHS M1 Ta oOMexeHHs BBoay. dDopma
aBTOpH3aIlii, K MOYATKOBUU Oap'ep MOCTyIy, BUMarae BBeIEHHsS email Ta mapois, 3

BOY/ZIOBaHUM OOMEXEHHSM CIpoO BXOAy I 3a0e3nedyeHHs CTaOlIBbHOCTI, 1 TICHs
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ycmimHoi niepeBipku renepye JWT-tokern mist cecii. Ils popma iHTeTpye momatkosi
€JIEMEHTH JUIS 3pPYYHOCTi, a TMOMWJIKH ayTeHTH(]IKaIii JOTyITbCcs 0€3 PO3KPHUTTS
JeTanieid, mo miaBuinye epeKkTuBHICTH pobotu. Ha puc. 3.11 300pakeHO THUIIOBHIA

BUIYISIA 1i€T ()OPMU 3 TIOJISIMU BBOIY Ta KHOTIKOIO "YBiiTH'".

SystemK

CTHOTENS WIDEEIH-R NECERTING HDOpH21BaU

LMK BXLS A0 TRCT Y BARHS

N | (=]

Aguliougsaneys Kepiown Huoeasec

ASQ 326X S BOy

Emall

DR LR LR TP

Puc. 3.11. ®opma aBropu3aiiii B cuctemi

[licns BXOAy KOpUCTyBad MOTparuisie Ha AamoOopl, SKUA arperye KIrouoBl
METPUKHU TIPOEKTIB, TaKi SK TPOrpec BUKOHAHHS Ta HAOMWIKEHHS [EUIaiiHIB, 3
Bi3yaJbHUMU 1HAMKATOPAMH MIPOTPECY, IO JO3BOJISIE OTIEPATUBHO BUSIBJISITH TOTCHITIHHI
npoOsieMu B poOOTI, HAPUKIIa/l, aHOMAJIbHY aKTUBHICTh Y JIOTaxX.

JlanmGop1 BUKOPUCTOBYE peanbHi JaHi 3 0a3u, 3aXUINEHI POJICBUMU MEPEBIPKAMH,
1 OHOBITIOETHCSI B pealibHOMY 4aci uepe3 WebSocket, MiHIMI3yIOuM 3aluTU 10 CEpBEpa
Ta ONTUMI3YIOUM IIBUIKICTh. T€CTyBaHHs IOKa3ajo, M0 AAmOOpA BUTPUMYE ITIKOBE
HaBaHTa)XEHHs Oe3 3HIDKEHHS MPOAYKTUBHOCTI, MIATBEP/UKYIOUM aJCKBaTHICTh
peamzaiii [43]. Ha puc. 3.12 npeacrasneno iHtepdeiic gamobopay 3 aiarpamamu Ta

TIAHEJUTIO aJIEPTIB.
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Puc. 3.12. Jam6opn cucremu

Po3nin mpoekTiB A03BOJISIE TIEPEVISATH CIIUCOK MPOEKTIB Y BUIVISI KapTOK abo
Tabnuili, 3 GUIBTPAMH 3a CTaTyCOM Ta IPIOPUTETOM, J€ KOKHA KapTKa MICTUTh JIETAIbHY
1H(pOopMaLlitO0, JOCTYIIHY JIUIIIE AaBTOPU30BAHUM KOPUCTYBaYaM.

TectyBaHHs BOpPOBAXKEHHS BHSBHIIO, 110 POJIbOBA MOJENb €(PEKTUBHO Kepye
JOCTYTIOM JIO0 CBOIX MpPOEKTIB, 3a0e3neuyroun edexkTtuBHy B3aemonito. Ha puc. 3.13

MOKa3aHO CITUCOK MPOEKTIB 3 €JIEMEHTaMU Bi3yalli3allii.
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Ornsin Npo€eKTy Hajae AeTalbHy 1H(OPMAIlIIO PO CTATyC, OIOKET Ta KOMaH/Y, 3

IHTErpalli€l0 ynpaBiIiHHA yepe3 mudpyBaHHs AaHUX y 0a3i Ta aynurt-yior mii. [lig gac

TecTyBaHHs OyJI0 CHUMYJIbOBaHO pPOOOYl cieHapii Ha 1€l eKpaH, MiATBEPAUBIITN

CTIMKICTb 10 MaHinymsik ganumu. Ha puc. 3.14 300paxeHo orisia 3 OJ0kaMy KOMaHIx

Ta (hiHAHCIB.

u SystemK

A Dashboard Mposxrw 2 3si

0 Feamasen Kpwiwees

BUnpaBuTh KpUTUUHY NOMWIKY npodinto Kopuctysaua

% Ormsa Yar KoseHTapt (7) @ Y Icropis
Onwme AeTani 3380aHHA
JloTAnMHMi ANKE AARAAHHE A5 APOSMI0 KOPKETYRALA, TATREEHA APIXYRITI AE AUMOTY T2 NRORICTA RO i
rocTynamIs Armia Kpaseup
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B
22.10.2025
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2025 Systemic. BQ NPasa JLERG

Puc. 3.14. Omsg npoekty

Iz Neepesing
Cammm

Hogusiramn Niapues
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Yar npoekty peamizoBanmii yepe3 Socket.]O mist peamsHOTO Hacy, 3 00pOOKOIO
MOBIJIOMJICHb Ta TIEPEBIPKOIO aBTOpHU3allli MpY MPUETHAHHI 10 KIMHATH, 10 3a0e3meuye
eheKTUBHY KOMYHiKalifo. TecTyBaHHS BKJIIOYAJO HaBaHTaXyBaldbHI Tectn 3 20
OJHOYACHUMHU KOPHUCTYBa4aMH, JI€ CHCTeMa MPOJEMOHCTpYBaja BiJICYyTHICTh 3aTPUMOK
Ta moMwiIok. Ha puc. 3.15 nmpeacrasneno intepdeiic yary 3 iCTopi€ro MOBIIOMJICHb Ta

1HIUKATOPOM HabOPY TEKCTY.

aH et pex
o SystemK d Dashboard Npoekrw i 3pirn / 5 ]: : o
e

Haaag /0 A

SIS PSR TE T K iest

BunpasuTti KpUTUYHY NOMUAKY npodinto Kopuctysadya
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€ X1e aan?

O rogrn
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reapekn
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125 Systemic. B<I NPIBa 2aaMLEHe Aopuesawa  TTpives

Puc. 3.15. Yar npoekty

KomenTapi 10 3aBaanb miarpumytote Markdown Ta 3ragyBaHHSI KOPUCTYBayiB, 3
00poOKOIO TSt 3a0€3MeYeHHs] KOPEKTHOCTI, a pelaryBaHHs OOMEXEHE aBTOpOM abo
MeHe/pKepoM. BripoBapkeHHsS mokaszano, mo 11 Gopma e(pEeKTUBHO IHTETPYEThCS 3
CIOBIIICHHIMH, TOCHIIOIOUM KOMYHIKaIlll0 3 BUCOKOIO edekTuBHicTIO. Ha puc. 3.16

MOKAa3aHO CEKIIIF0 KOMEHTapIB 3 pEaKLisIMA eMOJI31.



48
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Puc. 3.16. KomeHnTapi 10 3aBaHHs

brox 4wacy juist moryBaHHS TOIUH MICTUTH (pOpMYy BBOJY 3 BaiJAIl€r0, ¢ JaHl
30epiraroThCsl 3 MPUB'A3KOI0 10 KOPHUCTYBaya, JO3BOJSIOUM aHaII3 MPOAYKTUBHOCTI 3

CJICMCHTaMu yr[paBJ'IiHHﬂ, TaKUMH K OOMEKEHHS pceaaryBaHHs TiCIIs 3aTBCP/KCHHA.
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TectyBaHHS MIATBEPAUIIO TOYHICTh PO3PAXyHKIB BUTpPAT, IHTETPOBAHUX 3 (HIHAHCOBUM

momynem. Ha puc. 3.17 300paxeHo iHTepderic JoryBaHHS Jacy.

I Mes e
B wien oo e wk Y
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Puc. 3.17. biok vacy 3aBnaHHs

[cTopist 3MiH 3aBaaHHA BioOpakae aynut-jor 3 [P-agpecamu Ta user-agent, 1110 €
KJIFOYOBUM JIJII  MOHITOPUHTY akTuUBHOCTI. Iligx wac BmopoBamxeHHs w1 (opma
BUKOPUCTOBYBAJIacs JJIi MOHITOPUHTY, JIEMOHCTPYIOUM aJeKBaTHICTh Y BHSBICHHI
aHomasi B pooori [44].

Ha puc. 3.18 mpeacTaBiaeHo CIUCOK 1CTOPIT 3 AeTaIsIMU JTii.
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Puc. 3.18. Ictopis 3MiH 3aBIaHHS

3BITH TEHEPYIOThCS 3 arperoBaHMMH  JIaHMMH, OINTHMI30BAaHUMHU  BiJl
HECAHKI[IOHOBAHOTO EKCHOpTY, 3 MoxuBicTi0o PDF-puBanTaxeHHs mumie s
anMiHicTpaTopiB. TecTyBaHHS BKIIIOYAJIO TEPEBIPKYy HA KOPEKTHICTh JaHHMX i 4ac
redepainii, miareepauBmu edextuBHictb. Ha puc. 3.19 nokaszano iHtepdeic 3BITIB 3

JlarpaMamH.
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dopma CTBOpEHHS HOBOi 3ala4i MICTHTh TOJSA JJIS HAa3BH, OMUCY, THILY,
MpiOpUTETY, BUKOHABIS Ta JeJaiiHy, 3 aBTOMAaTHYHOI BaJliJaIli€l0 BBOAY IS
3ano0iraHHs MmoMujikaMm. BrpoBa/pkeHHS IMoka3aio, 1o iHTerpailis 3 Kanban mgormikoro
3a0e3neuye HeraitHe BimoOpaxeHHs 0e3 mpooOiieM mybOmroBanHs mganux. Ha puc. 3.20

300pakeHo (opMy 3 BUIMAIAIOUUMHU CITUCKAMH.

CTBOPMTH HOBY 3anawy

Hama gz~

[ J
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LR TN

He DpdaHadeno e

DUHeaH] T Aeanaie

AR.auLpRpR m]

CracyEats CTEORUTH

Puc. 3.20. ®opma cTBOpEeHHS HOBOI 3a/1a41

dopma CTBOPEHHSI HOBOTO MPOEKTY aHAJIOTIYHA, ajieé BKJIIOUae OIO/KET Ta JaTu, 3
MEPEBIPKOI0 HAa YHIKAIBHICTh Ha3BU Ta POJEBUMH OOMEKCHHSIMHU. TecTyBaHHS
MIJTBEPUIO aJCKBATHICTh y KOHTEKCTI YNPABIIHHSA, 1€ MEHEIKEp HE MOXKe
CTBOPIOBATH IIPOEKTH 11032 CBOEIO KommeTeHIiero. Ha puc. 3.21 npeacrasineHo gopmy 3

IMOJIIMH BBOOY.
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Puc. 3.21. ®opma cTBOPEHHSI HOBOI'O MTPOEKTY
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Po3nin kopucTyBauiB JOCTYIHHUM aMiHICTpaTOpaM AJIsl yIpaBIiHHS 00JIKOBKaMH,

3 momykoM Ta ¢uUIbTpaMu, Je JaHl 30epiraloThCs 3  xemryBaHHAM. [lig dac

BIIPOBAKCHHA 111 (hopMa BUKOPUCTOBYBAJacsl AJsi MAacOBOTO IMIIOPTY, 3 JIOTYBaHHSIM

nii. Ha puc. 3.22 noka3zaHo CIMCOK KOPUCTYBaviB 3 aBaTapamu.
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PenaryBanHs KOpHCTyBa4a JO3BOJISIE 3MIHIOBATH pOJb, MOCAay Ta CTaryc, 3
OOOB'SI3KOBUM  IMMATBEP/DKCHHSIM TMApOJIA IS KPUTHUYHUX 3MiH, M0 ITiJIBUIILYE
edexTuBHICTh. TecTyBaHHS BUSABUIO €(PEKTUBHICTD y 3ao0IiraHH1 MOMUJIKOBUM 3MiHAM

[45]. Ha puc. 3.23 300paxeHo Gopmy peaaryBaHHS 3 MOISMHU.

Edit User
Ernail *
execulon ] dfaysbarmb.oam

Parmword feave cmpty to heep ¢

Fuall Bdamms *

Tetnna Boadasma

Role
Exprutor -

Basition *
Full-stack poapofine

Hoisly Rate [5)
26

Active Liser

Fancel “

Puc. 3.23. ®opma pegaryBaHHs KOPUCTyBadya

[TinTBepmKeHHS BUIANICHHS KOPHUCTyBada 3'SBISETHCA SIK MOJATbHE BIKHO 3
MOTIEPEKEHHSIM PO HACJIJIKK, BUMaraloy OBTOPHOTO BBOY MapoJIsl aaMiHicTpaTopa
st BukoHaHHs. [le 3amobirae BUIagkoBUM BHUIANIeHHSIM Ta (pikcyeTbes B Jiorax. Ha

puc. 3.24 npeAcTaBIeHO A1aJ0TOBE BIKHO IMiITBEPIKEHHS.

Py Delete User

A o want to colote Temsa Bosoumama? This acti

Cancel m

Puc. 3.24. IlinTBepmKeHHs BUAJICHHS KOPUCTyBaya

3arajjoM, OIlIHKA aJeKBaTHOCTI IOKa3aja, IO CHUCTEMa BIJAIOBIJJa€ BUMOTraM
iH(dopMaTu3allii 3 BUCOKHUM piBHEM €(EKTHUBHOCTI, TECTYBaHHs oxonuwio 95% komy 3

BukopuctanusaMm Jest ta Cypress, a BOpPOBa/KEHHS HA MIANPUEMCTBI MIATBEPAUIIO
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nokpaieHHs npoueciB Ha 40% mopiBHAHO 3 monepeaHiMu iHcTpyMeHTamu. [lonanbiie
MOHITOPHHT 3a0€3MEUNTh CTIMKICTh 10 ONEpaIlifHNX HAaBAaHTAKEHb.

Po3pobiieni  anroputMu  OOpOOKM JaHUX Ta MOJEIIOBaHHS 3a0e3MeuyroTh
edeKTUBHE YOpPAaBIIHHA MpOoeKTamMH iHGopMaTH3alii 3 HaAIMHUM YIPaBIiHHAM
iHdopmMarii, IHTETpyruHM ayTeHTH(IKAII0, KOHTPOJb IOCTYyNy Ta pealbHUM dYac
KOMYHIKalIIii.

Moneni 6a3 gaHuX 1 apxiTEKTypa CHUCTEMH, 3 OCOOWCTHMMH KOMIIOHCHTAMH Ha
Node.js 1 React, rapanTyorh MacmTaboBaHICTh Ta €(PEKTUBHICTh, MIATBEPIKECHI
JiarpaMaMy B3a€MOJIIN.

OnuiHKa aIeKBaTHOCTI Yepe3 TECTYBaHHS Ta BIPOBAKEHHS JEMOHCTPYE CTIMKICTh
70 (YHKIIIOHAJIBHUX TMpo0seM, mokpailytoun pusukd Ha 40% Ta cripusitodn 1udpoBiit

TpaHchopmarlii TiAIPUEMCTB.
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BUCHOBKHA

VY pesynbTari BUKOHaHHA KBamidikaiiiHoi pobotu Ha Temy "lHdopmariiitHa
CHUCTEMa YIpaBIiHHA IPOEKTaMHM 1H(pOpMaThU3alii MIANPUEMCTB" OYJIO JOCATHYTO
3HAQYHUX PE3YJIbTaTIB, K1 BiIOOpakalOTh SIK TEOPETHUYHI, TaK 1 MPAKTUYHI aCMEKTH
CTBOPEHHS €(PEKTUBHOI Ta THYUYKOi CUCTEMH JIJIsl MATPUMKHU IIUPoBOI TpaHCcpopmarii
nignpueMcTB. Po3pobnena iHdopmariiiina cuctema "SystemK", moOymoBana Ha 0asi
cydyacHUX BeO-TexHosorid, 30kpeMa Node.js, Express, React ta SQLite, ycmimHo
IHTErpy€ 1HCTPYMEHTH IUIAHYBaHHS, KOHTPOJIIO BUKOHAHHS Ta KOMYHIKAIlli B €IMHUMN
udpoBUN TIPOCTIp, IO BIJMOBIJIA€ Cy4YaCHUM BHUMOTaM JIO YINPABIIHHA MPOEKTaMU
iHopmaTu3zariii. OcobauBy yBary MpHUAUICHO acleKTaM ONTHMI3allii MPOJyKTUBHOCTI,
0 € KPUTHUYHO BAXKJIUBUM Y KOHTEKCTI OOpOOKM BeNuKoi 1HQopMalli, Takoi sK
(b1HaHCOBI JIaH1, IEPCOHAJBHI BIJIOMOCTI Ta 1HTEJIEKTyalIbHa BIACHICTb.

Ha teopetnunomy piBHI MPOBEACHO KOMILIEKCHUH aHami3 poii iHGopMaliiHux
cucteM Yy 3a0e3mneueHHI €(QEeKTUBHOTO YIPaBIIHHSA MPOEKTaMH 3 YypaxyBaHHSIM
onTUMIi3aIli NpOAYKTUBHOCTI. BcTaHOBIEHO, 1110 TaKi CUCTEMU HE JIMIIE ONTUMI3YIOTh
KOODJMHAIII Ta PO3MOALT PECypCiB, ajlie ¥ BUCTYNAalOTh 1HCTPYMEHTOM JIJIs
MIJBUIICHHS ©(PEKTUBHOCTI 3aBISKH I1HTErparii MeXaHi3MIB OINTHMI3allii, TaKuX SsK
JWT-ayrentudikaiis, XeuryBaHHS JaHUX 3a JONOMOrow berypt Ta oOMEXeHHS
IIBUIKOCTI 3amuTiB. AHAI3 Cy4acHOTO CTaHy NpoOJieMd Ha OCHOBI HAyKOBO1
JITEpaTypyu Ta MATEHTHOTO MOUIYKY BUSBUB TEHIEHLIIO 0 BUKOPUCTAHHS T1OPHUIHUX
MOJICJIEH, SIKI TOE€IHYIOTH agile-MeTomoorii 3 TpaAUuIIMHUMHU MiAXOIaMH, a TaKOX
3pOCTaHHSI PO PEAILHOTO Yacy KOMYHIKaIlli Ta MOAYJIbHUX apXiTeKTyp. [lopiBHIHHS 3
KOMEpUIMHUMH TpOAyKTaMu, Takumu sk Jira, Microsoft Project, Trello, Asana Ta
Monday.com, moxkasano, mo po3poOJieHa CHUCTEMa Ma€ TepeBard y JOKAIBHOMY
30epiraHdi JaHWX, M0 3MEHIIy€e 3aJieKHICTh BiJi XMapHUX CEpBICIB Ta IIiJIBUIILYE
HIBUJIKICTh 0OPOOKH TaHUX.

Ha npaktuuaoMy piBHI cTBOpeHO TmpotoTun cuctemu "SystemK", skuit BKitodae

MOIYJAl i YNpaBIiHHA NPOEKTaMH, 3aBIaHHSIMH, 4Yaramu, (QiHaHcamMu Ta
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nokymeHTamu. OcoOnuBICTIO cucTeMu € iHTerpaiis Kanban-gomku 3 peaibHUM 4acoMm
yaTaMd Ta POJHOBOID MOJEIUTIO JOCTYIy, IO 3a0e3Mmeuye Mpo30piCTh MPOIECIB 1
oOMeXXye JOCTYM JI0 IaHUX BIAMOBIIHO J0 poJsieil kopuctyBadiB. Po3poliieHi anroputmMu
ayTeHTHIKarii, oOpoOKM MBUAKUX 3amuTIB Ta ympaBiiHHia WebSocket-3’enHaHHIMEI
MIPOJICMOHCTPYBAJIN BUCOKY €(EeKTUBHICTh, 3a0€3MeUyI0YH MIBUAKICTh OOpPOOKH 3aluTIiB
mo 100 mMc Ta CTIHKICTH JO TUIIOBMX HaBaHTa)K€Hb, TAKUX SK BEJIMKI 3allUTH, OOMIH
JaHUMH Ta Oararo3ajavyHictb. Mojenb 0a3u JnaHuX, MOOyIOoBaHA 3 YypaxXyBaHHSIM
30BHIIIHIX KJIIOYIB Ta KACKAIHOTO BUJIAJICHHS, TApPAHTYE IUTICHICTh JJAHUX, & JIOTYBaHHS
aKTUBHOCTI y Tabmuui activity log 103BoJisie TPOBOAMTH AyAHUT 1 BHUSIBISITH aHOMAJII.
TectyBanHa cucrtemu, sike oxomwio 95% xkoxy 3a nmomomoror Jest ta Cypress,
MIITBEPUIIO 11 aJIeKBaTHICT, BUMOraM iH(opMaruzallli, a MiJIOTHE BIPOBAHKCHHS Ha
HIJIPUEMCTBI MMOKA3aJ10 MiABUILEHHS eeKTUBHOCTI Ha 40% MOpPIBHIHO 3 MONEPEAHIMU
IHCTPYMEHTaMH.

HaykoBa HOBu3Ha poOOTH mojsirae B IHTErpamii BIIKPUTUX TEXHOJOTIN s
CTBOPEHHSI QIaTUBHOI CUCTEMH, fKa MOEIHYE BI3yali3allil0 MPOEKTHOTO MpOTpecy 3
(1HaHCOBOIO aHANIITUKOIO B pealbHOMY 4acl Ta 3a0e3nedye ONTHMI3alliio JaHUX 4Yepes
OaraTomapoBl MexaHI3MH 00poOku. IlpakTuyHa 3HAUYIIICTh MPOSIBISIETHCS B
MOKJIUBOCTI BHKOPUCTAHHS CHCTEMH Ha MIANPUEMCTBAX JJIA ONTHUMI3aIli pPecypcis,
CKOpPOUYEHHS Yacy Ha KOMYHIKaIllf0 Ta aBTOMaTH3allii 3BITHOCTI, 110 crpusie eeKTUBHIN
uudpoBiii TpaHchopmariii. AmpoOarisi TPOTOTUIY HA CTYAEHTChKUX 300pax Ta
kadenpanpbHUX 3acijaHHSAX OTpUMaia TO3UTHBHI BIATYKH, MIATBEPIKYIOUM HOTO
(GYHKIIOHANBHICTh Ta TOTEHIIAN [JIs MOAAJBIIOT0 PO3BUTKY, 30KpeMa IIISTXOM
1HTerpauii IMTY4YHOrO 1HTEJIEKTY Ta HOBITHIX aJrOpUTMIB ISl ONTHMIi3alii HOBHUX
nporieciB. Takum YuHOM, po3poOjieHa cHUCTeMa € I[HHUM 1HCTPYMEHTOM JIJIst
YIOPABIIHHS MPOEKTaMU 1H(POpMaTH3allii, 110 MOEJHYE THYYKICTb, €()EKTHUBHICTH Ta

MacITabOBaHICTh, BIATIOBIIAI0YM BUKJIMKAM CY4aCHOTO MU(POBOTO CEPEIOBHUIIIA.



57
CIIMCOK BUKOPUCTAHUX JUKEPEJI

1. KoBanpuyk T. T. IHdopmariiiiHi cucTteMH YIpaBIiHHS MPOEKTAMH: TEOpis Ta
npaktuka: MoHorpadis / T. T. Kopansuyk. — K.: LlenTp yuboBoi giteparypu, 2021. — 320
C.

2. Smith J. Project Management Information Systems: Security Considerations. —
New York: Springer, 2022. — 280 p.

3. bBypsuox B. JI. KiGepOesneka: crparerisi, METOOM Ta 3aco0M 3aXHUCTY:
nigpyunuk / B. JI. Bypsdok, B. b. Tony6ko, B. O. Xopomiko, C. B. Tomona. — K.: VT,
2021.-320 c.

4. Bitinpkuii  C. C. 3axucr iHpopMauii B 1H(OpPMALIHUX CHCTEMaX:
monorpadis / C. C. Biteiupkuii. — JIbBiB: JIHY im. IBana ®panka, 2023. — 198 c.

5. Johnson M. Cybersecurity in Enterprise Project Management. — London:
Wiley, 2021. — 312 p.

6. CaBuyk B. I1. [npopmaruzariis mianpueMcTB: acieKTu Oe3MeKu: HaB4Y. MOcCio. /
B. I1. CaBuyk. — K.: KHEY, 2022. — 224 c.

7. Morozova O. Modern Approaches to Information Protection in IT Projects //
Journal of Information Security and Applications. —2023. — Vol. 68. — P. 103—-115.

8. I'pumenko 1. M. ludposa tpanchopmaris mignpuemcts: moHorpadis / 1. M.
I'pumienko. — K.: HAH VYkpainu, 2021. — 245 c.

9. Brown R. Information Security in Project Management Systems: Textbook. —
Boston: MIT Press, 2022. — 310 p.

10. Kpasuenko 0. B. Ynpasmiaas [T-npoexktamu B Ykpaini: HaBu. moci6. / FO. B.
KpaBuenko. — Oneca: OHY im. . I. Meunukona, 2023. — 198 c.

11. Lee S. Security Enhancements in Agile Project Tools // International Journal
of Project Management. —2023. — Vol. 41. — P. 102—114.

12. YIIPABJITHHS IIJITPUEMCTBAMM B HAIJIOHAJIBHIMT EKOHOMILII
YKPAIHU: TEOPETHUYHI TA [MTPAKTHUYHI ACIIEKTU URL:
https://www.economics.in.ua/2025/07/23.html



https://www.economics.in.ua/2025/07/23.html

58
13. Taylor E. Secure File Handling in Enterprise Software // Journal of Systems

and Software. — 2022. — Vol. 185. - P. 111-123.

14. IsanoB A. B. Indopmaru3zaiiis B ynpasiiHHI poekTamu: MoHorpadis / A. B.
IBanoB. — K.: KIII im. Iropst Cikopcebkoro, 2022. — 245 c.

15. Wilson D. Advanced Digital Transformation Measures for Project
Management Tools. — Oxford : Oxford University Press, 2023. — 298 p.

16. KoBanp O. M. Inrterpamis nanux y BeO-cucrtemax: HaBd. moci6. / O. M.
Kosaib. — JIpBiB: BumaBuuntso JIbBiBchKOI nomiTexHiku, 2021. — 210 c.

17. Garcia L. Comparative Analysis of Integration Protocols in Enterprise
Systems // Journal of Information Management. — 2022. — Vol. 8. — P. 45-58.

18. lllepuenko T. I. CywacHi TexHosorii iHdopMaTu3amii AJid MiANPUEMCTB:
moHorpadia / T. I'. IlleBuenko. — XapkiB: XHYPE, 2023. - 312 c.

19. Patel R. Integrating Al in Project Automation Frameworks // International
Journal of Information Management. — 2023. — Vol. 65. — P. 102—116.

20. JIurBunenko A. B. IHdopmariiini cucTemMu B yIpaBIiHHI MPOEKTAMU :
moHorpadisa / A. B. JIutBunenko. — K.: Haykoa qymka, 2020. — 280 c.

21. Kerzner H. Project Management: A Systems Approach to Planning,
Scheduling, and Controlling. — 13th ed. — Hoboken: Wiley, 2022. — 848 p.

22. bougapenko M. @. [HdopmarliiiiHi CUCTEMHU YNPaBIiHHSA MPOEKTAMH : HaBY.
noci6. / M. @. bonaapenko. — XapkiB: XHY im. B. H. Kapaszina, 2022. — 198 c.

23. Schwalbe K. Information Technology Project Management. — 9th ed. —
Boston: Cengage Learning, 2021. — 672 p.

24. Menbuauk B. 1. Yopasninns IT-npoekramu nignpueMcts: monorpadis / B. L.
Mensnuk. — JIpBiB: BuaaBuunrso "Marunomnig", 2023. — 312 c.

25. Ky3pmenko O. C. CyyacHi METOAM YIIPaBIiHHS JaHUMHU Yy BeO-I0JaTKax :
Hagd. 1ioci0. / O. C. Ky3smenko. — Oneca: OJIEKY, 2021. — 224 c.

26. 3axapuenko B. 1. Meromn MonemtoBaHHS —1H(QOPMAIIMHUX  CHCTEM:

moHorpadis / B. I. 3axapuenko. — K.: KHY imeni Tapaca [lleBuenka, 2022. — 256 c.



59

27. Mopo3 b. 1. OOG’exkTHO-Opi€HTOBaHE MPOTPaMyBaHHS Ta MOJICTIOBAHHS:
niapyunuk / b. I. Mopos. — JIsBiB: BunaBuunrso JIbBiBchKkoi momiTexHiku, 2021. — 312
C.

28. Anderson K. Modeling Secure Information Systems for Enterprises. — New
York: Palgrave Macmillan, 2023. — 278 p.

29. Rivera J. Advances in Project Management Modeling Techniques // Journal of
Systems Science and Systems Engineering. — 2022. — Vol. 31. — P. 215-228.

30. [lerpoBcrkuit O. M. MogenoBanHg CHUCTEM 3axucTy iHGopMalii B
NPOEKTHOMY yrpaBiiHHI: MoHorpadis / O. M. Ilerposchkuii. — K.: OcBita Ykpainu,
2022. - 268 c.

31. Kpapuyk 1. B. Meronuku ananizy epeKTUBHOCTI B 1HPOPMAIIHHUX CHUCTEMAaX
nignpueMmctB: miapyunuk / [. B. KpaBuyk. — Xapkis: XHYPE, 2023. — 245 c.

32. Martinez E. Trends in Project Management Optimization: A Comprehensive
Review. — Berlin: De Gruyter, 2022. — 312 p.

33. Chen L. Evaluating Model Adequacy in Enterprise Management Systems //
Computers & Operations Research. —2023. — Vol. 126. — P. 103—118.

34. Jlucenxo JI. A. AnroputmMu oOpoOKM HaHUX B 1H(OpMAIIHHUX CHUCTEMaXx:
moHorpadis / 1. A. Jlucenko. — K.: [Tomrexnika, 2022. — 290 c.

35. I'marrok C. €. Meroau ayreHTUdikamii Ta KOHTPOIIO JOCTYyNy B
KopriopatuBHUX Mepexax: miapyunuk / C. €. I'martok. — Xapkie: XHY im. B. H.
Kapasina, 2023. — 265 c.

36. Kim H. Real-Time Data Processing with Security in Web Applications //
Journal of Network and Computer Applications. —2023. — Vol. 215. - P. 103—117.

37. SIpemenxo H. B. MonentoBaHHs cucTeM yIpaBIiHHS TPOEKTAMH: HaBY. 1MOCIO.
/ H. B. SIpemenko. — JIsBiB: JIHY im. IBana ®@panka, 2021. — 248 c.

38. Cumopenxko B. M. Apxitektypa iHGOpMAIIMHUX CHCTEM YIPABIIHHS:
moHorpadis / B. M. Cunopenxo. — K.: Axanemis, 2023. — 285 c.

39. Robinson T. Modeling and Architecture of Project Systems. — San Francisco:

O’Reilly Media, 2022. — 302 p.



60

40. Txagenko O. B. Apxitekrypa nporpamHoro 3adesnedeHss: mapyyauk / O. B.
Txauenko. — Jlainpo: JIHY im. Onecs ['onuapa, 2023. — 258 c.

41. Wang Y. Database Design for Enterprise Information Systems // Journal of
Database Management. — 2023. — Vol. 34. — P. 112-125.

42. Imutpenko 1. II. TecryBaHHs Ta BOpoBaJKEHHs 1H(MOPMAIIMHUX CHCTEM:
monorpadis / I. I1. JiImutpenko. — K.: HaykoBa mymka, 2023. — 278 c.

43. Smith A. Assessment of Adequacy in Project Management Systems for
Enterprises. — London: Routledge, 2022. — 245 p.

44. KoBansuyk O. B. Meronu ouiHKM €(PEKTUBHOCTI B IPOEKTHOMY YIIPABIIHHI:
Hapu. noci0. / O. B. Kosanpuyk. — Xapkis: XHYPE, 2023. — 210 c.

45. Jones B. Implementation and Testing of Project Management Platforms //

Journal of Information Technology Management. — 2023. — Vol. 34. — P. 89—102.



61
JTIOJATOK A

JlicruHr mporpammu

server.js

require ('dotenv') .config();

const express = require('express');

const cors = require('cors');

const helmet = require('helmet');

const ratelimit = require('express-rate-limit');

const http = require('http');

const { Server } = require('socket.io'");

const { initDatabase } = require('./config/database');
const authRoutes = require('./routes/auth');

const userRoutes = require('./routes/users');

const projectRoutes = require('./routes/projects');

const taskRoutes = require('./routes/tasks');

const commentRoutes = require('./routes/comments');

const chatRoutes = require('./routes/chats');

const expenseRoutes = require('./routes/expenses');

const taskChatRoutes = require('./routes/task-chats');
const documentRoutes = require('./routes/documents');

const milestoneRoutes = require('./routes/milestones');
const notificationRoutes = require('./routes/notifications');
const commentReactionRoutes = require('./routes/comment-reactions');
const reportRoutes = require('./routes/reports');

const activityLogRoutes = require('./routes/activity-log');

const app = express();
const server = http.createServer (app);

const 1o = new Server (server, {
cors: {
origin: process.env.FRONTEND URL || 'http://localhost:3000",
methods: ['GET', 'POST']
}
b
const PORT = process.env.PORT || 5000;

// Middleware

app.use (helmet ());

app.use(cors());

app.use (express.json()) ;

app.use (express.urlencoded ({ extended: true }));
// Rate limiting

const limiter = ratelLimit ({
windowMs: 1 * 60 * 1000, // 1 minute
max: 100

1)
app.use(limiter);
// Stricter rate limiting for auth endpoints

const authlLimiter = ratelLimit ({
windowMs: 1 * 60 * 1000,
max: 5

});

app.use('/api/auth/login', authLimiter);
// Routes

app.use('/api/auth', authRoutes);

app.use('/api/users', userRoutes);
app.use('/api/projects', projectRoutes);
app.use('/api/tasks', taskRoutes);

app.use ('/api/chats', chatRoutes);
app.use ('/api/expenses', expenseRoutes);

(
(
(
app.use('/api/comments', commentRoutes) ;
(
(
app.use ('/api/task-chats', taskChatRoutes);
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app.use ('/api/documents', documentRoutes) ;
app.use('/api/milestones', milestoneRoutes) ;
app.use('/api/notifications', notificationRoutes) ;
app.use('/api/comment-reactions', commentReactionRoutes) ;
app.use ('/api/reports', reportRoutes);
app.use('/api/activity-log', activityLogRoutes) ;
// Static files for uploads
app.use ('/uploads', express.static('uploads'));
// Health check
app.get('/api/health', (req, res) => {
res.json ({ status: 'ok', timestamp: new Date().toISOString() 1}):
P
// WebSocket connection handling
io.on('connection', (socket) => {
console.log('User connected:', socket.id);
// Project chats
socket.on('join-chat', (chatId) => {
socket.join( chat-${chatId}’);
console.log( User ${socket.id} joined chat ${chatId});
1)
socket.on('leave-chat', (chatId) => {
socket.leave ( chat-${chatId} );
1)
socket.on('send-message', (data) => {
io.to( chat-${data.chatId} ) .emit ('new-message', data.message);
1)
socket.on('typing', (data) => {
socket.to( chat-${data.chatId}’ ) .emit ('user-typing', {
userId: data.userlId,
userName: data.userName
)
1)
// Task chats
socket.on('join-task-chat', (taskChatId) => {
socket.join( task-chat-${taskChatId} );
console.log( User ${socket.id} joined task chat ${taskChatId});
1)
socket.on('leave-task-chat', (taskChatId) => {
socket.leave ( task-chat-${taskChatId} );
1)
socket.on('send-task-message', (data) => {
io.to( task-chat-${data.taskChatId} ) .emit ('new-task-message', data.message);
1)
socket.on('task-typing', (data) => {
socket.to( task-chat-${data.taskChatId} ) .emit ('task-user-typing', {
userId: data.userId,
userName: data.userName
}) i
1)
// Notifications
socket.on('join-notifications', (userId) => {
socket.join (‘user-${userId} ) ;
console.log( User ${socket.id} joined notifications for user ${userId}’);
1)
socket.on('leave-notifications', (userId) => {
socket.leave (user-${userId} ) ;
1)
socket.on('disconnect', () => {
console.log('User disconnected:', socket.id);
1)
P
// Helper function to send notification via WebSocket
const sendNotification = (userId, notification) => {
io.to( user-${userId} ) .emit ('new-notification', notification);
}i
// Export io for use in other modules
module.exports.io = io;
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module.exports.sendNotification = sendNotification;
// Error handling middleware
app.use((err, req, res, next) => {
console.error (err.stack);
res.status (500) .json({ error: 'Something went wrong!' });

1)
// Initialize database and start server
initDatabase ()
.then(() => {
server.listen (PORT, () => {
console.log( Server running on port ${PORT}");
1)
})

.catch((err) => {

console.error ('Failed to initialize database:', err);
process.exit (1) ;
})
module.exports = { app, io };
database.js
const sqglite3 = require('sglite3') .verbose();
const path = require('path');
const dbPath = path.join( dirname, '../../database.sglite');

const db = new sqglite3.Database (dbPath, (err) => {
if (err) {
console.error ('Database connection error:', err);
} else {
console.log('Connected to SQLite database');
}
}) i
// Enable foreign keys
db.run ('PRAGMA foreign keys = ON');
const initDatabase = () => {
return new Promise ((resolve, reject) => {
db.serialize (() => {
// Users table
db.run (°
CREATE TABLE IF NOT EXISTS users (
id INTEGER PRIMARY KEY AUTOINCREMENT,
email TEXT UNIQUE NOT NULL,
password hash TEXT NOT NULL,
full name TEXT NOT NULL,
role TEXT CHECK(role IN ('admin', 'manager', 'executor')) NOT NULL,
position TEXT,
hourly rate REAL DEFAULT O,
avatar url TEXT,
is_active INTEGER DEFAULT 1,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
updated at DATETIME DEFAULT CURRENT TIMESTAMP
)
N) g
// Projects table
db.run ("
CREATE TABLE IF NOT EXISTS projects (
id INTEGER PRIMARY KEY AUTOINCREMENT,
name TEXT NOT NULL,
description TEXT,
status TEXT CHECK (status IN ('planning', 'active', 'completed', 'archived'))
DEFAULT 'planning',
priority TEXT CHECK (priority IN ('low', 'medium', 'high', 'critical'))
DEFAULT 'medium',
start date DATE,
end date DATE,
budget REAL DEFAULT O,
manager id INTEGER NOT NULL,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
updated at DATETIME DEFAULT CURRENT TIMESTAMP,



FOREIGN KEY (manager id) REFERENCES users(id) ON DELETE CASCADE
)
V)i
// Project members table (many-to-many)
db.run ("
CREATE TABLE IF NOT EXISTS project members (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER NOT NULL,
user id INTEGER NOT NULL,
joined at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE,
FOREIGN KEY (user id) REFERENCES users(id) ON DELETE CASCADE,
UNIQUE (project id, user id)
)
V)i
// Tasks table
db.run ("
CREATE TABLE IF NOT EXISTS tasks (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER NOT NULL,
title TEXT NOT NULL,
description TEXT,
type TEXT CHECK (type IN ('feature', 'bug', 'improvement', 'research'))
DEFAULT 'feature',
status TEXT CHECK(status IN ('planned', 'in progress', 'review',
'completed')) DEFAULT 'planned',
priority TEXT CHECK (priority IN ('low', 'medium', 'high', 'critical'))
DEFAULT 'medium',
column number INTEGER DEFAULT O,
position INTEGER DEFAULT O,
estimated hours REAL DEFAULT O,
actual hours REAL DEFAULT O,
assignee id INTEGER,
author id INTEGER NOT NULL,
deadline DATE,
completed at DATETIME,
created_at DATETIME DEFAULT CURRENT TIMESTAMP,
updated_at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE,
FOREIGN KEY (assignee id) REFERENCES users(id) ON DELETE SET NULL,
FOREIGN KEY (author id) REFERENCES users(id) ON DELETE CASCADE
)
)i
// Comments table
db.run ("
CREATE TABLE IF NOT EXISTS comments (
id INTEGER PRIMARY KEY AUTOINCREMENT,
task id INTEGER NOT NULL,
authoriid INTEGER NOT NULL,
content TEXT NOT NULL,
isiedited INTEGER DEFAULT O,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
updated at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (task id) REFERENCES tasks(id) ON DELETE CASCADE,
FOREIGN KEY (authoriid) REFERENCES users (id) ON DELETE CASCADE
)
)
// Time logs table
db.run ("
CREATE TABLE IF NOT EXISTS time logs (
id INTEGER PRIMARY KEY AUTOINCREMENT,
taskiid INTEGER NOT NULL,
useriid INTEGER NOT NULL,
hours REAL NOT NULL,
description TEXT,
log date DATE NOT NULL,
created at DATETIME DEFAULT CURRENT TIMESTAMP,



FOREIGN KEY (task id) REFERENCES tasks(id) ON DELETE CASCADE,
FOREIGN KEY (user id) REFERENCES users(id) ON DELETE CASCADE

)
N
// Documents table
db.run ("
CREATE TABLE IF NOT EXISTS documents (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER,
task id INTEGER,
name TEXT NOT NULL,
file size INTEGER,
file url TEXT NOT NULL,
uploaded by INTEGER NOT NULL,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE,
FOREIGN KEY (task id) REFERENCES tasks(id) ON DELETE CASCADE,
FOREIGN KEY (uploaded by) REFERENCES users (id) ON DELETE CASCADE
)
N
// Expenses table
db.run ("
CREATE TABLE IF NOT EXISTS expenses (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER NOT NULL,
category TEXT CHECK (category IN ('salary', 'software', 'hardware',

'services', 'other')) NOT NULL,

amount REAL NOT NULL,
currency TEXT DEFAULT 'UAH',
description TEXT,
expense date DATE NOT NULL,
approved by INTEGER,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE,
FOREIGN KEY (approved by) REFERENCES users(id) ON DELETE SET NULL
)
)i
// Chats table
db.run ("
CREATE TABLE IF NOT EXISTS chats (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER NOT NULL,
name TEXT NOT NULL,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE
)
N
// Chat members table
db.run ("
CREATE TABLE IF NOT EXISTS chat members (
id INTEGER PRIMARY KEY AUTOINCREMENT,
chat id INTEGER NOT NULL,
user id INTEGER NOT NULL,
last read at DATETIME DEFAULT CURRENT TIMESTAMP,
joinedﬁat DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (Chatiid) REFERENCES chats (id) ON DELETE CASCADE,
FOREIGN KEY (useriid) REFERENCES users (id) ON DELETE CASCADE,
UNIQUE (chat id, user id)
)
V)i
// Messages table
db.run ("
CREATE TABLE IF NOT EXISTS messages (
id INTEGER PRIMARY KEY AUTOINCREMENT,
chat id INTEGER NOT NULL,
author id INTEGER NOT NULL,
message type TEXT CHECK (message type IN ('text', 'file')) DEFAULT 'text'
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)
O

content TEXT NOT NULL,

created at DATETIME DEFAULT CURRENT TIMESTAMP,

FOREIGN KEY (chat id) REFERENCES chats(id) ON DELETE CASCADE,
FOREIGN KEY (author id) REFERENCES users(id) ON DELETE CASCADE

// Notifications table
db.run (°
CREATE TABLE IF NOT EXISTS notifications (

)

N)

id INTEGER PRIMARY KEY AUTOINCREMENT,

user id INTEGER NOT NULL,

type TEXT NOT NULL,

title TEXT NOT NULL,

content TEXT,

link TEXT,

is read INTEGER DEFAULT O,

created at DATETIME DEFAULT CURRENT TIMESTAMP,

FOREIGN KEY (user id) REFERENCES users(id) ON DELETE CASCADE

// Activity log table (audit trail)
db.run ("
CREATE TABLE IF NOT EXISTS activity_log (

)

Y

id INTEGER PRIMARY KEY AUTOINCREMENT,

user_id INTEGER NOT NULL,

action TEXT NOT NULL,

entity type TEXT NOT NULL,

entity id INTEGER NOT NULL,

details TEXT,

ip _address TEXT,

user agent TEXT,

created at DATETIME DEFAULT CURRENT TIMESTAMP,

FOREIGN KEY (user id) REFERENCES users(id) ON DELETE CASCADE

// Comment reactions table (emoji reactions)
db.run (°
CREATE TABLE IF NOT EXISTS comment reactions (

)

s

id INTEGER PRIMARY KEY AUTOINCREMENT,

comment id INTEGER NOT NULL,

user id INTEGER NOT NULL,

emoji TEXT NOT NULL,

Created_at DATETIME DEFAULT CURRENT_TIMESTAMP,

FOREIGN KEY (comment id) REFERENCES comments (id) ON DELETE CASCADE,
FOREIGN KEY (user id) REFERENCES users(id) ON DELETE CASCADE,
UNIQUE (comment id, user id, emoji)

// Task chats table
db.run (°
CREATE TABLE IF NOT EXISTS taskichats (

)

Y)

id INTEGER PRIMARY KEY AUTOINCREMENT,

task id INTEGER NOT NULL UNIQUE,

created at DATETIME DEFAULT CURRENT TIMESTAMP,

FOREIGN KEY (task id) REFERENCES tasks(id) ON DELETE CASCADE

// Task chat messages table
db.run ("
CREATE TABLE IF NOT EXISTS task chat messages (

id INTEGER PRIMARY KEY AUTOINCREMENT,

task chat id INTEGER NOT NULL,

authoriid INTEGER NOT NULL,

content TEXT NOT NULL,

message type TEXT CHECK (message_ type IN ('text', 'file')) DEFAULT 'text',
created at DATETIME DEFAULT CURRENT TIMESTAMP,

FOREIGN KEY (task chat id) REFERENCES task chats(id) ON DELETE CASCADE,
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FOREIGN KEY (authoriid) REFERENCES users (id) ON DELETE CASCADE
)
)
// Milestones table
db.run ("
CREATE TABLE IF NOT EXISTS milestones (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER NOT NULL,
title TEXT NOT NULL,
description TEXT,
due date DATE,
status TEXT CHECK(status IN ('pending', 'in progress', 'completed')) DEFAULT

'pending’,

NULL,

created at DATETIME DEFAULT CURRENT TIMESTAMP,
updated at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE
)
V)
// Document categories table
db.run ("
CREATE TABLE IF NOT EXISTS document categories (
id INTEGER PRIMARY KEY AUTOINCREMENT,
name TEXT NOT NULL,
created_at DATETIME DEFAULT CURRENT TIMESTAMP
)
)i
// Add category to documents table if not exists
db.run ("
CREATE TABLE IF NOT EXISTS documents new (
id INTEGER PRIMARY KEY AUTOINCREMENT,
project id INTEGER,
task_id INTEGER,
name TEXT NOT NULL,
category id INTEGER,
file size INTEGER,
file_url TEXT NOT NULL,
file type TEXT,
uploaded by INTEGER NOT NULL,
version INTEGER DEFAULT 1,
created at DATETIME DEFAULT CURRENT TIMESTAMP,
FOREIGN KEY (project id) REFERENCES projects(id) ON DELETE CASCADE,
FOREIGN KEY (task_id) REFERENCES tasks (id) ON DELETE CASCADE,
FOREIGN KEY (category id) REFERENCES document categories(id) ON DELETE SET

FOREIGN KEY (uploaded by) REFERENCES users(id) ON DELETE CASCADE
)
V)
// Migrate data from old documents table if exists
db.run ("
INSERT OR IGNORE INTO documents new (id, project id, task id, name, file size,

file url, uploaded by, created at)

SELECT id, project id, task id, name, file size, file url, uploaded by,

created at

FROM documents
)i
db.run ( DROP TABLE IF EXISTS documents’);
db.run ( ALTER TABLE documents new RENAME TO documents', (err) => ({
if (err) {
reject (err);
} else {
console.log('Database tables initialized');
resolve () ;
}
)i
// Create indexes
db.run ('CREATE INDEX IF NOT EXISTS idx tasks project ON tasks(project id)"');
db.run ('CREATE INDEX IF NOT EXISTS idx tasks assignee ON tasks (assignee_ id)

-~

)i



db.run ('CREATE INDEX IF NOT EXISTS

db.run ('CREATE INDEX IF NOT EXISTS

db.run ('CREATE INDEX IF NOT EXISTS

db.run ('CREATE INDEX IF NOT EXISTS

db.run ('CREATE INDEX IF NOT EXISTS
task chat messages(task chat id)"');

db.run ('CREATE INDEX IF NOT EXISTS
milestones (project id)');
db.run ('CREATE INDEX IF NOT EXISTS
documents (project id)"');
db.run ('CREATE INDEX
db.run ('CREATE INDEX
notifications(user_id)"'");
db.run ('CREATE INDEX
activity log(user id)');
db.run ('CREATE INDEX IF NOT EXISTS
activity log(entity type, entity id)"');
db.run ('CREATE INDEX IF NOT EXISTS
comment reactions (comment id)");
1)
1)
}i

module.exports =

IF NOT EXISTS
IF NOT EXISTS

IF NOT EXISTS

{ db, initDatabase };

authController.js

const bcrypt = require('bcryptjs');
const jwt = require('jsonwebtoken');
const { db } =
const login = => {
req.body;

async (req, res)

const { email, password } =

if (lemail || !password) {
return res.status(400).json({ error:

}

db.get (
'SELECT * FROM users WHERE email =
[email],
async (err, user) => {
if (err) {

return res.status(500).7json({ error:

}

if (l'user) {

return res.status(401).Json({ error:

}

const isValidPassword =
if (!isValidPassword) {
return res.status (401)
}
const token =
{
id: user.id,
email: user.email,
role: user.role
b
process.env.JWT_ SECRET,
{ expiresIn: '8h' }
);
res.json ({
token,
user: {
id: user.id,
email: user.email,
full name: user.full name,
role: user.role,
position: user.position,
avatar url: user.avatar url

Jjwt.sign (

? AND is active =

.Json ({ error:
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idx comments task ON comments(task id)")
idx time logs task ON time logs (task id)
idx messages chat ON messages (chat id) ')
idx task chats task ON task chats(task i
idx task chat messages chat ON

-~

)i

d)');

idx milestones_project ON
idx documents project ON

idx documents task ON documents(task id)");
idx notifications user ON

idx activity log user ON
idx activity log entity ON

idx comment reactions comment ON

require('../config/database');

1)

'Email and password are required'

1,

'Database error'

1)

'Invalid credentials'

1)

await bcrypt.compare (password, user.password hash);

'Invalid credentials'

1)
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}
)
}i

const register = async (req, res) => {
const { email, password, full name, role, position, hourly rate } = reqg.body;
if (lemail || !password || !full name || !role) {

return res.status(400).json({ error: 'Missing required fields' });
}
try {
const hashedPassword = await bcrypt.hash (password, 10);
db.run (
"INSERT INTO users (email, password hash, full name, role, position, hourly rate)
VALUES (2, 2, 2, 2, 2, 2)°,
[email, hashedPassword, full name, role, position || null, hourly rate || 0],
function (err) {
if (err) {
if (err.message.includes ('UNIQUE')) {
return res.status(400).json({ error: 'Email already exists' });
}
return res.status(500).json({ error: 'Failed to create user' });
}
res.status (201) .json ({
message: 'User created successfully',
userId: this.lastID
P
}
)i

} catch (error) {

res.status (500) .json({ error: 'Failed to hash password' });
}
}i
const getProfile = (req, res) => {
db.get (

'SELECT id, email, full name, role, position, hourly rate, avatar url, created at
FROM users WHERE id = ?',
[reg.user.id]
(err, user) =
if (err) {
return res.status(500).Json({ error: 'Database error' });
}
if (l'user) {
return res.status(404).json({ error: 'User not found' });
}

res.json (user) ;

>

}
)i
}i
module.exports = { login, register, getProfile };

activity-logger.js

const { db } = require('../config/database');
/**
* Activity logger middleware - logs important actions to activity log table
* Usage: Pass this middleware after authenticateToken and before your route handler
*
* @param {string} action - Action description (e.g., 'created',6 'updated',6 'deleted')
* @param {string} entityType - Type of entity (e.g., 'project',6 'task',6 'user')
*/
const logActivity = (action, entityType) => {
return (req, res, next) => {
// Store original json method
const originalJdson = res.json;
// Override res.]json to capture successful responses
res.json = function (data) {

// Only log on successful operations (2xx status codes)
if (res.statusCode >= 200 && res.statusCode < 300) {
// Extract entity ID from response or request
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const entityId = data.id || reqg.params.id || null;
// Prepare details
const details = JSON.stringify ({
method: reg.method,
path: reqg.path,
body: reqg.body,
params: reqg.params,
query: reg.query
1)
// Get client information
const ipAddress = reqg.ip || reg.connection.remoteAddress;
const userAgent = req.get('user-agent') || 'unknown';
// Insert activity log
if (reg.user && entityId) {
const query =
INSERT INTO activity log (user id, action, entity type, entity id, details,
ip address, user_agent)
VALUES (2, 2, 2, 2?2, 2, 2, ?)

db.run (query, [reg.user.id, action, entityType, entityId, details, ipAddress,
userAgent], (err) => {
if (err) {
console.error ('Failed to log activity:', err);

1) ;
}
}
// Call original Jjson method
return originalJdson.call (this, data);
}i
next () ;
}i
}i
/**
* Helper function to log activity directly (for use outside middleware)
*/
const logActivityDirect = (userId, action, entityType, entityId, details, ipAddress,
userAgent) => {
const query =
INSERT INTO activity log (user id, action, entity type, entity id, details,
ip address, user_ agent)
VALUES (2, 2, 2, 2?2, 2, 2, ?)
const detailsJson = typeof details === 'string' ? details : JSON.stringify(details);
db.run (query, [userId, action, entityType, entityId, detailsJson, ipAddress,
userAgent], (err) => {
if (err) {
console.error('Failed to log activity:', err);
}
1) ;
}i
module.exports = { logActivity, logActivityDirect };

auth.js
const jwt = require('jsonwebtoken');
const authenticate = (req, res, next) => {
const token = reqg.headers.authorization?.split (' ") [1];
if ('token) {
return res.status(401).json({ error: 'Authentication required' });
}
try |

const decoded = jwt.verify(token, process.env.JWT SECRET);
reg.user = decoded;
next () ;
} catch (error) {
return res.status(401).json({ error: 'Invalid token' });



}i
const isAdmin = (req, re
if (reg.user.role !==
return res.status (40
}
next () ;
}i
const isManager = (req,
if (reg.user.role !==
return res.status (40
}
next () ;
}i

module.exports = { authe

activity-log.js

const express = require (
const router = express.R
const { db } = require('

const { authenticate } =
// Get activity log for
router.get ('/task/:taskI
db.all(
"SELECT al.*, u.full
FROM activity log a
INNER JOIN users u
WHERE al.entity typ

LIMIT 100,
[req.params.taskId],
(err, logs) => {

s, next) => {
'admin') {

3).json({ error: 'Admin

res, next) => {

access required' });

'admin' && req.user.role !== 'manager') {
3).json({ error: 'Manager access required' });

nticate, isAdmin, isManager };

'express');
outer () ;
../config/database"') ;

require('../middlewares/auth');

a task
d', authenticate, (req,

_nhame as user_name

1
ON al.user id = u.id

res) => {

e = 'task' AND al.entity id = 7
ORDER BY al.created at DESC

if (err) return res.status(500).json({ error: 'Database error' });

res.json (logs) ;

1)
// Get activity log for

a project

router.get ('/project/:projectId', authenticate, (req, res) => {
db.all(
"SELECT al.*, u.full name as user name
FROM activity log al
INNER JOIN users u ON al.user id = u.id
WHERE al.entity type = 'project' AND al.entity id = ?
ORDER BY al.created at DESC
LIMIT 1007,
[reg.params.projectId],
(err, logs) => {
if (err) return res.status(500).json({ error: 'Database error' });

res.json (logs);
}
) 7
1)
// Get all activity log

for a user (their actions)

router.get ('/user/:userId', authenticate, (req,
// Only admins or the user themselves can view their activity log

if (reg.user.role !==

return res.status (403).json({ error:

}
db.all(

'admin' && reqg.user.id

"SELECT al.*, u.full name as user name
FROM activity log al

INNER JOIN users u
WHERE al.user id =

ON al.user id = u.id
2

ORDER BY al.created at DESC

LIMIT 100°,
[reg.params.userId],
(err, logs) => {

res) => {

!== parselnt (reg.params.userId))

'Permission denied' });

{
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if (err) return res.status(500).json({ error: 'Database error'

res.json (logs);

1)

// Get recent activity across all projects the user has access to

router.get ('/recent', authenticate, (req, res) => {
const { limit = 50 } = reqg.query;
let query =

SELECT al.*, u.full name as user name
FROM activity log al
INNER JOIN users u ON al.user id = u.id
let params = [];
// Filter based on user role

if (reg.user.role === 'executor') {
// Executors see activity from their projects only
query +=
WHERE (
(al.entity type = 'project' AND al.entity id IN (

SELECT project id FROM project members WHERE user id = ?
))
OR
(al.entity type = 'task' AND al.entity id IN (

SELECT t.id FROM tasks t

)

INNER JOIN project members pm ON t.project id = pm.project id

WHERE pm.user id = ?
))

params = [reg.user.id, reqg.user.id];
} else if (reg.user.role === 'manager') {
// Managers see activity from projects they manage
query +=
WHERE (
(al.entity type = 'project' AND al.entity id IN (
SELECT id FROM projects WHERE manager id = ?
))
OR
(al.entity type = 'task' AND al.entity id IN (
SELECT t.id FROM tasks t
INNER JOIN projects p ON t.project id = p.id
WHERE p.manager id = ?
))

params = [reqg.user.id, req.user.id];

}

// Admins see all activity (no WHERE clause needed)

query += ~ ORDER BY al.created at DESC LIMIT ?°;

params.push (parselInt (limit));

db.all (query, params, (err, logs) => {
if (err) return res.status(500).json({ error: 'Database error'
res.json(logs);

1)

1)

module.exports = router;

auth.js

const express = require('express');

const router = express.Router();

const { login, register, getProfile } = require('../controllers/authController');
const { authenticate } = require('../middlewares/auth');

router.post('/login', login);

router.post('/register', register);

router.get ('/profile', authenticate, getProfile);
module.exports = router;

1) ;
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chats.js

const express = require('express');

const router = express.Router();

const { db } = require('../config/database');

const { authenticate } = require('../middlewares/auth');

// Get chats for a project

router.get ('/project/:projectId', authenticate, (req, res) => {
db.all(

"SELECT c.*,
(SELECT COUNT (*) FROM messages WHERE chat id
FROM chats c¢
WHERE c.project id = ?°,
[reg.params.projectId],

, chats) => {

(err
if

(err) return res.status(500).json({ error:

res.json (chats);

}
)7
})

= c.1id) as message count

'Database error' });

// Create chat
router.post('/', authenticate, (req, res) => {
const { project id, name } = req.body;
// Check if user is project member or manager
db.get (
"SELECT p.manager id FROM projects p WHERE p.id = 2?7,
[project id],
(err, project) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!'project) return res.status(404).json({ error: 'Project not found' });
if (reqg.user.role !== 'admin' && project.manager id !== reqg.user.id) {
return res.status(403).Json({ error: 'Permission denied' });

}
db

[project

this.las

) ;
}
) ;
});

.run (

'"INSERT INTO chats (project_id, name) VALUES (?,
[project id, name],
function (err) {

if (err)

return res.status(500).json({ error:

// Add all project members to the chat
db.all('SELECT user id FROM project members WHERE project id = ?',

_id], (err,

members) => ({

if (err) {
console.error ('Failed to get project members');
return;

}

const chatId = this.lastID;
members.forEach (member => {
db.run (

'"INSERT INTO chat members

[chatId, member.user id],
(err) => {
if (err) console.error('Failed to add chat member');

)i
1)

res.status (201) .json ({ message:

tID });
}

// Get messages for a chat

router.get ('/:chatId/messages', authenticate, (req, res)
limit = req.query.limit || 50;

offset = reqg.query.offset || O;

const
const

)y

'Failed to create chat' });

(chat _id, user id) VALUES (2, ?)°',

'Chat created successfully', chatId:

=>
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db.all(

"SELECT m.*, u.full name as author name, u.avatar url as author avatar

FROM messages m

INNER JOIN users u ON m.author id = u.id

WHERE m.chat id = ?

ORDER BY m.created at DESC

LIMIT ? OFFSET ?°,

[reg.params.chatId, limit, offset],

(err, messages) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json (messages.reverse());

1) ;
// Send message
router.post('/:chatId/messages', authenticate, (req, res) => {
const { content, message type } = reqg.body;
// Check if user is member of the chat
db.get (
'SELECT * FROM chat members WHERE chat id = ? AND user id = ?',
[reg.params.chatId, reqg.user.id],
(err, member) => {

if (err) return res.status(500).json({ error: 'Database error' });
if (!member) return res.status(403).json({ error: 'Not a member of this chat' });
db.run (

'INSERT INTO messages (chat id, author id, message_ type, content) VALUES (?, ?,

?I ?)'r
[reqg.params.chatld, req.user.id, message type || 'text', content],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to send message' });

res.status (201) .json ({ message: 'Message sent successfully', messageld:
this.lastID });
}
)
}
)
1)
// Update last read timestamp
router.post('/:chatId/read', authenticate, (req, res) => {

db.run (
'UPDATE chat_members SET last_read_at = CURRENT TIMESTAMP WHERE chat_id = 7? AND
user id = ?',

[reg.params.chatId, reqg.user.id],

function (err) {
if (err) return res.status(500).json({ error: 'Database error' });
res.json ({ message: 'Read timestamp updated' });

1)
// Get unread message count
router.get ('/:chatId/unread', authenticate, (req, res) => {
db.get (
"SELECT COUNT (*) as unread count
FROM messages m
INNER JOIN chat members cm ON m.chat id = cm.chat id
WHERE m.chat id = ? AND cm.user id = ? AND m.created at > cm.last read at’,
[reg.params.chatId, reqg.user.id],
(err, result) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json({ unread count: result.unread count });

P

module.exports = router;

comment-reactions.js

const express = require('express');
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const router = express.Router();

const { db } = require('../config/database');

const { authenticate } = require('../middlewares/auth');

// Get all reactions for a comment

router.get ('/comment/:commentId', authenticate, (req, res) => {

const query =
SELECT cr.*, u.full name, u.avatar url
FROM comment reactions cr
JOIN users u ON cr.user id = u.id
WHERE cr.comment id = ?
ORDER BY cr.created at DESC

db.all (query, [reg.params.commentId], (err, reactions) => {

if (err) {
return res.status(500).json({ error: 'Failed to fetch reactions' });

}
// Group by emoji

const grouped = reactions.reduce((acc, reaction) => {
if (lacc[reaction.emoji]) {
accl[reaction.emoji] = {

emoji: reaction.emoji,
count: O,
users: [],
userReacted: false
}i
}
accl[reaction.emoji] .count++;
acc[reaction.emoji] .users.push ({
id: reaction.user id,
full name: reaction.full name,
avatar url: reaction.avatar url
1)
if (reaction.user id === req.user.id) {
acc[reaction.emoji] .userReacted = true;
}
return acc;
oo A1)
res.json (Object.values (grouped)) ;
1)
}) i

// Add or remove reaction

router.post ('/comment/:commentId', authenticate, (req, res) => {
const { emoji } = req.body;
const { commentId } = reqg.params;
if (l'emoji) {
return res.status(400).Json({ error: 'Emoji is required' });

}
// Check if reaction already exists
db.get (
'SELECT * FROM comment reactions WHERE comment id = ? AND user id = ? AND emoji =
>Rl
[commentId, reqg.user.id, emojil],
(err, existing) => {
if (err) {
return res.status(500).json({ error: 'Database error' });
}
if (existing) {
// Remove reaction
db.run (
'DELETE FROM comment reactions WHERE id = ?',
[existing.id],
function (err) {
if (err) {
return res.status(500).json({ error: 'Failed to remove reaction' });
}

res.json({ message: 'Reaction removed', action: 'removed' });
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) ;
} else {
// Add reaction
db.run (
'INSERT INTO comment reactions (comment id, user id, emoji) VALUES (2, 2,

[commentId, req.user.id, emojil,
function (err) {
if (err) {
return res.status(500).json({ error: 'Failed to add reaction' });
}
res.status (201) .json ({
message: 'Reaction added',
action: 'added',
id: this.lastID
1)

module.exports = router;

comments.js

const express = require('express');

const router = express.Router();

const { db } = require('../config/database');

const { authenticate } = require('../middlewares/auth');

// Get all comments for a task
router.get ('/task/:taskId', authenticate, (req, res) => {
db.all(
"SELECT c.*, u.full name as author name, u.avatar url as author avatar, u.position
as author position
FROM comments c
INNER JOIN users u ON c.author id = u.id
WHERE c.task id = ?
ORDER BY c.created at ASC’,
[reqg.params.taskId],
(err, comments) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json (comments) ;
}
)
)
// Create comment
router.post('/', authenticate, (req, res) => {

const { task id, content, mentioned users } = req.body;
if (!task id || !content) {
return res.status(400).json({ error: 'Task ID and content are required' });
}
db.run (

'"INSERT INTO comments (task id, author id, content) VALUES (2, 2, ?)',
[task id, req.user.id, content],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to create comment' });
const commentId = this.lastID;
// Get task title for notification
db.get ('SELECT title FROM tasks WHERE id = ?', [task id], (err, task) => {

if (err || 'task) {
console.error('Failed to fetch task for notification:', err);
return res.status (201).json({ message: 'Comment created successfully',

commentId });

}
// Send notifications to mentioned users
if (mentioned users && Array.isArray(mentioned users) && mentioned users.length



const { sendNotification } = require('../server');
mentioned users.forEach (userId => {
// Don't notify the author
if (userId !== req.user.id) {
db.run (
"INSERT INTO notifications (user id, type, title, content, link)
VALUES (2, 2, 2?2, 2, ?2)°
[
userld,
'mention',
"${reg.user.full name} 3ramakr Bac y KOMeHTapi ',
‘BaBmaHHg: S{task.title},
‘/tasks/${task_id}"
] 4
function (notifErr) {
if (!'notifErr && sendNotification) {
// Send real-time notification

4

db.get ('"SELECT * FROM notifications WHERE id = ?' [this.lastID],

’
(err, notification) => {

if (!err && notification) {
sendNotification (userId, notification);
}
})

res.status (201) .json ({ message: 'Comment created successfully', commentId });
1) ;
}
) i
1)
// Update comment

router.put ('/:1d', authenticate, (req, res) => {

const { content } = req.body;

db.get ('SELECT * FROM comments WHERE id = ?', [reqg.params.id], (err, comment) => {
if (err) return res.status(500).]json({ error: 'Database error' });
if (!comment) return res.status(404).json({ error: 'Comment not found' });
// Only author can edit their comment
if (comment.author id !== req.user.id) ({

return res.status(403).json({ error: 'Permission denied' });

}
db. run (

'UPDATE comments SET content = ?, is edited = 1, updated at = CURRENT TIMESTAMP
WHERE id = ?°',
[content, reqg.params.id],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to update comment' });
res.json ({ message: 'Comment updated successfully' });

1)
});
// Delete comment
router.delete('/:1d', authenticate, (req, res) => {
db.get (
"SELECT c.*, t.project id, p.manager id
FROM comments c
INNER JOIN tasks t ON c.task id = t.id
INNER JOIN projects p ON t.project id = p.id
WHERE c.id = ?°
[reg.params.id],
(err, comment) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!comment) return res.status(404).json({ error: 'Comment not found' });

4
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// RAuthor can delete their comment, project manager can delete any comment in
their project

const canDelete = comment.author id === req.user.id ||
reqg.user.role === 'admin' ||
comment .manager id === req.user.id;
if (!canDelete) {
return res.status(403).json({ error: 'Permission denied' });

}

db.run ('DELETE FROM comments WHERE id = ?', [reg.params.id], function (err) {
if (err) return res.status(500).json({ error: 'Failed to delete comment' });

res.json ({ message: 'Comment deleted successfully' });

1) i

P

module.exports = router;

documents.js

const express = require('express');

const router = express.Router();

const multer = require('multer');

const path = require('path');

const fs = require('fs');

const { db } = require('../config/database');

const { authenticate } = require('../middlewares/auth');

// Configure multer for file uploads
const storage = multer.diskStorage ({

destination: (req, file, cb) => {
const uploadDir = path.join(_ dirname, '../../uploads/documents');
if (!fs.existsSync(uploadDir)) {

fs.mkdirSync (uploadDir, { recursive: true });
}
cb (null, uploadDir);
bo
filename: (req, file, cb) => {
const uniqueSuffix Date.now() + '-' 4+ Math.round (Math.random() * 1E9);
cb(null, uniqueSuffix + path.extname(file.originalname)) ;

}
})
const upload = multer ({
storage: storage,
limits: { fileSize: 50 * 1024 * 1024 }, // 50MB limit
fileFilter: (req, file, cb) => {
// Allow common file types
const allowedTypes = /pdf|doc|docx|xls|xlsx|pptlpptxltxt|jpglipeglpnglgif|ziplrar/;
const extname = allowedTypes.test (path.extname (file.originalname) .toLowerCase()) ;
const mimetype = allowedTypes.test(file.mimetype) ;
if (mimetype && extname) {
return cb(null, true);
}
cb (new Error ('Invalid file type')):
}
})

// Get all document categories

router.get ('/categories', authenticate, (req, res) => {
db.all('SELECT * FROM document categories ORDER BY name', (err, categories) => {
if (err) return res.status(500).json({ error: 'Database error' });

res.json (categories);
1)
1)

// Create document category (admin/manager only)

router.post('/categories', authenticate, (req, res) => {
if (reg.user.role !== 'admin' && reqg.user.role !== 'manager') {
return res.status(403).Json({ error: 'Permission denied' });
}
const { name } = reqg.body;

if (!name) return res.status(400).json({ error: 'Name is required' 1});
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db.run (
'INSERT INTO document categories (name) VALUES (?)',
[name],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to create category' 1});
res.status (201) .json({ id: this.lastID, name });

1)
// Get documents for project
router.get ('/project/:projectId', authenticate, (req, res) => {
const { projectId } = reqg.params;
const { category id } = reqg.query;
let query = °
SELECT d.*,
u.full name as uploaded by name,
dc.name as category name
FROM documents d
INNER JOIN users u ON d.uploaded by = u.id
LEFT JOIN document categories dc ON d.category id = dc.id
WHERE d.project id = ?

’

const params = [projectId];
if (category id) {
query += ' AND d.category id = ?2';

params.push (category id);

}

query += ' ORDER BY d.created at DESC';
db.all (query, params, (err, documents) => ({
if (err) return res.status(500).json({ error: 'Database error' });

res.json (documents) ;
});
1) ;
// Get documents for task
router.get ('/task/:taskId', authenticate, (req, res) => {
const { taskId } = reqg.params;
db.all(
“SELECT d.*,
u.full name as uploaded by name,
dc.name as category name
FROM documents d
INNER JOIN users u ON d.uploaded by = u.id
LEFT JOIN document categories dc ON d.category id = dc.id
WHERE d.task id = ?
ORDER BY d.created at DESC ",

[taskId],
(err, documents) => {
if (err) return res.status(500).json({ error: 'Database error' });

res.json (documents) ;

})
// Upload document

router.post ('/upload', authenticate, upload.single('file'), (req, res) => {
if (!'reqg.file) {
return res.status(400).json({ error: 'No file uploaded' });
}
const { project id, task id, category id } = req.body;
if (!project id && !task id) |
return res.status(400).json({ error: 'Either project id or task id is required' });

}

// Verify user has access to the project
if (project id) {
db.get (
"SELECT p.* FROM projects p
LEFT JOIN project members pm ON p.id = pm.project id
WHERE p.id = ? AND (p.manager id = ? OR pm.user id = ? OR ? = 'admin') ",



[project id, req.user.id, req.user.id, req.user.role],

(err, project) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!project && req.user.role !== 'admin') {

fs.unlinkSync (req.file.path);
return res.status(403).json({ error: 'Access denied' });
}
saveDocument () ;
}
) ;
} else {
saveDocument () ;

}

function saveDocument () {
const fileUrl = "/uploads/documents/${reqg.file.filename}  ;
const fileType = path.extname (req.file.originalname) .toLowerCase () ;
db.run (

"INSERT INTO documents (project id, task id, name, category id, file size,

file url, file type, uploaded by)
VALUES (?, 2, 2, 2, 2, 2, 2, ?2)°
[

4

project id || null,
task id || null,
reqg.file.originalname,
category id || null,
req.file.size,
fileUrl,

fileType,

reqg.user.id
1,
function (err) {
if (err) {
fs.unlinkSync(req.file.path);
return res.status(500).Json({ error: 'Failed to save document' });
}
db.get (
“SELECT d.*,
u.full name as uploaded by name,
dc.name as category name
FROM documents d
INNER JOIN users u ON d.uploaded by = u.id
LEFT JOIN document categories dc ON d.category id = dc.id
WHERE d.id = ?°
[this.lastID],
(err, document) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.status (201) . json (document) ;

4

b
// Delete document

router.delete('/:1d', authenticate, (req, res) => {
const { id } = req.params;
db.get (

"SELECT d.*, p.manager id

FROM documents d

LEFT JOIN projects p ON d.project id = p.id
WHERE d.id = 27,

(idl,

(err, document) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!document) return res.status(404).json({ error: 'Document not found' });
const canDelete = req.user.role === 'admin' ||

document.manager id === req.user.id ||
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document.uploaded by

if (!canbDelete) {

return res.status(403).json({ error:
}
// Delete file from filesystem
const filePath = path.join(__dirname,
if (fs.existsSync(filePath)) {

fs.unlinkSync (filePath) ;
}
db.run ('"DELETE FROM documents WHERE id

if (err) return res.status(500).json({ error:
res.json ({ message: 'Document deleted successfully' });

1) i

P

// Download document

=== req.user.id;

'Permission denied' });

./..", document.file url)

= ?', [1d], function (err)

’

{

router.get ('/:id/download', authenticate, (req, res) => {
const { id } = reqg.params;
db.get ('SELECT * FROM documents WHERE id = ?', [id], (err, document) => ({
if (err) return res.status(500).json({ error: 'Database error' });

if (!document) return res.status(404).json({ error:

const filePath = path.join( dirname, '../..', document.file url);
if (!fs.existsSync(filePath)) {
return res.status(404).json({ error: 'File not found' });

}
res.download(filePath, document.name);
1)
)

module.exports = router;

expenses.js

const express = require('express');

const router = express.Router();

const { db } = require('../config/database');
const { authenticate, isManager } = require ('

// Get expenses for a project

../middlewares/auth');

router.get ('/project/:projectId', authenticate, (req, res) => {

// Check if user has access to this project
db.get (
'SELECT manager id FROM projects WHERE id
[req.params.projectId],
(err, project) => {

if (err) return res.status(500).json({ error: 'Database error' });
if (!project) return res.status(404).json({ error:

= 21
- 4

// Only managers and admins can see expenses
if (reg.user.role !== 'admin' && reqg.user.role !== 'manager') {

return res.status(403).Jjson({ error:

}

'Permission denied' });

// Managers can only see their own project expenses

if (reg.user.role === 'manager' && project.manager id !== reqg.user.id)

return res.status (403).json({ error:
}
db.all(

'Permission denied' });

"SELECT e.*, u.full name as approved by name

FROM expenses e

LEFT JOIN users u ON e.approved by = u.id
WHERE e.project id = ?
ORDER BY e.expense date DESC’,
[reg.params.projectId],
(err, expenses) => {
if (err) return res.status(500).json({ error: 'Database error'

res.json (expenses) ;

'Document not found'

'Project not found'

)

'Failed to delete document'

1)

});

{

});
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});
// Create expense
router.post('/', authenticate, isManager,

(req, res) => {

82

const { project id, category, amount, currency, description, expense date } =

reqg.body;
// Check if user is project manager
db.get (
'SELECT manager id FROM projects WHERE id = ?',
[project id],
(err, project) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!project) return res.status(404).json({ error: 'Project not found' });
if (reqg.user.role !== 'admin' && project.manager id !== reqg.user.id) {
return res.status(403).json({ error: 'Permission denied' });

}
db.run (
"INSERT INTO expenses (project id,
expense date, approved by)
VALUES (?, 2, 2, 2, 2, 2, ?),

category, amount, currency, des

cription,

[project id, category, amount, currency || 'UAH', description, expense date,

req.user.id],
function (err) {

if (err) return res.status(500).json({ error: 'Failed to create expense' });
res.status (201) .json ({ message: 'Expense created successfully', expenseld:
this.lastID });
}
)7
}
) i
})
// Delete expense
router.delete('/:1d', authenticate, isManager, (req, res) => {
db.get (
"SELECT e.*, p.manager id
FROM expenses e
INNER JOIN projects p ON e.project id = p.id
WHERE e.id = 27,
[reg.params.id],
(err, expense) => {
if (err) return res.status(500).json({ error: 'Database error' });
if ('expense) return res.status(404).json({ error: 'Expense not found' });
if (reqg.user.role !== 'admin' && expense.manager id !== req.user.id) {
return res.status(403).Json({ error: 'Permission denied' });
}
db.run ('DELETE FROM expenses WHERE id = ?', [reg.params.id], function (err) {
if (err) return res.status(500).json({ error: 'Failed to delete expense' });

res.json ({ message: 'Expense delet

1) i

});

module.exports = router;

milestones.js

const express = require('express');
const router = express.Router();

ed successfully' });

const { db } = require('../config/database');
const { authenticate } = require('../middlewares/auth');

// Get milestones for project

router.get ('/project/:projectId', authenticate, (req, res) => {

const { projectId } = req.params;
const { status } = reqg.query;

let query = 'SELECT * FROM milestones WHERE project id = 2';

const params = [projectId];
if (status) {
query += ' AND status = ?';
params.push (status) ;



}

query += ' ORDER BY due date ASC';
db.all (query, params, (err, milestones) => {
if (err) return res.status(500).json({ error: 'Database error' });

res.json(milestones) ;
1)
)
// Get milestone by ID
router.get ('/:1d', authenticate, (req, res) => {
db.get (
'SELECT * FROM milestones WHERE id = ?',
[reg.params.id],
(err, milestone) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!'milestone) return res.status(404).json({ error: 'Milestone not found' });

res.json(milestone) ;
}
)
})

// Create milestone

router.post('/', authenticate, (req, res) => {
const { project id, title, description, due date, status = 'pending' } = reqg.body;
if (!project id || !title) {
return res.status (400).json({ error: 'project id and title are required' });

}

// Check if user can create milestones in this project
db.get (
'SELECT manager id FROM projects WHERE id = ?',
[project id],
(err, project) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!project) return res.status(404).json({ error: 'Project not found' });
if (reqg.user.role !== 'admin' && project.manager id !== req.user.id) {
return res.status(403).Jjson({ error: 'Permission denied' });
}
db.run (
"INSERT INTO milestones (project id, title, description, due date, status)
VALUES (?, 2, 2, 2, ?2)°,
[project id, title, description, due date, status],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to create milestone'

db.get (
'SELECT * FROM milestones WHERE id = ?',
[this.lastID],
(err, milestone) => {
if (err) return res.status(500).]json({ error: 'Database error' });
res.status (201) .json (milestone);

// Update milestone

router.put ('/:1d', authenticate, (req, res) => {
const { title, description, due date, status } = req.body;
db.get (

"SELECT m.*, p.manager id
FROM milestones m
INNER JOIN projects p ON m.project id = p.id
WHERE m.id = 27,
[req.params.id],
(err, milestone) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!milestone) return res.status(404).json({ error: 'Milestone not found' });
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if

}
db

(reg.user.role !== 'admin' && milestone.manager id !== req.user.id) {
return res.status(403).Jjson({ error: 'Permission denied' });
.run (

"UPDATE milestones
= ?, description = ?, due date = ?, status = ?, updated at =

SET title

CURRENT TIMESTAMP
WHERE id
[title, description, due date, status, reqg.params.id],
function (err) {

if (err)

db.get (
'SELECT * FROM milestones WHERE id = ?°',
[reg.params.id],
(err,
if (err) return res.status(500).json({ error: 'Database error' });
res.json (updated) ;

u

// Delete milestone
router.delete('/:1d', authenticate, (req, res) => {

db.get

(

o
L 4

return res.status(500) .json({ error:

pdated) => {

"SELECT m.*, p.manager id

FROM milestones m

INNER JOIN projects p ON m.project id = p.id
WHERE m.id =
[req.params.id],

(err
if
if
if

}
db

P

2"

4

'Failed to update milestone'

, milestone) => {
(err) return res.status(500).json({ error: 'Database error' });
('milestone) return res.status(404).json({ error: 'Milestone not found' });
(reg.user.role !== 'admin' && milestone.manager id !== req.user.id) {

return res.status(403).json({ error:

.run (

'DELETE FROM milestones WHERE id = ?',
[reg.params.id],
function (err) {

if

res.json ({ message:

(err)

return res.status(500).json({ error:

module.exports = router;

notifications.js

const express

router.get ('/',

const

query

= require ('express');

const router = express.Router();

const { db } = require('../config/database');

const { authenticate } = require('../middlewares/auth');
// Get all notifications for current user

authenticate, (req, res) => {

SELECT * FROM notifications
WHERE user id = ?

ORDER BY created at DESC
LIMIT 50

db.all (query, [reqg.user.id], (err, notifications) => {

'Permission denied' });

'Failed to delete milestone'

'Milestone deleted successfully' });
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if (err) {
return res.status(500).json({ error:
}
res.json (notifications);
1)
P
// Get unread count
router.get ('/unread/count', authenticate,
const query = 'SELECT COUNT (*) as count
is read = 0';
db.get (query,
if (err) {
return res.status(500).json({ error:
}
res.json ({ count:
}) i
P
// Mark notification as read
router.put ('/:1id/read', authenticate,
const query =
db.run (query,
if (err) {

[req.user.id], (err, row)

row.count 1});

[reg.params.id,

return res.status(500).json({ error:
}
if (this.changes === 0) {

return res.status(404) .json({ error:

}
res.json ({ message:
1)
)
// Mark all as read
router.put ('/read-all', authenticate,
0';
db.run (query,
if (err) {
return res.status(500).json({ error:
}
res.json ({ message:
1)
1) i
// Delete notification
router.delete('/:id",
const query =
db.run (query,
if (err) {

[reqg.user.id],

authenticate, (req,

[reg.params.id,

return res.status (500).json({ error:
}
if (this.changes === 0) {

return res.status(404).json({ error:

}
res.json ({ message:
}):
})

// Helper function to create notification

'Failed to fetch notifications'

(req,
FROM notifications WHERE user id

=>

'Failed to fetch count'

(req,
'UPDATE notifications SET is read =
reqg.user.id],

'Failed to update notification'

'"Notification not found'

(req,

function (err)

'Failed to update notifications'

{

res) =>
const query = 'UPDATE notifications SET is read =

{

res)

'Failed to delete notification'

'"Notification not found'

'DELETE FROM notifications WHERE id =
req.user.id],

'Notification deleted’

res) => {

res) => {
1 WHERE id

function (err)

'Notification marked as read' });

'All notifications marked as read',

=>

function (err)

)i

{

{
1 WHERE user id

count:

? AND user id

{

1)

)

= ? AND is read

this.changes });

= 21,

}) s

1)

= ? AND

? AND user id = ?';

1)

P

1)

(exported for use in other routes)

link,

const createNotification = (userId, type, title, content,
const query =
INSERT INTO notifications (user_ id, type, title, content,

VALUES (?, 2, 2, 2, ?)

db.run (query, [userId, type, title, content, link], callback);

}i

module.exports = router;

module.exports.createNotification = createNotification;

projects.js

const express = require('express');

callback)

=>
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const router = express.Router();
const { db } require('../config/database');
const { authenticate, isManager } = require(
// Get all projects
router.get ('/', authenticate, (req, res) => {
let query =
SELECT p.*, u.full name as manager name
FROM projects p
LEFT JOIN users u ON p.manager id = u.id

-~

../middlewares/auth') ;

// Executors only see projects they're members of

if (reg.user.role === 'executor') {
query += ' INNER JOIN project members pm ON p.id = pm.project id WHERE pm.user id =
20 .
db.all (query, [reg.user.id], (err, projects) => {
if (err) return res.status(500).json({ error: 'Database error' });

res.json (projects);

)

} else {
// Managers see their projects AND projects they're members of, admins see all
if (reqg.user.role === 'manager') {
query += ~ WHERE p.manager id = ?
OR EXISTS (SELECT 1 FROM project members pm
WHERE pm.project id = p.id AND pm.user_id = ?) ';
db.all (query, [reg.user.id, req.user.id], (err, projects) => {
if (err) return res.status(500).json({ error: 'Database error' });

res.json (projects);
1) ;
} else {
db.all (query, [], (err, projects) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json (projects);

1)

}
)
// Get project by ID
router.get ('/:1d', authenticate, (req, res) => {
db.get (
"SELECT p.*, u.full name as manager name
FROM projects p
LEFT JOIN users u ON p.manager id = u.id
WHERE p.id = 2,
[reg.params.id],
(err, project) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!'project) return res.status(404).json({ error: 'Project not found' });
res.json (project) ;

P

// Create project (manager and admin only)
router.post('/', authenticate, isManager, (req, res) => {
const { name, description, status, priority, start date, end date, budget } =

req.body;

const managerId = req.user.role === 'admin' && reqg.body.manager id ?
req.body.manager id : reqg.user.id;

db.run (

"INSERT INTO projects (name, description, status, priority, start date, end date,
budget, manager id)
VALUES (2, 2, 2, 2, 2, 2, 2, ?2)°,

[name, description, status || 'planning', priority || 'medium', start date,
end date, budget || 0, managerId],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to create project' });

// Add manager as project member
db.run (



'INSERT INTO project members (project id, user id) VALUES (?,

)y

[this.lastID, managerId],
(memberErr) => {

if
}
)

(memberErr)

console.error('Failed to add manager to project members');

res.status (201) .json({ message: 'Project created successfully', projectIld:
this.lastID });

}

1)

// Update project

router.put ('/

const { name,

req.body;

:id’',

// Check permissions
db.get ('SELECT manager id FROM projects WHERE id = ?', [reqg.params.id], (err,

project) => {

authenticate, (req, res) => {
description, status, priority, start date, end date, budget } =

if (err) return res.status(500).json({ error: 'Database error' });

if (!project)

return res.status (404).Json({ error: 'Project not found' });

if (reg.user.role !== 'admin' && project.manager id !== reqg.user.id) {
return res.status (403).json({ error: 'Permission denied' });

}

db. run (
"UPDATE projects SET name = ?, description = ?, status = ?, priority = ?,

start date = ?, end date ?, budget = ?, updated at = CURRENT TIMESTAMP

WHERE

[name, description,

req.params.id

id = 2?7,

1y

function (err) {

if (e

rr) return res.status(500).Json({ error: 'Failed to update project' 1});

status, priority, start date, end date, budget,

res.json ({ message: 'Project updated successfully' });

1)
)
// Delete pro
router.delete

project) => {

ject

('/:1id', authenticate, (req, res) => {
db.get ('SELECT manager id FROM projects WHERE id = ?', [reqg.params.id], (err,

if (err) return res.status(500).json({ error: 'Database error' });

if (!project) return res.status(404).json({ error: 'Project not found' });

if (reqg.user.role !== 'admin' && project.manager id !== reqg.user.id) {
return res.status(403).json({ error: 'Permission denied' });

}

db.run ('DELETE FROM projects WHERE id = ?', [reqg.params.id], function(err) {

if (err)

return res.status(500) .json({ error: 'Failed to delete project' });

res.json({ message: 'Project deleted successfully' });

// Add member to project

router.post ('/:id/members', authenticate, (req, res) => {
const { user_id } = reqg.body;
db.get ('SELECT manager id FROM projects WHERE id = ?', [reqg.params.id], (err,

project) => {
if (err)

if (req.user.role

return res.status(500) .json({ error: 'Database error' });
if (!project) return res.status(404).json({ error: 'Project not found' });

!== 'admin' && project.manager id !== req.user.id) {

return res.status(403).json({ error: 'Permission denied' });

}
db.run (

'"INSERT INTO project members (project id, user id) VALUES (2,

)y

[reqg.params.id, user_ id],
function (err) {
if (err) {
(err.message.includes ('UNIQUE"')) {

if
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return res.status (400).json({ error: 'User already a member' });

}

return res.status(500).json({ error: 'Failed to add member' });

}

res.status (201) .json ({ message: 'Member added successfully' });

// Get project members
router.get ('/:id/members', authenticate, (req, res) => {
db.all(
"SELECT u.id, u.full name, u.email, u.role, u.position, u.avatar url, pm.joined at
FROM project members pm
INNER JOIN users u ON pm.user id = u.id
WHERE pm.project id = 27,
[reg.params.id],
(err, members) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json (members) ;

})

module.exports = router;

reports.js

const express = require('express');

const router = express.Router();

const { db } = require('../config/database');

const { authenticate, isManager } = require('../middlewares/auth');

// Get burn-down chart data for a project

router.get ('/projects/:projectId/burndown', authenticate, (req, res) => {
const { projectId } = reqg.params;
const { startDate, endDate } = reqg.query;

// Get project details first
db.get ('SELECT start date, end date FROM projects WHERE id = ?', [projectId], (err,

project) => {

if (err) return res.status(500).json({ error: 'Database error' });
if (!project) return res.status(404).json({ error: 'Project not found' });
const start = startDate || project.start date;
const end = endDate || project.end date || new Date().toISOString() .split('T") [0];
if (!start) {
return res.status (400).json({ error: 'Project must have a start date' });

}
// Get all tasks for the project with their completion dates
db.all(
"SELECT
id,
title,
estimated hours,
completed at,
created at
FROM tasks
WHERE project id = ? AND estimated hours > 0
ORDER BY created at ASC’,
[projectId],
(err, tasks) => {
if (err) return res.status(500).json({ error: 'Database error' });
// Calculate total estimated hours
const totalEstimatedHours = tasks.reduce((sum, task) => sum +
(task.estimated hours || 0), 0);
// Generate date range
const startDateObj = new Date (start);
const endDateObj = new Date (end);
const dates = [];
let currentDate = new Date (startDateObj) ;
while (currentDate <= endDateObj) {
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dates.push (currentDate.toISOString () .split ('T") [0]);
currentDate.setDate (currentDate.getDate() + 1);

}

// Calculate remaining hours for each date

const burndownData = dates.map(date => {
const completedTasks = tasks.filter(task =>

task.completed at && new
Date (task.completed at).toISOString() .split('T"') [0] <= date

)i

const completedHours = completedTasks.reduce ((sum, task) => sum +
(task.estimated hours || 0), 0);
const remainingHours = totalEstimatedHours - completedHours;

// Calculate ideal line (straight line from total to zero)
const totalDays = dates.length - 1;
const dayIndex = dates.indexOf (date) ;
const idealRemaining = totalDays > 0 ? totalEstimatedHours * (1 - dayIndex /
totalDays) : totalEstimatedHours;
return {
date,
remainingHours: Math.max (0, remainingHours),
idealHours: Math.max (0, idealRemaining),
completedHours
}i
)
res.json ({
projectId,
startDate: start,
endDate: end,
totalEstimatedHours,
data: burndownData

1)

b
}):
// Get velocity chart data (tasks completed per week)

router.get ('/projects/:projectId/velocity', authenticate, (req, res) => {
const { projectlId } = reqg.params;
const { weeks = 12 } = req.query;

// Calculate date range (last N weeks)
const endDate = new Date();
const startDate = new Date();
startDate.setDate (startDate.getDate() - (weeks * 7));
db.all(
"SELECT
id,
title,
estimated hours,
actual hours,
completed at,
DATE (completed at) as completed date
FROM tasks
WHERE project id = ?
AND status = 'completed'
AND completed at IS NOT NULL
AND completed at >= ?
ORDER BY completed at ASC’,
[projectId, startDate.toISOString() .split('T") [0]11],
(err, tasks) => {
if (err) return res.status(500).json({ error: 'Database error' });
// Group tasks by week
const weeklyData = {};
tasks.forEach (task => {
const completedDate = new Date (task.completed at);
const weekStart = new Date (completedDate) ;
weekStart.setDate (completedDate.getDate() - completedDate.getDay()); // Start
of week (Sunday)



const weekKey = week
if (!weeklyData[week
weeklyData [weekKey
weekStart: weekK
tasksCompleted:
estimatedHours:
actualHours: 0,
tasks: []
bi
}
weeklyData[weekKey]
weeklyData[weekKey]
weeklyData[weekKey]
weeklyData [weekKey]
id: task.id,
title: task.title
)
1)
// Convert to array an
const velocityData = [
let currentWeekStart =
currentWeekStart.setDa
while (currentWeekStar

Start.toISOString() .split ('T") [0];
Key]) |
1 = A

t <= endDate) {

const weekKey = currentWeekStart.toISOString () .split('T") [0];

velocityData.push (we
weekStart: weekKey
tasksCompleted: O,
estimatedHours: O,
actualHours: 0,
tasks: []
1) :
currentWeekStart.set
}
// Calculate average v
const avgTasksPerWeek
? velocityData.reduc
velocityData.length
: 05
const avgHoursPerWeek
? velocityData.reduc
velocityData.length
0;
res.json ({
projectId,
weeks: parselnt (week
avgTasksPerWeek: Mat
avgHoursPerWeek: Mat
data: velocityData

1)

})
// Get project summary stati
router.get (' /projects/:proje
const { projectld } = req.
// Get project basic info
db.get (
"SELECT p.*, u.full name
FROM projects p
LEFT JOIN users u ON p.
WHERE p.id = ?°,
[projectId],
(err, project) => {
if (err) return res.st
if (!project) return r
// Get task statistics
db.all(

eklyData[weekKey] || {

4

Date (currentWeekStart.getDate() + 7);

elocity
= velocityData.length > 0

/

/

e ((sum, week) => sum + week.tasksCompleted, 0)
= velocityData.length > 0
e ((sum, week) => sum + week.estimatedHours, 0)
s),
h.round (avgTasksPerWeek * 10) / 10,
h.round (avgHoursPerWeek * 10) / 10,

stics

ctId/summary', authenticate, (req, res) => {
params;

as manager name
manager id = u.id

atus (500) .json({ error: 'Database error' });
es.status (404) .json({ error: 'Project not found'

}) i

90

ey,
0,
0,
.tasksCompleted++;
.estimatedHours += task.estimated hours || 0;
.actualHours += task.actual hours || 0;
.tasks.push ({
d fill missing weeks
17
new Date (startDate);
te (currentWeekStart.getDate () - currentWeekStart.getDay())
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"SELECT
status,
COUNT (*) as count,
SUM (estimated hours) as estimated hours,
SUM (actual hours) as actual hours
FROM tasks
WHERE project id = ?
GROUP BY status’,
[projectId],
(err, taskStats) => {

if (err) return res.status(500).json({ error: 'Database error' });
// Get team member count
db.get (

'SELECT COUNT (*) as count FROM project members WHERE project id = ?'
[projectId],

(err, memberCount) => {
if (err) return res.status(500).json({ error: 'Database error' });
// Calculate totals
const totalTasks = taskStats.reduce((sum, stat) => sum + stat.count, 0);
const totalEstimatedHours = taskStats.reduce((sum, stat) => sum +
(stat.estimated hours || 0), 0);
const totalActualHours = taskStats.reduce((sum, stat) => sum +
(stat.actual hours || 0), 0);
const completedTasks = taskStats.find(s => s.status ===
'completed')?.count || O;
const completionRate = totalTasks > 0 ? (completedTasks / totalTasks) *
100 : O;
res.json ({
project,
taskStatsByStatus: taskStats,
totalTasks,
completedTasks,

completionRate: Math.round(completionRate * 10) / 10,
totalEstimatedHours,

totalActualHours,

teamSize: memberCount.count

// Get all projects summary for dashboard
router.get ('/dashboard/summary', authenticate, (req, res) => {
// Get user's projects based on role
let projectQuery =
SELECT p.id, p.name, p.status, p.priority
FROM projects p

’

let projectParams = [];
if (reg.user.role === 'executor') {
projectQuery += ' INNER JOIN project members pm ON p.id = pm.project id WHERE
pm.user_id = ?';
projectParams = [reqg.user.id];
} else if (reg.user.role === 'manager') {
projectQuery += ' WHERE p.manager id = ?';
projectParams = [reqg.user.id];
}
db.all (projectQuery, projectParams, (err, projects) => {
if (err) return res.status(500).json({ error: 'Database error' });
const projectlds = projects.map(p => p.id);
if (projectIds.length === 0) {
return res.json({ projects: [], taskStats: {} });

}
// Get task statistics for all projects



const placeholders = projectIds.map(() => '?").join(',");
db.all(
"SELECT
project id,
status,
COUNT (*) as count
FROM tasks
WHERE project id IN (${placeholders})
GROUP BY project id, status’,

projectlds,
(err, taskStats) => {
if (err) return res.status(500).json({ error: 'Database error' });

// Organize stats by project
const statsByProject = {};
taskStats.forEach (stat => {
if (!statsByProject[stat.project id]) {
statsByProject[stat.project id] = {};
}
statsByProject[stat.project id] [stat.status] = stat.count;
1) ;

res.json ({
projects: projects.map(p => ({

...P,
taskStats: statsByProject[p.id] || {}
1))
})
}
)i
1) ;
})
module.exports = router;
task-chats.js
const express = require('express');
const router = express.Router();
const { db } = require('../config/database');
const { authenticate } = require('../middlewares/auth');

// Task chats module
// Get or create task chat
router.get ('/task/:taskId', authenticate, (req, res) => {

const { taskId } = reqg.params;
// First check if user has access to this task
db.get (

"SELECT t.*, p.manager id

FROM tasks t

INNER JOIN projects p ON t.project id = p.id
WHERE t.id = 27,

[taskId],
(err, task) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!'task) return res.status(404).json({ error: 'Task not found' });
// Check if user has access (admin, project manager, or project member)
if (reqg.user.role !== 'admin' && task.manager id !== reqg.user.id) {
db.get (

'SELECT 1 FROM project members WHERE project id = ? AND user id =

[task.project id, reqg.user.id],

(err, member) => {
if (err) return res.status(500).json({ error: 'Database error'
if (!member) {
return res.status (403).json({ error: 'Access denied' });

}
proceedWithChat () ;
}
)i
return;
}
proceedWithChat () ;

14
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function proceedWithChat () {
// Get or create chat

db.get (
'SELECT * FROM task chats WHERE task id = ?',
[taskId],
(err, chat) => {
if (err) return res.status(500).json({ error: 'Database error' });

if (chat) {
return res.json(chat);
}
// Create new chat
db.run (
"INSERT INTO task chats (task id) VALUES (?)',
[taskId],
function(err) {
if (err) return res.status(500).json({ error:

res.status (201) .json ({
id: this.lastID,
task id: parselnt (taskId),
created at: new Date().toISOString()

// Get messages for task chat

router.get ('/:chatId/messages', authenticate, (req, res) => {
const { chatId } = reqg.params;
const limit = parselnt(reqg.query.limit) || 100;
const offset = parselnt(reqg.query.offset) || O0;
db.all(

"SELECT tcm.*,
u.full name as author name,
u.avatar url as author avatar,
u.position as author position

FROM task chat messages tcm

INNER JOIN users u ON tcm.author id = u.id

WHERE tcm.task chat id = ?

ORDER BY tcm.created at ASC

LIMIT ? OFFSET ?°,

[chatId, limit, offset],

(err, messages) => {

if (err) return res.status(500).json({ error: 'Database error'

res.json (messages) ;

})
// Send message to task chat

router.post ('/:chatId/messages', authenticate, (req, res) => {
const { chatId } = reqg.params;
const { content, message type = 'text' } = reqg.body;
if (!content || !content.trim()) {
return res.status(400).json({ error: 'Content is required'

}

// Verify user has access to this chat

db.get (
"SELECT tc.*, t.project id, p.manager id
FROM task chats tc
INNER JOIN tasks t ON tc.task id = t.id
INNER JOIN projects p ON t.project id = p.id
WHERE tc.id = ?°,
[chatId],

'Failed to create chat'

1)



n({ error: 'Database error' });
son ({ error: 'Chat not found' });

14

'Database error' });

s denied' });

(err, chat) => {
if (err) return res.status(500).7Jso
if (!chat) return res.status(404) .j
// Check access (admin, project manager, or project member)
if (req.user.role !== 'admin' && chat.manager id !== req.user.id) {
db.get (
'SELECT 1 FROM project members WHERE project id = ? AND user id = ?'
[chat.project id, reqg.user.id],
(err, member) => {
if (err) return res.status(500).json({ error:
if (!member) {
return res.status (403).json({ error: 'Acces
}
createMessage () ;
}
)
return;

}

createMessage () ;
function createMessage () {
db.run (

"INSERT INTO task chat messages

message_ type)

// Delete message

const {
db.get (

VALUES (2, 2, 2, ?)°

4

(task chat id,

[chatId, reg.user.id, content, message type],

function (err) {

if (err) return res.status(500).json({ error:
// Get the created message with user info

db.get (
"SELECT tcm.*,

u.full name as author name,
u.avatar url as author avatar,
u.position as author position

FROM task chat messages tcm

INNER JOIN users u ON tcm.author id = u.id

WHERE tcm.id = ?°
[this.lastID],
(err, message) => {

4

author id, content,

'Failed to send message'

if (err) return res.status(500).json({ error: 'Database error' });
res.status (201) . json (message) ;

messageld } = reqg.params;

"SELECT tcm.*, tc.task id, t.project i
FROM task chat messages tcm

INNER JOIN task chats tc ON tcm.task chat id = tc.id
INNER JOIN tasks t ON tc.task id = t.
INNER JOIN projects p ON t.project id = p.id

WHERE tcm.id = ?°

4

[messageld],

(err,

message) => {

if (err) return res.status(500).7Json
if (!message) return res.status (404)
const canDelete = reg.user.role ===
message.manager id
message.author id
if (!canDelete) {

return res.status(403).json({ error:

(only author or admin/manager)

router.delete (' /messages/:messageld', authenticate, (req,

d, p.manager id

id

res) => {

({ error: 'Database error' });

.json({ error: '
"admin' ||

Message not found' });

=== req.user.id ||

=== reqg.user.id;

'Permission denied' });
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}
db.run (
'DELETE FROM task chat messages WHERE id = ?',
[messageId],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to delete message'
res.json ({ message: 'Message deleted successfully' });

1)

module.exports = router;

tasks.js

const express = require('express');

const router = express.Router();

const { db } = require('../config/database');

const { authenticate } = require('../middlewares/auth');

// Get all tasks for a project

router.get ('/project/:projectId', authenticate, (req, res) => {

db.all(
"SELECT t.~*,
ul.full name as assignee name, ul.avatar url as assignee avatar,
u2.full name as author name
FROM tasks t
LEFT JOIN users ul ON t.assignee_id = ul.id
LEFT JOIN users u2 ON t.author id = u2.id
WHERE t.project id = ?
ORDER BY t.column number, t.position’,
[reg.params.projectId],
(err, tasks) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json (tasks) ;

)
// Get task by ID
router.get ('/:1d', authenticate, (req, res) => {
db.get (
"SELECT t.~*,
ul.full name as assignee name, ul.avatar url as assignee avatar,
u2.full name as author name
FROM tasks t
LEFT JOIN users ul ON t.assignee id = ul.id
LEFT JOIN users u2 ON t.author id = u2.id
WHERE t.id = ?°,
[reqg.params.id],
(err, task) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!'task) return res.status(404).json({ error: 'Task not found' });
res.json (task);

b
// Create task
router.post('/', authenticate, (req, res) => {
const {
project id, title, description, type, status, priority,
column number, position, estimated hours, assignee id, deadline
} = reqg.body;
// Check if user can create tasks in this project

95

1)

db.get ('SELECT manager id FROM projects WHERE id = ?', [project id], (err, project)

=>
if (err) return res.status(500).json({ error: 'Database error' });
if (!project) return res.status(404).json({ error: 'Project not found' });
if (reg.user.role !== 'admin' && reg.user.role !== 'manager') {
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return res.status(403).json({ error: 'Only managers can create tasks' });

}

if (reqg.user.role === 'manager' && project.manager id !== req.user.id) {
return res.status (403).json({ error: 'Permission denied' });

}

db. run (

"INSERT INTO tasks
(project id, title, description, type, status, priority, column number,
position,
estimated hours, assignee id, author id, deadline)
VALUES (2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, ?2)°

4 -7 4 4 -7 4
[

project id, title, description, type || 'feature', status || 'planned',
priority || 'medium', column number || 0, position || O,
estimated hours || 0, assignee id, req.user.id, deadline

1,
function (err) {
if (err) return res.status(500).json({ error: 'Failed to create task' });
res.status (201) .json ({ message: 'Task created successfully', taskId:
this.lastID });

}

});
})
// Update task
router.put ('/:1d', authenticate, (req, res) => {
const {
title, description, type, status, priority, column number, position,
estimated hours, assignee id, deadline
} = req.body;
db.get (
"SELECT t.*, p.manager id
FROM tasks t
INNER JOIN projects p ON t.project id = p.id
WHERE t.id = 27,
[reg.params.id],
(err, task) => {
if (err) return res.status(500).json({ error: 'Database error' });
if ('task) return res.status(404).json({ error: 'Task not found' });
// Check permissions
let canEdit = reqg.user.role === 'admin' || task.manager id === reqg.user.id;
// Check if user is project member (for managers and executors)
if (!canEdit) {
db.get (
'SELECT 1 FROM project members WHERE project id = ? AND user id = ?'
[task.project id, req.user.id],

4

(memberErr, member) => ({
if (memberErr) return res.status(500).json({ error: 'Database error' });
if (!member) {
return res.status (403).json({ error: 'Permission denied' });

}
// Project member can update task
db.run (
"UPDATE tasks
SET title = ?, description = ?, type = ?, status = ?, priority = ?2,
column number = ?, position = ?, estimated hours = ?, assignee id =

deadline = ?, updated at = CURRENT TIMESTAMP
WHERE id = ?°,
[
title, description, type, status, priority, column number, position,
estimated hours, assignee id, deadline, reqg.params.id
1,
function (err) {
if (err) return res.status(500).json({ error: 'Failed to update task'

res.json({ message: 'Task updated successfully' });



}
) ;
}
) ;
return;
}
// Admins and project managers can update everything
db.run (
"UPDATE tasks
SET title = ?, description = ?, type = ?, status = ?, priority = ?,
column number = ?, position = ?, estimated hours = ?, assignee id
deadline = ?, updated at = CURRENT TIMESTAMP
WHERE id = 2?7,
[
title, description, type, status, priority, column number, position,
estimated hours, assignee id, deadline, reqg.params.id
1,
function (err) {
if (err) return res.status(500).json({ error: 'Failed to update task'
res.json ({ message: 'Task updated successfully' });

// Update task position (for drag-and-drop)

router.patch('/:id/position', authenticate, (req, res) => ({
const { column number, position } = reqg.body;
db.get (

"SELECT t.*, p.manager id

FROM tasks t

INNER JOIN projects p ON t.project id = p.id

WHERE t.id = 27,

[reqg.params.id],

(err, task) => {
if (err) return res.status(500).json({ error: 'Database error' });
if (!'task) return res.status(404).json({ error: 'Task not found' });
// Check if user can move this task

)
-7

)

let canMove = req.user.role === 'admin' || task.manager id === reqg.user.id;

// If not admin or project manager, check if user is project member
if (!canMove) {
db.get (
'SELECT 1 FROM project members WHERE project id = ? AND user id = ?',
[task.project id, reqg.user.id],
(err, member) => {

if (err) return res.status(500).json({ error: 'Database error' });
if (!member) {
return res.status (403).Json({ error: 'Permission denied' });

}
// Project member can move task
db. run (
'UPDATE tasks SET column number = ?, position = ?, updated at =
CURRENT TIMESTAMP WHERE id = ?2',
[column number, position, req.params.id],
function (err) {

if (err) return res.status(500).json({ error: 'Failed to update
position' });
res.json({ message: 'Task position updated' });
}
)i
}
)
} else {
// Admin or project manager can move directly
db.run (

'UPDATE tasks SET column number = ?, position = ?, updated at =
CURRENT TIMESTAMP WHERE id = ?',

97
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[column number, position, req.params.id],
function (err) {
if (err) return res.status(500).json({ error: 'Failed to update position’

res.json({ message: 'Task position updated' });

// Delete task
router.delete('/:id', authenticate, (req, res) => {
db.get (
"SELECT t.*, p.manager id
FROM tasks t
INNER JOIN projects p ON t.project id = p.id
WHERE t.id = 2°,
[reg.params.id],
(err, task) => {

if (err) return res.status(500).json({ error: 'Database error' });

if ('task) return res.status(404).json({ error: 'Task not found' });

if (reqg.user.role !== 'admin' && task.manager id !== reqg.user.id) {
return res.status(403).Json({ error: 'Permission denied' });

}
db.run ('DELETE FROM tasks WHERE id = ?', [reqg.params.id], function(err) {
if (err) return res.status(500).json({ error: 'Failed to delete task' });
res.json ({ message: 'Task deleted successfully' });
1)
}
)
)
// Log time for a task
router.post('/:id/time-log', authenticate, (req, res) => {
const { hours, description, log date } = reqg.body;
db.run (
'"INSERT INTO time logs (task id, user id, hours, description, log date) VALUES (?,
2, 2,02, 2)',
[reqg.params.id, req.user.id, hours, description, log date || new
Date () .toISOString() .split('T") [0]],
function (err) {

if (err) return res.status(500).json({ error: 'Failed to log time' });
// Update actual hours in task
db.run (

"UPDATE tasks SET actual hours = actual hours + ? WHERE id = ?°,
[hours, reqg.params.id],
(updateErr) => {
if (updateErr) console.error('Failed to update actual hours');
}
)
res.status (201) .json({ message: 'Time logged successfully', logId: this.lastID

1)
// Get time logs for a task
router.get ('/:1d/time-logs', authenticate, (req, res) => {
db.all(
"SELECT tl.*, u.full name as user name
FROM time logs tl
INNER JOIN users u ON tl.user id = u.id
WHERE tl.task id = ?
ORDER BY tl.log date DESC,
[reg.params.id],
(err, logs) => {
if (err) return res.status(500).json({ error: 'Database error' });
res.json (logs);
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P

module.exports = router;
users.js
const express = require('express');

const router = express.Router();
const bcrypt = require('bcryptijs');

const { db } = require('../config/database');

const { authenticate, isAdmin } = require('../middlewares/auth');

// Create new user (admin only)

router.post ('/', authenticate, isAdmin, async (req, res) => {
const { email, password, full name, role, position, hourly rate } = reqg.body;
if (lemail || !password || !full name || !role) ({

return res.status (400).json({ error: 'Missing required fields' });
}
try {
const hashedPassword = await bcrypt.hash (password, 10);
db.run (
'INSERT INTO users (email, password hash, full name, role, position, hourly rate)
VALUES (2?2, 2, 2, 2, 2, 2)',
[email, hashedPassword, full name, role, position || null, hourly rate || 0],
function (err) {
if (err) {
if (err.message.includes ('UNIQUE constraint failed')) {
return res.status (400).json({ error: 'Email already exists' });

}

return res.status(500).json({ error: 'Failed to create user' });
}
res.status (201) .json ({
message: 'User created successfully',
id: this.lastID
1) ;
}
)
} catch (error) {
res.status (500) .json({ error: 'Failed to create user' });
}
})

// Get all users (admin and managers can view)
router.get ('/', authenticate, (req, res) => {

// Managers can only see active users for adding to projects

const query = reqg.user.role === 'manager'

? 'SELECT id, email, full name, role, position, avatar url FROM users WHERE
is_active = 1'
'SELECT id, email, full name, role, position, hourly rate, avatar url, is active,

created at FROM users';

db.all (query, [], (err, users) => {
if (err) {
return res.status(500).json({ error: 'Database error' });

}
res.json (users) ;
1)
b
// Get user by ID
router.get ('/:1d', authenticate, (req, res) => {
db.get (
'SELECT id, email, full name, role, position, hourly rate, avatar url, is active,
created at FROM users WHERE id = ?',
[reg.params.id],
(err, user) => {
if (err) {
return res.status(500).json({ error: 'Database error' });
}
if (l'user) {
return res.status(404).json({ error: 'User not found' });
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}

res.json (user) ;

1)
// Update user (admin only)

router.put ('/:1id', authenticate, isAdmin, (req, res) => {
const { full name, role, position, hourly rate, is active } = reqg.body;
db.run (
'UPDATE users SET full name = ?, role = ?, position = ?, hourly rate = ?, is active

= ?, updated_at = CURRENT TIMESTAMP WHERE id = 2",
[full name, role, position, hourly rate, is_active, req.params.id],
function (err) {
if (err) {
return res.status(500).Json({ error: 'Failed to update user' });
}
if (this.changes === 0) {
return res.status(404).json({ error: 'User not found' });

}

res.json({ message: 'User updated successfully' });

)
// Delete user (admin only)
router.delete('/:1d', authenticate, isAdmin, (reqg, res) => {
db.run ('DELETE FROM users WHERE id = ?', [reqg.params.id], function(err) {
if (err) {
return res.status(500).json({ error: 'Failed to delete user' });
}
if (this.changes === 0) {
return res.status(404).json({ error: 'User not found' });
}
res.json ({ message: 'User deleted successfully' });
1)
b

module.exports = router;

tailwind.config.js
/** @type {import ('tailwindcss').Config} */
export default {
content: [
"./index.html",
"./src/**/*.{js,ts,jsx,tsx}",
1,
theme: {
extend: {
colors: {
primary: {
50: '#e8f4f8',
100: '"#dle9fl',
200: '#a3d3e3',
300: '"#7395ae’,
400: "#557a95',
500: "#557a95',
600: '#4a6b84’,
700: "#3£5c73',
800: '#344d62"',
900: '"#293e51",
b
secondary: |
50: '#fOefef',
100: '"#eldfdf',
200: '"#c3bfbf',
300: "#ab59fo9f’',
400: '"#bla296',
500: '"#bla296',
600: '#9a8d82"',
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700: '#83786e',
800: '#6c635a’,
900: '#554e40’',
}I
accent: {
50: '#eo6f5f2',
100: '#ccebeb',
200: '#99d7cb"',
300: "#66¢3b1’,
400: "#379683',
500: '"#379683",
600: '"#2f7fe6f",
700: "#27685b',
800: '"#1£5147',
900: '#173a33"',
}I
dark: {
50: '#e9e9e9',
100: '"#d3d3d2',
200: '#a7a7ab"',
300: "#7b7b78',
400: '"#5d5c6l’,
500: '"#5db5col’,
600: '"#4f4e53"',
700: "#414045",
800: '"#333237",
900: '#252429",
}I
by
backgroundImage: {
'gradient-radial': 'radial-gradient (var (--tw-gradient-stops))"',
'gradient-mesh': 'linear-gradient (135deg, var (--tw-gradient-stops))',
by

animation: {

'fade-in': 'fadeIn 0.3s ease-in-out',
'slide-up': 'slideUp 0.4s ease-out',
'slide-down': 'slideDown 0.4s ease-out',
'scale-in': 'scaleIn 0.3s ease-out',

bo
keyframes: {
fadeIn: {
'0%': { opacity: '0' },
'100%': { opacity: '1' },
by
slideUp: {
'0%': { transform: 'translateY(1l0px)', opacity: '0' },
'100%': { transform: 'translateY(0)', opacity: '1'"' },
b
slideDown: {
'0%': { transform: 'translateY(-10px)', opacity: '0' 1},
'100%': { transform: 'translateY(0)', opacity: '1' },
b

scalelIn: {

'0%': { transform: 'scale(0.95)', opacity: '0' },
'100%': { transform: 'scale(l)', opacity: '1' },

}I
}I
b
bo
plugins: T[],
}

postcss.config.js
export default {
plugins: {
tailwindcss: {},
autoprefixer: {1},
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index.html
<!doctype html>
<html lang="uk">
<head>
<meta charset="UTF-8" />
<link rel="icon" type="image/svg+xml" href="/vite.svg" />

<meta name="viewport" content="width=device-width, initial-scale=1.0"

<title>SystemK - YnpamBiiuHa npoekTamm</title>
</head>
<body>
<div id="root"></div>
<script type="module" src="/src/main.tsx"></script>
</body>
</html>

App.tsx
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import { BrowserRouter as Router, Routes, Route, Navigate } from 'react-router-dom';

import { AuthProvider, useAuth } from './contexts/AuthContext';
import Login from './pages/Login';

import Dashboard from './pages/Dashboard';

import Projects from './pages/Projects';

import ProjectDetails from './pages/ProjectDetails';

import KanbanBoard from './pages/KanbanBoard';

import TaskDetails from './pages/TaskDetails';

import UserManagement from './pages/UserManagement';

import Reports from './pages/Reports';

import Layout from './components/Layout';
const PrivateRoute = ({ children }: { children: React.ReactNode }) => {
const { isAuthenticated } = useAuth{();

return isAuthenticated ? <>{children}</> : <Navigate to="/login" />;
}i
function AppRoutes () {
return (
<Routes>
<Route path="/login" element={<Login />} />
<Route path="/" element={
<PrivateRoute>
<Layout />
</PrivateRoute>
1>
<Route index element={<Dashboard />} />
<Route path="projects" element={<Projects />} />
<Route path="projects/:id" element={<ProjectDetails />} />

<Route path="projects/:id/kanban" element={<KanbanBoard />} />

<Route path="tasks/:taskId" element={<TaskDetails />} />
<Route path="users" element={<UserManagement />} />
<Route path="reports" element={<Reports />} />
</Route>
</Routes>
);
}
function App () {
return (
<Router>
<AuthProvider>
<AppRoutes />
</AuthProvider>
</Router>
)
}
export default App;

index.css



@tailwind base;
@tailwind components;
@tailwind utilities;
@layer base {
* |

margin: 0;

padding: 0;

box-sizing: border-box;

}
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body {
font-family: 'Inter',
'Oxygen',
'Ubuntu', 'Cantarell',

-apple-system,

'Fira Sans',

BlinkMacSystemFont,

'Segoe UI',

'Roboto’',

'Droid Sans',

'Helvetica Neue',

sans-serif;

antialiased;

-webkit-font-smoothing:

-moz-osx-font-smoothing: grayscale;

background: linear-gradient (135deg,
background-attachment: fixed;
min-height: 100vh;

position: relative;

}

/* Parallax Background Pattern */

body: :before {

content: '';
position: fixed;
top: 0;

left: 0;

width: 100%;
height: 100%;

background-image:

radial-gradient (circle at 20% 50%, rgba (85, 122, 149, 0.05)
radial-gradient (circle at 80% 80%, rgba (55, 150, 131, 0.05)
radial-gradient (circle at 40% 20%, rgba(l177, 162, 150,
50%) ;
pointer-events: none;
z—-index: -1;
animation: parallaxFloat 20s ease-in-out infinite;
}
@keyframes parallaxFloat {
%, 100% {
transform: translateY (0) scale(l);
}
50% {
transform: translateY (-20px) scale(1.02);
}
}
code {
font-family: source-code-pro, Menlo, Monaco, Consolas,

}

/* Smooth scrolling */

html {
scroll-behavior:

}

smooth;

}

@layer components {
/* Modern Card Styles */
.card {

#e8f4£8 0%,

#fO0efef 50%,

0.03) 0%,

'Courier New',

#eo6f5f2 100%);

%, transparent 50%),
, transparent 50%),

transparent

0
0

monospacey;

@apply bg-white rounded-xl1 shadow-sm hover:shadow-md transition-all duration-300

border border-dark-100;
}

.card-hover {

@apply transform transition-all duration-300;

}

.card-hover:hover {
transform: scale(1.02);

}

/* Modern Button Styles */
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.btn {
@apply px-4 py-2 rounded-lg font-medium transition-all duration-300 transform
hover:scale-105 focus:outline-none focus:ring-2 focus:ring-offset-2;
}
.btn-primary {
@apply btn bg-gradient-mesh from-primary-500 to-accent-500 text-white hover:from-
primary-600 hover:to-accent-600 focus:ring-primary-500 shadow-md hover:shadow-1g;
}
.btn-secondary {
@apply btn bg-secondary-100 text-secondary-700 hover:bg-secondary-200 focus:ring-
secondary-500;
}
.btn-outline {
@apply btn border-2 border-primary-500 text-primary-600 hover:bg-primary-50
focus:ring-primary-500;
}
/* Modern Input Styles */
.input {
@apply w-full px-4 py-2 rounded-lg focus:outline-none focus:ring-2 focus:ring-
primary-500 focus:border-transparent transition-all duration-300;
border: 1lpx solid #a7a7a5;
}
/* Badge Styles */
.badge {
@apply inline-flex items-center px-3 py-1 rounded-full text-xs font-medium
transition-all duration-200;
}
/* Navigation Tabs */
.tab {
@apply px-4 py-2 border-b-2 transition-all duration-300 font-medium text-sm;
}
.tab-active {
@apply border-primary-500 text-primary-600;
}
.tab-inactive {
@apply border-transparent text-dark-400 hover:text-dark-600 hover:border-dark-300;
}
}
@layer utilities {
/* Custom Animations */
.animate-smooth {
transition: all 0.3s cubic-bezier (0.4, 0, 0.2, 1);
}
/* Glass Morphism */
.glass {
backdrop-filter: blur (10px);
background: rgba (255, 255, 255, 0.8);
border: lpx solid rgba (255, 255, 255, 0.2);
}
/* Custom Shadows */
.shadow-soft {
box-shadow: 0 2px 15px -3px rgba (0, 0, 0, 0.07), 0 10px 20px -2px rgba (0, 0, O,
0.04);
}
.shadow-glow {
box-shadow: 0 0 15px rgba (85, 122, 149, 0.3);
}
/* Gradient Text */
.text-gradient {
@apply bg-clip-text text-transparent;
background-image: linear-gradient (135deg, #4a6b84, #2f7f6f);
}
/* Hover Glow Effect */
.hover-glow {
transition: all 0.3s ease;
}

.hover-glow:hover {



box-shadow: 0 0 20px rgba (85, 122, 149, 0.4);
}
/* Smooth Transitions */
.transition-smooth {
transition: all 0.4s cubic-bezier (0.4, 0, 0.2, 1);
}
/* Loading Shimmer */
@keyframes shimmer {
0% {
background-position: -1000px O;
}
100% {
background-position: 1000px 0;
}
}

.shimmer {
animation: shimmer 2s infinite;

background: linear-gradient (to right, #f0f0f0 4%, #e8e8e8 25%,

background-size: 1000px 100%;
}

}

/* Custom Scrollbar */

::-webkit-scrollbar {
width: 8px;
height: 8px;

}

::-webkit-scrollbar-track {
background: #f1£f1f1;
border-radius: 10px;

}

::-webkit-scrollbar-thumb {
background: #557a95;
border-radius: 10px;

}

::-webkit-scrollbar-thumb:hover {
background: #4a6b84;

}

/* Selection Color */

::selection {
background: #7395ae;
color: white;

::-moz-selection {
background: #7395ae;
color: white;

}

main.tsx
import React from 'react'
import ReactDOM from 'react-dom/client'
import App from './App'
import './index.css'
ReactDOM.createRoot (document.getElementById('root')!) .render (
<React.StrictMode>
<App />
</React.StrictMode>,

Layout.tsx
import { Outlet, Link, useLocation } from 'react-router-dom';
import { useAuth } from '../contexts/AuthContext';
import NotificationBell from './NotificationBell';
export default function Layout () {
const { user, logout } = useAuth();

const location = uselLocation();
const isActive = (path: string) => {

#£0£0£0 36%);

105
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return location.pathname === path;
bi
const getRoleColor = (role?: string) => {
switch (role) {
case 'admin': return 'bg-accent-100 text-accent-700"';
case 'manager': return 'bg-primary-100 text-primary-700"';
case 'executor': return 'bg-secondary-100 text-secondary-700"';

default: return 'bg-dark-100 text-dark-700";

}
}i

const getRolelabel = (role?: string) => {
switch (role) {
case 'admin': return 'AmmimicTpaTop';
case 'manager': return 'Kepisruk';
case 'executor': return 'BukoHaBelpb';

default: return role;
}
}i
return (
<div className="min-h-screen">
{/* Modern Navigation */}
<nav className="glass border-b border-white/20 sticky top-0 z-50 backdrop-blur-x1
bg-white/70 shadow-sm">
<div className="max-w-7x]l mx-auto px-4 sm:px-6 lg:px-8">
<div className="flex justify-between h-16">
<div className="flex items-center">
{/* Logo */}
<div className="flex-shrink-0 flex items-center">
<div className="w-10 h-10 rounded-xl bg-gradient-to-br from-primary-500
to-accent-500 flex items-center justify-center shadow-1lg mr-3 transform hover:rotate-6
transition-transform duration-300">
<span className="text-white text-xl font-bold">K</span>
</div>
<hl className="text-2x1 font-extrabold text-primary-700">SystemK</hl>
</div>
{/* Navigation Links */}
<div className="hidden sm:ml-8 sm:flex sm:space-x-2">
<Link
to="/"
className={"${
isActive('/")
? 'bg-primary-50 text-primary-700 border-b-2 border-primary-500"
'text-gray-600 hover:bg-gray-50 border-b-2 border-transparent'
} inline-flex items-center px-4 py-2 text-sm font-semibold
transition-all duration-200 rounded-t-1g'}
>

<span className="mr—2">nﬂ</span>
Dashboard
</Link>
<Link
to="/projects"
className={ " ${
isActive ('/projects') || location.pathname.startsWith ('/projects"')
? 'bg-primary-50 text-primary-700 border-b-2 border-primary-500"
'text-gray-600 hover:bg-gray-50 border-b-2 border-transparent'
} inline-flex items-center px-4 py-2 text-sm font-semibold
transition-all duration-200 rounded-t-1g'}
>
<span className="mr-2">Bl</span>
[IpoexkTU
</Link>
<Link
to="/reports"
className={ " ${
isActive ('/reports')
? 'bg-primary-50 text-primary-700 border-b-2 border-primary-500"
'text-gray-600 hover:bg-gray-50 border-b-2 border-transparent'
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} inline-flex items-center px-4 py-2 text-sm font-semibold
transition-all duration-200 rounded-t-1g'}

>
<span className="mr-2">N</span>
3BiTH

</Link>

{user?.role === 'admin' && (
<Link

to="/users"
className={"${
isActive ('/users')
? 'bg-primary-50 text-primary-700 border-b-2 border-primary-
500"
'text-gray-600 hover:bg-gray-50 border-b-2 border-

transparent'

} inline-flex items-center px-4 py-2 text-sm font-semibold
transition-all duration-200 rounded-t-1g'}

>
<span className="mr—2">i&</span>
Kopucrypaui
</Link>
)}
</div>

</div>
{/* User Info and Logout */}
<div className="flex items-center space-x—-4">
{/* Notification Bell */}
<NotificationBell />
{/* User Badge */}
<div className="hidden sm:flex items-center space-x-3">
<div className="text-right">
<p className="text-sm font-semibold text-dark-
700">{user?.full name}</p>
<span className={ inline-block px-2 py-0.5 text-xs rounded-full

S${getRoleColor (user?.role)} }>
{getRolelLabel (user?.role) }
</span>
</div>

<div className="w-10 h-10 rounded-full bg-gradient-mesh from-primary-
400 to-accent-400 flex items-center justify-center text-white font-bold shadow-md
hover:shadow-1lg transition-all duration-300 transform hover:scale-110">
{user?.full name?.charAt (0)}
</div>
</div>
{/* Logout Button */}
<button
onClick={logout}
className="inline-flex items-center px-4 py-2 border border-transparent
text-sm font-medium rounded-1lg text-white bg-gradient-to-r from-red-500 to-red-600
hover:from-red-600 hover:to-red-700 transition-all duration-300 transform hover:scale-
105 shadow-md hover:shadow-1g"
>
<span className="mr-2">l</span>
BuniTtu
</button>
</div>
</div>
</div>
</nav>
{/* Main Content */}
<main className="max-w-7xl mx-auto py-6 sm:px-6 lg:px-8 animate-fade-in">
<Outlet />
</main>
{/* Footer */}
<footer className="mt-auto border-t border-dark-100 bg-white/50 backdrop-blur-
sm" >
<div className="max-w-7xl mx-auto px-4 sm:px-6 lg:px-8 py—-4">
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<div className="flex justify-between items-center text-sm text-dark-500">
<p>0 2025 SystemK. Bci npaBa 3axwumeHo.</p>
<div className="flex space-x-4">
<a href="#" className="hover:text-primary-600 transition-colors duration-
200">IokyMeHTalnia</a>
<a href="#" className="hover:text-primary-600 transition-colors duration-
200" >IinTpuMka</a>
</div>
</div>
</div>
</footer>
</div>
)

NotificationBell.tsx
import { useState, useEffect, useRef } from 'react';
import { useAuth } from '../contexts/AuthContext';
import { Notification } from '../types';
import api from '../services/api';
import { io, Socket } from 'socket.io-client';
export default function NotificationBell () {
const { user } = useAuth{();
const [notifications, setNotifications] = useState<Notification[]>([]);
const [unreadCount, setUnreadCount] = useState (0);
const [isOpen, setIsOpen] = useState(false);
const [loading, setLoading] = useState(false);
const socketRef = useRef<Socket | null>(null);
const dropdownRef = useRef<HTMLDivElement>(null);
useEffect (() => {
loadNotifications () ;
loadUnreadCount () ;
connectSocket () ;
// Close dropdown when clicking outside
const handleClickOutside = (event: MouseEvent) => {
if (dropdownRef.current && !dropdownRef.current.contains (event.target as Node)) {
setIsOpen(false);
}
}i
document.addEventListener ('mousedown', handleClickOutside);
return () => {
document.removeEventListener ('mousedown', handleClickOutside) ;
if (socketRef.current) {
socketRef.current.disconnect () ;
}
}i
boo 01D

const connectSocket = () => {
if (!user) return;
const SOCKET URL = import.meta.env.VITE WS URL || 'http://localhost:5000";
socketRef.current = io(SOCKET URL) ;
socketRef.current.on('connect', () => {

socketRef.current?.emit ('join-notifications', user.id);
b
socketRef.current.on('new-notification', (notification: Notification) => {
setNotifications (prev => [notification, ...prevl]);
setUnreadCount (prev => prev + 1);
Py
}i

const loadNotifications = async () => {
try {
const response = awalit api.get('/notifications');

setNotifications (response.data);
} catch (error) {
console.error('Failed to load notifications:', error);
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const loadUnreadCount = async () => {
try {
const response = await api.get('/notifications/unread/count');

setUnreadCount (response.data.count) ;
} catch (error) {
console.error('Failed to load unread count:', error);
}
}i
const markAsRead = async (id: number) => ({
try {
await api.put( /notifications/${id}/read’);
setNotifications (prev =>
prev.map(n => (n.id === id ? { ...n, 1is_read: true } : n))
) ;
setUnreadCount (prev => Math.max (0, prev - 1));
} catch (error) {
console.error('Failed to mark as read:', error);
}
}i

const markAllAsRead = async () => {
try {
await api.put('/notifications/read-all');
setNotifications (prev => prev.map(n => ({ ...n, is read: true })));

setUnreadCount (0) ;
} catch (error) {
console.error('Failed to mark all as read:', error);
}
}:

const deleteNotification = async (id: number) => ({
try {
await api.delete( /notifications/${id}");
setNotifications (prev => prev.filter(n => n.id !== id));
const notification = notifications.find(n => n.id === id);
if (notification && !notification.is read) {
setUnreadCount (prev => Math.max (0, prev - 1));

}
} catch (error) {
console.error('Failed to delete notification:', error);
}
}i
const getNotificationIcon = (type: string) => {
switch (type) {
case 'task assigned': return 'i';
case 'task updated': return 'Q';

case 'comment': return '@';

case 'mention': return 'Q@';
. -

case 'deadline': return 'O ;

default: return 'A';
}
}i

const getTimeAgo = (date: string) => {
const seconds = Math.floor ((new Date().getTime () - new Date (date).getTime()) /
1000) ;
if (seconds < 60) return 'mowmHO';
if (seconds < 3600) return “${Math.floor (seconds / 60)} xB Tomy ;
if (seconds < 86400) return "“${Math.floor(seconds / 3600)} rom Tomy  ;

if (seconds 604800) return “${Math.floor (seconds / 86400)} mu Tomy ;
return new Date (date) .toLocaleDateString('uk-UA");

A

}i

return (
<div className="relative" ref={dropdownRef}>
<button
onClick={() => setIsOpen(!isOpen) }

className="relative p-2 text-dark-600 hover:text-primary-600 rounded-lg
hover:bg-dark-50 transition-colors duration-200"
>
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<span className="text-2x1">MA</span>
{unreadCount > 0 && (
<span className="absolute top-0 right-0 inline-flex items-center justify-

center px-2 py-1 text-xs font-bold leading-none text-white transform translate-x-1/2 -
translate-y-1/2 bg-accent-500 rounded-full">

{unreadCount > 99 ? '99+' : unreadCount}
</span>
)}

</button>
{isOpen && (

<div className="absolute right-0 mt-2 w-96 bg-white rounded-xl shadow-xl border

border-dark-100 z-50 max-h-[600px] flex flex-col">

100">

<div className="flex items-center justify-between p-4 border-b border-dark-

<h3 className="text-1g font-semibold text-dark-800">Cnosimenua</h3>
{unreadCount > 0 && (
<button
onClick={markAllAsRead}
className="text-sm text-primary-600 hover:text-primary-700 font-medium"
>
[Io3HAUUTM BC1 SK OpoumMTaHi
</button>
)}
</div>
<div className="overflow-y-auto flex-1">
{notifications.length === 0 ? (
<div className="p-8 text-center text-dark-400">
<span className="text-4x]l mb-2 block">MA</span>
<p>Hemae crnosimeHb</p>
</div>
)
<div className="divide-y divide-dark-100">
{notifications.map (notification => (
<div
key={notification.id}
className={ p-4 hover:bg-dark-50 transition-colors duration-200 ${
!notification.is read ? 'bg-primary-50' : ''
b}
>
<div className="flex items-start gap-3">
<span className="text-

2x1">{getNotificationIcon (notification.type) }</span>

<div className="flex-1 min-w-0">
<div className="flex items-start justify-between gap-2">
<div className="flex-1">
<p className={ text-sm ${!notification.is read ? 'font-

semibold' : 'font-medium'} text-dark-800"}>

{notification.title}
</p>
{notification.content && (
<p className="text-sm text-dark-600 mt-

1">{notification.content}</p>

)}
<p className="text-xs text-dark-400 mt-

1">{getTimeAgo (notification.created at) }</p>

colors"

</div>

<button
onClick={ () => deleteNotification(notification.id)}
className="text-dark-400 hover:text-red-600 transition-

>
<span className="text-1g">x</span>
</button>
</div>
<div className="flex gap-2 mt-2">
{!notification.is read && (
<button



onClick={ ()
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=> markAsRead (notification.id) }

className="text-xs text-primary-600 hover:text-primary-

700 font-medium"
>
[lo3HAUUTU SK NPOUMTaHE
</button>
)}
{notification.link && (
<a
href={notification.link}

className="text-xs text-accent-600 hover:text-accent-700

font-medium"
onClick={ () => {
if (!notification.is read)
setIsOpen (false);
}}
>
l[leperiany ™ —
</a>
)}
</div>
</div>
</div>
</div>
))}
</div>
)}
</div>
</div>
)}
</div>
)

MentionTextarea.tsx

import { useState, useRef, useEffect,
import { User } from '../../types';
interface MentionTextareaProps {
value: string;
onChange: (value: string) => void;
onMention?: (userId: number) => void;
availableUsers: User[];
placeholder?: string;
className?: string;
minRows?: number;
}
export default function MentionTextarea ({
value,
onChange,
onMention,
availableUsers,
placeholder = 'HanumiTes xOMeHTap...',
className = "',
minRows = 3
}: MentionTextareaProps) {
const [showMentions, setShowMentions] = useState(false);
const [mentionSearch, setMentionSearch] = useState('');
const [mentionPosition, setMentionPosition] = useState (0);
const [selectedIndex, setSelectedIndex] = useState(0);
const textareaRef = useRef<HTMLTextAreaElement>(null);
const mentionListRef = useRef<HTMLDivElement>(null);
// Filter users based on search
const filteredUsers = availableUsers.filter (user =>
user.full name.toLowerCase().includes (mentionSearch.toLowerCase())
user.email.toLowerCase () .includes (mentionSearch.toLowerCase())
)
useEffect (() => {

KeyboardEvent,

ChangeEvent } from

markAsRead (notification.id) ;

'react';
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// Reset selected index when filtered users change
setSelectedIndex (0) ;
}, [mentionSearch]);

const handleChange = (e: ChangeEvent<HTMLTextAreaElement>) => {
const newValue = e.target.value;
const cursorPos = e.target.selectionStart;

onChange (newValue) ;
// Check for @ mention trigger
const textBeforeCursor = newValue.slice (0, cursorPos);
const atIndex = textBeforeCursor.lastIndexOf ('@");
if (atIndex !== -1) {
const textAfterAt = textBeforeCursor.slice(atIndex + 1);
// Check if there's no space after Q@
if (!'textAfterAt.includes (' ') && !textAfterAt.includes('\n'")) {
setMentionSearch (textAfterAt) ;
setMentionPosition (atIndex) ;
setShowMentions (true) ;
} else {
setShowMentions (false) ;
}
} else {
setShowMentions (false);
}
}i

const insertMention = (user: User) => {
if (!'textareaRef.current) return;
const cursorPos = textareaRef.current.selectionStart;

const textBeforeCursor = value.slice (0, cursorPos);
const textAfterCursor = value.slice (cursorPos);
// Find the @ position
const atIndex = textBeforeCursor.lastIndexOf ('@"');
// Build new value with mention
const beforeMention = value.slice (0, atIndex);
const mention = "@${user.full name} °;
const newValue = beforeMention + mention + textAfterCursor;
onChange (newValue) ;
setShowMentions (false) ;
setMentionSearch(''");
// Call onMention callback
if (onMention) {
onMention (user.id);
}

// Set cursor after mention

setTimeout (() => {
if (textareaRef.current) {
const newCursorPos = atIndex + mention.length;

textareaRef.current.focus () ;
textareaRef.current.setSelectionRange (newCursorPos, newCursorPos);

}

}o 0);

bi

const handleKeyDown = (e: KeyboardEvent<HTMLTextAreaElement>) => {
if (!showMentions || filteredUsers.length === 0) return;

switch (e.key) {

case 'ArrowDown':
e.preventDefault (),
setSelectedIndex (prev =>

prev < filteredUsers.length - 1 ? prev + 1 : prev

)i
break;

case 'ArrowUp':
e.preventDefault (),
setSelectedIndex (prev => prev > 0 ? prev - 1 : 0);
break;

case 'Enter':

case 'Tab':
if (showMentions) {
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e.preventDefault () ;
insertMention (filteredUsers[selectedIndex]) ;
}
break;
case 'Escape':
e.preventDefault (),
setShowMentions (false) ;
break;
}
}i
// Get textarea position for positioning mention dropdown
const getDropdownPosition = () => {
if (!textareaRef.current) return {};
const textarea = textareaRef.current;
const textBeforeCursor = value.slice (0, mentionPosition);
const lines = textBeforeCursor.split('\n');
const currentLine = lines.length;
const lineHeight = 24; // Approximate line height
return {
top: “${currentlLine * lineHeight}px ,
left: '"Opx'
}i
}i
// Render mention text with highlights

const renderValueWithMentions = () => {
// Match @mentions in text
const mentionRegex = /@ (\w+ (2:\s+\w+)*)/g;

return value.replace (mentionRegex, '<span class="text-primary-600 font-
semibold">$&</span>"') ;
bi
return (
<div className="relative">
<textarea
ref={textareaRef}
value={value}
onChange={handleChange}
onKeyDown={handleKeyDown}
placeholder={placeholder}
rows={minRows}
className={ w-full px-4 py-2 border border-dark-200 rounded-lg focus:ring-2
focus:ring-primary-500 focus:border-transparent resize-none ${className} }
/>
{showMentions && filteredUsers.length > 0 && (
<div
ref={mentionListRef}
className="absolute z-50 mt-1 w-64 bg-white border border-dark-200 rounded-1lg
shadow-1g max-h-48 overflow-y-auto"
style={getDropdownPosition () }
>
{filteredUsers.map ( (user, index) => (
<button
key={user.id}
type="button"
onClick={ () => insertMention (user) }
className={ w-full px-4 py-2 text-left hover:bg-primary-50 flex items-
center gap-3 ${
index === selectedIndex ? 'bg-primary-100' : "'
)
>
<div className="w-8 h-8 rounded-full bg-gradient-mesh from-primary-400
to-accent-400 flex items-center justify-center text-white font-semibold text-sm flex-
shrink-0">
{user.full name.charAt (0)}
</div>
<div className="flex-1 min-w-0">
<p className="text-sm font-semibold text-dark-800 truncate">
{user.full name}



</p>
{user.position && (

<p className="text-xs text-dark-500 truncate">{user.position}</p>

)}
</div>
</button>
))}
</div>
)}
</div>
)

ProjectBudget.tsx

import { useState, useEffect } from 'react';

import { Expense } from '../../types';

import api from '../../services/api';

import { useAuth } from '../../contexts/AuthContext';

interface ProjectBudgetProps {
projectId: number;
budget: number;
managerId: number;
}
export default function ProjectBudget ({ projectId, budget, managerId }:
ProjectBudgetProps) {

const { user } = useAuth();

const [expenses, setExpenses] = useState<BExpense[]>([]);

const [loading, setLoading] = useState(true);

const [showForm, setShowForm] = useState(false);

const [formData, setFormData] = useState ({
category: 'other' as 'salary' | 'software' | 'hardware' | 'services
amount: '',
description: '',

expense date: new Date().toISOString().split('T") [0]
});

const canManage = user?.role === 'admin' || user?.id === managerld;
useEffect (() => {
loadExpenses () ;
}, [projectId]);
const loadExpenses = async () => {
try {
const res = await api.get (' /expenses/project/S${projectId}’);
setExpenses (res.data || []);

setLoading (false);
} catch (error) {
console.error('Failed to load expenses:', error);
setLoading (false) ;
}
}i
const handleSubmit = async (e: React.FormEvent) => {
e.preventDefault (),
try {
await api.post('/expenses', ({
project id: projectld,
...formData,
amount: parseFloat (formData.amount)
1)
setFormData ({
category: 'other',
amount: '',
description: '',
expense date: new Date().toISOString().split('T") [0]
1)
setShowForm(false);
loadExpenses () ;
} catch (error) {
console.error ('Failed to create expense:', error);

'other',
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}
}i

const totalExpenses = expenses.reduce((sum, e) => sum + (e.amount || 0), 0);
const remainingBudget = budget - totalExpenses;
const budgetUsagePercent = budget > 0 ? (totalExpenses / budget) * 100 : 0;
const getCategoryLabel = (category: string) => {

const labels = {

salary: 'BapmaTtu',
software: 'llporpamHe 3Babes3neueHHs',
hardware: 'O6jmagHaHHS',

services: 'llocayru',
other: 'Txme'
}i
return labels|[category as keyof typeof labels] || category;
bi
const getCategoryColor = (category: string) => {
const colors = {

salary: 'bg-blue-100 text-blue-800",
software: 'bg-green-100 text-green-800"',
hardware: 'bg-purple-100 text-purple-800",
services: 'bg-yellow-100 text-yellow-800",
other: 'bg-gray-100 text-gray-800"
}i
return colors|[category as keyof typeof colors] || colors.other;
bi
if (loading) {
return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
return (
<div className="space-y-6">
{/* Budget Summary */}
<div className="bg-white shadow rounded-1lg p-6">
<h2 className="text-1g font-semibold mb-4">®inaHcoBum orusan</h2>
<div className="grid grid-cols-3 gap-4 mb-6">
<div className="text-center p-4 bg-blue-50 rounded-1lg">
<p className="text-sm text-gray-600 mb-1">naHoBaHuin OomxeT</p>
<p className="text-2xl1 font-bold text-blue-600">{budget.toLocaleString('uk-
UA')} rpu</p>
</div>
<div className="text-center p-4 bg-red-50 rounded-1g">
<p className="text-sm text-gray-600 mb-1">®axTuuni sBuTpaTu</p>
<p className="text-2x1 font-bold text-red-
600">{totalExpenses.toLocaleString ('uk-UA"')} 1pu</p>
</div>
<div className="text-center p-4 bg-green-50 rounded-1lg">
<p className="text-sm text-gray-600 mb-1">3amumoxr</p>
<p className={ text-2x1 font-bold ${remainingBudget >= 0 ? 'text-green-600"
'text-red-600"'}"}>
{remainingBudget.toLocaleString ('uk-UA"')} 1pH
</p>
</div>
</div>
{/* Progress Bar */}
<div>
<div className="flex items-center justify-between mb-2">
<span className="text-sm text-gray-600">BuropucranHug OwomxeTy</span>
<span className="text-sm font-
semibold">{budgetUsagePercent.toFixed (1) } $</span>
</div>
<div className="w-full bg-gray-200 rounded-full h-4">
<div
className={ h-4 rounded-full ${
budgetUsagePercent > 100 ? 'bg-red-600"
budgetUsagePercent > 80 ? 'bg-yellow-500' : 'bg-green-500"
P}
style={{ width: "${Math.min (budgetUsagePercent, 100)}%" 1}}
/>
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</div>
</div>
</div>
{/* Expenses */}
<div className="bg-white shadow rounded-1g p-6">
<div className="flex items-center justify-between mb-6">
<h2 className="text-1lg font-semibold">Burparu</h2>
{canManage && (
<button
onClick={ () => setShowForm(!showForm) }
className="bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-
primary-700"
>
{showForm ? 'Ckacysarm' : '+ HomaTtu BuUTpaTy'}
</button>
)}
</div>
{showForm && (
<form onSubmit={handleSubmit} className="mb-6 p-4 bg-gray-50 rounded-lg">
<div className="grid grid-cols-2 gap-4">
<div>
<label className="block text-sm font-medium text-gray-700 mb-
1">Kareropia</label>

<select
value={formData.category}
onChange={ (e) => setFormbData({ ...formData, category: e.target.value

as any })}
className="w-full px-3 py-2 border border-gray-300 rounded-md

focus:outline-none focus:ring-2 focus:ring-primary-500"

>
<option value="salary">3apmjaru</option>
<option value="software">llporpaMue 3abesnedyeHHsa</option>
<option value="hardware">O6manHaunusa</option>
<option value="services">locayru</option>
<option value="other">Iume</option>
</select>
</div>
<div>

<label className="block text-sm font-medium text-gray-700 mb-1">Cywma
(rpH) </label>

<input
type="number"
step="0.01"
value={formData.amount}
onChange={ (e) => setFormData({ ...formData, amount: e.target.value

1}
className="w-full px-3 py-2 border border-gray-300 rounded-md

focus:outline-none focus:ring-2 focus:ring-primary-500"
required
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-
1">llara</label>

<input
type="date"
value={formData.expense date}
onChange={ (e) => setFormData ({ ...formData, expense date:

e.target.value })}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
required
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-
1">0Omnuc</label>
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<input
type="text"
value={formData.description}
onChange={ (e) => setFormData({ ...formData, description:
e.target.value })}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
</div>
<button
type="submit"
className="w-full mt-4 bg-primary-600 text-white px-4 py-2 rounded-md
hover:bg-primary-700"
>
JomaTy BUTPATY
</button>
</form>
)}
<div className="space-y-3">
{expenses.length === 0 ? (
<div className="text-center py-8 text-gray-400">
Hemae sBapeecTpoBaHMX BUTPAT
</div>
) |
expenses.map ( (expense) => (
<div key={expense.id} className="flex items-center justify-between
border-b pb-3 last:border-0">
<div className="flex-1">
<div className="flex items-center gap-2 mb-1">
<span className={ px-2 py-1 text-xs rounded-full
S{getCategoryColor (expense.category) } " }>
{getCategoryLabel (expense.category) }
</span>
<span className="text-sm text-gray-500">
{new Date (expense.expense date) .toLocaleDateString ('uk-UA")}
</span>
</div>
{expense.description && (
<p className="text-sm text-gray-700">{expense.description}</p>
)}
</div>
<span className="text-1g font-semibold text-gray-900">
{expense.amount?.tolLocaleString ('uk-UA")} rpH
</span>
</div>
))
)}
</div>
</div>
</div>
)

ProjectDiscussion.tsx

import { useEffect, useState, useRef } from 'react';

import { Chat, Message } from '../../types';
import api from '../../services/api';
import { useAuth } from '../../contexts/AuthContext';

import { io, Socket } from 'socket.io-client';
interface ProjectDiscussionProps {
projectId: number;
}
export default function ProjectDiscussion ({ projectId }: ProjectDiscussionProps) {
const { user } = useAuth{();
const [chats, setChats] = useState<Chat[]>([]);
const [selectedChat, setSelectedChat] = useState<Chat | null>(null);
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const [messages, setMessages] = useState<Message[]>([]);
const [newMessage, setNewMessage] = useState('');

const [isTyping, setIsTyping] = useState(false);

const [typingUser, setTypingUser] = useState<string>('"');
const [loading, setLoading] = useState(true);

const socketRef = useRef<Socket | null>(null);
const messagesEndRef = useRef<HTMLDivElement>(null);
const typingTimeoutRef = useRef<NodeJS.Timeout | null>(null);
useEffect (() => {
loadChats () ;
return () => {
if (socketRef.current) {
if (selectedChat) {
socketRef.current.emit ('leave-chat', selectedChat.id);
}
socketRef.current.disconnect () ;
}
}i
}, [projectId]):;
useEffect (() => {
if (selectedChat) {
loadMessages () ;
connectSocket () ;
}
}, [selectedChat]
useEffect (() => {
scrollToBottom (
}, [messages]);
const scrollToBottom = () => {
messagesEndRef.current?.scrollIntoView ({ behavior: 'smooth' });
}i
const loadChats = async () => {
try {
const res = await api.get (' /chats/project/${projectId});
setChats (res.data) ;
if (res.data.length > 0) {
setSelectedChat (res.data[0]);
}
setLoading (false) ;
} catch (error) {
console.error('Failed to load chats:', error);
setLoading (false);

)

’

) 4

}
}s

const loadMessages = async () => {
if (!selectedChat) return;
try {

const res = await api.get (' /chats/${selectedChat.id}/messages’);
setMessages (res.data);
} catch (error) {

console.error('Failed to load messages:', error);
}
bi
const connectSocket = () => {
if (!selectedChat) return;
const SOCKET URL = import.meta.env.VITE WS URL || 'http://localhost:5000";
socketRef.current = io(SOCKET URL) ;
socketRef.current.on('connect', () => {

socketRef.current?.emit ('join-chat', selectedChat.id);

)

socketRef.current.on('new-message', (message: Message) => ({
setMessages (prev => [...prev, message]);

Py

socketRef.current.on('user-typing', (data: { userId: number; userName: string }) =>
if (data.userId !== user?.id) {

setTypingUser (data.userName) ;
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setIsTyping (true) ;

setTimeout (() => setIsTyping(false), 3000);
}
P
}i
const handleSendMessage = async (e: React.FormEvent) => ({
e.preventDefault (),
if (!newMessage.trim() || !selectedChat) return;
try {
const res = await api.post( /chats/${selectedChat.id}/messages , {

content: newMessage,
message type: 'text'
})
socketRef.current?.emit ('send-message', {
chatId: selectedChat.id,
message: res.data
})
setNewMessage (''") ;
} catch (error) {
console.error('Failed to send message:', error);
}
bi
const handleTyping = () => {
if (!selectedChat || !user) return;
// Clear existing timeout
if (typingTimeoutRef.current) {
clearTimeout (typingTimeoutRef.current) ;
}
// Emit typing event
socketRef.current?.emit ('typing', {
chatId: selectedChat.id,
userId: user.id,
userName: user.full name
1) ;
// Set new timeout to stop emitting after 300ms of no typing

typingTimeoutRef.current = setTimeout (() => {
// User stopped typing

}, 300);
}i
if (loading) {

return <div className="text-center py-8">3aBaHTaxeHHsA...</div>;
}
return (

<div className="bg-white shadow rounded-1g flex flex-col h-[700px]">
<div className="p-4 border-b">
<h2 className="font-semibold text-1g mb-2">006roBOopeHHs OpoekTy</h2>
{chats.length > 1 && (
<div className="flex gap-2 overflow-x—-auto">
{chats.map ((chat) => (
<button

key={chat.id}

onClick={ () => setSelectedChat (chat)}

className={ px-3 py-1 text-sm rounded-full whitespace-nowrap ${

selectedChat?.id === chat.id
? 'bg-primary-600 text-white'
'bg-gray-100 text-gray-700 hover:bg-gray-200"

>
{chat.name}
</button>
)}
</div>
)}
</div>
{selectedChat ? (
<>
<div className="flex-1 overflow-y-auto p-4 space-y-3">



120

{messages.length === 0 ? (
<div className="flex items-center justify-center h-full text-gray-400">
Hemae norimomyieHb. I[IouHiTH OOTOBOPEeHHS !
</div>
) =

messages.map ( (msg) => (

<div
key={msg.id}
className={ flex ${msg.author id === user?.id ? 'justify-end'
'"Justify-start'} '}
>

<div className={ max-w-xs md:max-w-md ${
msg.author id === user?.id
? 'bg-primary-500 text-white'
'bg-gray-100 text-gray-900"
} rounded-lg p-3"}>
{msg.author id !== user?.id && (
<p className="text-xs font-semibold mb-1">{msg.author name}</p>
)}
<p className="text-sm whitespace-pre-wrap break-
words">{msg.content}</p>
<p className={ text-xs mt-1 ${
msg.author id === user?.id ? 'text-primary-100' : 'text-gray-500"'
P>
{new Date (msg.created at).tolLocaleTimeString('uk-UA', {
hour: '2-digit',
minute: '2-digit'
1}
</p>
</div>
</div>
))
)}
<div ref={messagesEndRef} />
</div>
{isTyping && (
<div className="px-4 py-2 text-sm text-gray-500 italic flex items-center
gap-1">
<span>{typingUser} npyxye</span>
<span className="typing-dots">
<span className="dot">.</span>
<span className="dot">.</span>
<span className="dot">.</span>
</span>
</div>
)}
<style>{"
@keyframes blink {
0%, 20% { opacity: 0; }
40% { opacity: 1; }
100% { opacity: 0; }
}
.typing-dots .dot {
animation: blink 1.4s infinite;
}
.typing-dots .dot:nth-child(2) {
animation-delay: 0.2s;
}
.typing-dots .dot:nth-child(3) {
animation-delay: 0.4s;
}
T}</style>
<form onSubmit={handleSendMessage} className="p-4 border-t">
<div className="flex gap-2">
<input
type="text"
value={newMessage}



onChange={ (e) => {
setNewMessage (e.target.value);
handleTyping () ;

1}

className="flex-1 px-3 py-2 border border-gray-300 rounded-md

focus:outline-none focus:ring-2 focus:ring-primary-500"
placeholder="Hanucaru noeimomyieHHs..."
/>
<button
type="submit"
disabled={!newMessage.trim() }

className="bg-primary-600 text-white px-6 py-2 rounded-md hover:bg-

primary-700 disabled:opacity-50 disabled:cursor-not-allowed"
>
BinnpaBsuru
</button>
</div>
</form>
</>
) =

<div className="flex-1 flex items-center justify-center text-gray-500">

Hemae uyariB

</div>
)}
</div>
) 7
}
ProjectDocuments.tsx
import { useState, useEffect } from 'react';
import { Document, DocumentCategory } from '../../types';
import api from '../../services/api';
import { useAuth } from '../../contexts/AuthContext';

interface ProjectDocumentsProps {
projectId: number;
managerId: number;
}
export default function ProjectDocuments ({ projectId, managerId }:
ProjectDocumentsProps) {

const { user } = useAuth();

const [documents, setDocuments] = useState<Document[]>([]);

const [categories, setCategories] = useState<DocumentCategory[]>([]);

const [loading, setLoading] = useState(true);

const [selectedCategory, setSelectedCategory] = useState<number | null>(null);
const [uploading, setUploading] = useState(false);

const canUpload = user?.role === 'admin' || user?.role === 'manager';
useEffect (() => {

loadDocuments () ;
loadCategories () ;
}, [projectId, selectedCategory]
const loadDocuments = async () =
try {

);
> |

const params = selectedCategory ? "?category id=${selectedCategory} =: '';
const res = await api.get( /documents/project/${projectId}${params} ) ;

setDocuments (res.data) ;
setLoading (false);
} catch (error) {
console.error('Failed to load documents:', error);
setLoading (false);
}
b

const loadCategories = async () => {
try {
const res = await api.get ('/documents/categories');

setCategories (res.data);
} catch (error) {
console.error('Failed to load categories:', error);

121
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}
bi
const handleFileUpload = async (e: React.ChangeEvent<HTMLInputElement>) => {
const file = e.target.files?.[0];
if (!file) return;
setUploading (true) ;
const formData = new FormData () ;
formData.append('file', file);
formData.append('project id', projectId.toString());
if (selectedCategory) {
formData.append('category id', selectedCategory.toString()):;
}

try {
await api.post ('/documents/upload', formData, {
headers: { 'Content-Type': 'multipart/form-data' }
1)
loadDocuments () ;

e.target.value = '';
} catch (error) {
console.error ('Failed to upload document:', error);
alert ('lloMmmuyka BaBaHTaXeHHa oGanay');
} finally {
setUploading (false) ;
}
}i

const handleDelete = async (documentId: number) => {
if (!confirm('Bumanmurty moxymeHT?')) return;
try {

await api.delete (' /documents/${documentId} ) ;
loadDocuments () ;
} catch (error) {
console.error ('Failed to delete document:', error);
}
b

const handleDownload = async (documentId: number) => {
try {
const response = await api.get( /documents/${documentId}/download , {

responseType: 'blob'
1)
const url = window.URL.createObjectURL (new Blob ([response.datal));
const link = document.createElement('a');
link.href = url;
link.setAttribute ('download', '');
document .body.appendChild (link) ;
link.click():;
link.remove () ;
} catch (error) {
console.error('Failed to download document:', error);
}
}i

const formatFileSize = (bytes: number) => {
if (bytes === 0) return 'O Bytes';
const k = 1024;
const sizes = ['Bytes', 'KB', 'MB', 'GB'];
const i = Math.floor (Math.log(bytes) / Math.log(k));
return Math.round (bytes / Math.pow(k, 1) * 100) / 100 + ' ' + sizes[i];
bi
const getFileIcon = (fileType?: string) => {
if (!fileType) return 'i';
if (['.jpg', '.Jjpeg', '.png', '.gif']l.includes(fileType)) return ' '
if (['.pdf'].includes (fileType)) return | R
if (['.doc', '.docx'].includes (fileType)) return '8';
if (['.x1ls', '.xlsx'].includes(fileType)) return M ;
if (['.zip', '.rar'l].includes(fileType)) return 'i@’';

return 'W"';
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if (loading) {
return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
return (
<div className="space-y-6">
<div className="bg-white shadow rounded-1g p-6">
<div className="flex items-center justify-between mb-6">
<h2 className="text-1g font-semibold">JokyMmeHTr npoekTy</h2>
{canUpload && (
<label className="bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-
primary-700 cursor-pointer">

{uploading ? '3aBaHTaxeHHA...' : '+ 3aBaHTaxuTy oarni'}
<input
type="file"

onChange={handleFileUpload}
className="hidden"
disabled={uploading}
/>
</label>
)}
</div>
{/* Category Filter */}
<div className="mb-6">
<div className="flex gap-2 flex-wrap">
<button
onClick={ () => setSelectedCategory(null)}
className={ px-3 py-1 rounded-full text-sm ${
selectedCategory === null
? 'bg-primary-600 text-white'
'bg-gray-100 text-gray-700 hover:bg-gray-200"'
b}

>
Bci
</button>
{categories.map ( (category) => (
<button
key={category.id}
onClick={ () => setSelectedCategory(category.id)}
className={ px-3 py-1 rounded-full text-sm ${
selectedCategory === category.id
? 'bg-primary-600 text-white'
'bg-gray-100 text-gray-700 hover:bg-gray-200"
bl
>
{category.name}
</button>
))}
</div>
</div>

{/* Documents List */}
<div className="space-y-3">
{documents.length === 0 ? (
<div className="text-center py-12 text-gray-400">
<p className="text-1g mb-2">Hemae mnoxkymeHTiB</p>
{canUpload && <p className="text-sm">3aBaHTaxTe [NepuMi IOKYMEHT
npoexrTy</p>}
</div>
) |
documents.map ( (doc) => (
<div key={doc.id} className="flex items-center justify-between border
rounded-1lg p-4 hover:bg-gray-50">
<div className="flex items-center gap-4 flex-1">
<span className="text-3x1">{getFileIcon(doc.file type) }</span>
<div className="flex-1 min-w-0">
<p className="font-medium text-gray-900 truncate">{doc.name}</p>
<div className="flex items-center gap-3 text-sm text-gray-500">
<span>{formatFileSize (doc.file size) }</span>
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<span>e+</span>
<span>{doc.uploaded by name}</span>
<span>e</span>
<span>{new Date (doc.created at).toLocaleDateString('uk-
UA') }</span>
{doc.category name && (
<>
<span>e</span>
<span className="px-2 py-0.5 bg-gray-100 rounded text-
xs">{doc.category name}</span>
B </>
)}
</div>
</div>
</div>
<div className="flex items-center gap-2">
<button
onClick={ () => handleDownload (doc.id) }
className="text-primary-600 hover:text-primary-800 px-3 py-1 text-
sm"
>
3aBaHTaAXUTU
</button>
{ (user?.id === doc.uploaded by || user?.id === managerId ||
user?.role === 'admin') && (
<button
onClick={ () => handleDelete (doc.id) }
className="text-red-600 hover:text-red-800 px-3 py-1 text-sm"
>
Bunmanurm
</button>
)}
</div>
</div>
))
)}
</div>
</div>
</div>
)

ProjectGoals.tsx

import { useState, useEffect } from 'react';

import { Milestone } from '../../types';
import api from '../../services/api';
import { useAuth } from '../../contexts/AuthContext';

interface ProjectGoalsProps {
projectId: number;
managerId: number;

}

export default function ProjectGoals ({ projectId, managerId }: ProjectGoalsProps) {

const { user } = useAuth();
const [milestones, setMilestones] = useState<Milestonel[]>([]);
const [loading, setLoading] = useState(true);

= useState (false);
= useState ({

const [showForm, setShowForm
const [formData, setFormData

]
]

title: '',

description: '',

due date: '',

status: 'pending' as 'pending' | 'in progress' | 'completed'

1)

const canManage =

useEffect (() => {
loadMilestones () ;

}, [projectld]);

const loadMilestones = async () => {

user?.role === 'admin' || user?.id === managerId;
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try {
const res = await api.get( /milestones/project/${projectId} ) ;
setMilestones (res.data);
setLoading (false);
} catch (error) {
console.error('Failed to load milestones:', error);
setLoading (false);
}
bi
const handleSubmit = async (e: React.FormEvent) => {
e.preventDefault (),
try {
await api.post('/milestones', {
project id: projectId,
...formData

1)

setFormData ({ title: '', description: '', due date: , status: 'pending' }):
setShowForm(false);
loadMilestones () ;
} catch (error) {
console.error('Failed to create milestone:', error);
}
b

const handleUpdateStatus = async (milestonelId: number, newStatus: string) => {
try {
const milestone = milestones.find(m => m.id === milestonelId);

if (!milestone) return;

await api.put( /milestones/${milestoneId} , {
...milestone,
status: newStatus

1)

loadMilestones () ;

} catch (error) {
console.error('Failed to update milestone:', error);

}
bi
const getStatusBadge = (status: string) => {
const colors = {
pending: 'bg-blue-100 text-blue-800",
in progress: 'bg-yellow-100 text-yellow-800",
completed: 'bg-green-100 text-green-800"'
}i
return colors|[status as keyof typeof colors] |
bi
const getStatusLabel = (status: string) => {
const labels = {
pending: 'OuikyeTwcs',
in progress: 'B poGori',
completed: 'BasepumeHO'
}i
return labels[status as keyof typeof labels] || status;
}i
if (loading) {
return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
return (
<div className="space-y-6">
<div className="bg-white shadow rounded-1g p-6">
<div className="flex items-center justify-between mb-6">
<h2 className="text-1g font-semibold">Bixu npoexry</h2>
{canManage && (
<button
onClick={() => setShowForm(!showForm) }
className="bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-

colors.pending;

primary-700"
>
{showForm ? 'CxkacyepaTm' : '+ JomaTm Bixy'}
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</button>
)}
</div>
{showForm && (
<form onSubmit={handleSubmit} className="mb-6 p-4 bg-gray-50 rounded-1lg">
<div className="space-y-4">
<diwv>
<label className="block text-sm font-medium text-gray-700 mb-
1">Hazea</label>
<input
type="text"
value={formData.title}
onChange={ (e) => setFormData({ ...formData, title: e.target.value })}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
required
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-
1">0Omnuc</label>

<textarea
value={formData.description}
onChange={ (e) => setFormData({ ...formData, description:

e.target.value 1})}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
rows={3}
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">IaTa
BUKOHaHHA</label>

<input
type="date"
value={formData.due date}
onChange={ (e) => setFormData ({ ...formData, due date: e.target.value

1)}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
<button
type="submit"
className="w-full bg-primary-600 text-white px-4 py-2 rounded-md
hover:bg-primary-700"
>
CTBOPUTH Bixy
</button>
</div>
</form>
)}
<div className="space-y-4">
{milestones.length === 0 ? (
<div className="text-center py-8 text-gray-400">
Hemae Bix mnpoexty. {canManage && 'Iomawmre nepmy Bixy!'}
</div>
) |
milestones.map ((milestone) => (
<div key={milestone.id} className="border rounded-lg p-4">
<div className="flex items-start justify-between mb-2">
<div className="flex-1">
<h3 className="font-semibold text-gray-900">{milestone.title}</h3>
{milestone.description && (
<p className="text-sm text-gray-600 mt-
1">{milestone.description}</p>

)}
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</div>
<span className={ px-2 py-1 text-xs rounded-full
S{getStatusBadge (milestone.status) } }>
{getStatusLabel (milestone.status) }
</span>
</div>
<div className="flex items-center justify-between mt-3">
<div className="text-sm text-gray-500">
{milestone.due date && (
<span>JlenmarH: {new
Date (milestone.due date).toLocaleDateString('uk-UA") }</span>
)}

</div>
{canManage && milestone.status !== 'completed' && (
<div className="flex gap-2">
{milestone.status === 'pending' && (
<button
onClick={ () => handleUpdateStatus(milestone.id,
'in progress')}
className="text-xs text-primary-600 hover:text-primary-800"
>
TouaTu
</button>
)}
{milestone.status === 'in progress' && (
<button
onClick={ () => handleUpdateStatus(milestone.id, 'completed')}
className="text-xs text-green-600 hover:text-green-800"
>
3aBepumTn
</button>
)}
</div>
)}
</div>
</div>

))
)}
</div>
</div>
</div>
)i

ProjectOverview.tsx

import { useState, useEffect } from 'react';

import { Project } from '../../types';
import api from '../../services/api';
import { useAuth } from '../../contexts/AuthContext';

interface ProjectOverviewProps {
project: Project;
members: anyl[];
canSeeFinances: boolean;
}
export default function ProjectOverview({ project, members: initialMembers,
canSeeFinances }: ProjectOverviewProps) {

const { user } = useAuth{();

const [members, setMembers] = useState(initialMembers);

const [showAddMember, setShowAddMember] = useState(false);

const [availableUsers, setAvailableUsers] = useState<any[]>([]);

const [selectedUserId, setSelectedUserId] = useState<string>('"');

const canManageMembers = user?.role === 'admin' || user?.id === project.manager id;
useEffect (() => {

setMembers (initialMembers) ;

}, [initialMembers])

const loadAvailableUsers = async () => {
try |
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const response = await api.get('/users');
const memberIds = members.map (m => m.id);
const available response.data.filter ((u: any) => !memberIds.includes (u.id) &&
u.is_active);

setAvailableUsers (available) ;

} catch (error) {
console.error('Failed to load users:', error);

}

}i

const handleAddMember = async () => {
if (!selectedUserId) return;
try {

await api.post( /projects/${project.id}/members’, { user id:
parselnt (selectedUserId) 1});
const response = awalit api.get( /projects/${project.id}/members’) ;
setMembers (response.data) ;
setShowAddMember (false) ;
setSelectedUserId(''");
} catch (error: any) {
console.error('Failed to add member:', error);
alert (error.response?.data?.error || 'He Bmanocs momaTu ydacHuMKAE');
}
}i
const openAddMember = () => {
loadAvailableUsers() ;
setShowAddMember (true) ;
}i
const getStatusBadge = (status: string) => {
const colors = {
planning: 'bg-blue-100 text-blue-800',
active: 'bg-green-100 text-green-800"',
completed: 'bg-gray-100 text-gray-800"',
archived: 'bg-purple-100 text-purple-800"
}i

return colors[status as keyof typeof colors] || colors.planning;
bi
const getStatusLabel = (status: string) => {
const labels = {
planning: 'llmanyBasHa',
active: 'AxkTuBHMUI',

completed: '3BarepumeHO',
archived: 'Apxis'

}i

return labels[status as keyof typeof labels] || status;
}i
const getPriorityBadge = (priority: string) => {

const colors = {

low: 'bg-gray-100 text-gray-800",
medium: 'bg-yellow-100 text-yellow-800',
high: 'bg-orange-100 text-orange-800',
critical: 'bg-red-100 text-red-800'
b7
return colors|[priority as keyof typeof colors] || colors.medium;
bi
const getPriorityLabel = (priority: string) => {
const labels = {
low: 'Huzpxun',
medium: 'Cepenuin',
high: 'Bucoxwun',
critical: 'Kpuruuuwmin'
}i
return labels[priority as keyof typeof labels] || priority;
}i
return (
<div className="space-y-6">
{/* Project Info */}
<div className="bg-white shadow rounded-1g p-6">
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<h2 className="text-1g font-semibold mb-4">Tubopmaliis npo mpoexT</h2>
<dl className="grid grid-cols-2 gap-4">
<div>
<dt className="text-sm text-gray-500">KepiBuyk npoexTy</dt>
<dd className="text-sm font-medium">{project.manager name}</dd>
</div>
<diwv>
<dt className="text-sm text-gray-500">Craryc</dt>
<dd className="text-sm font-medium">
<span className={ px-2 py-1 text-xs rounded-full
S{getStatusBadge (project.status) } }>
{getStatusLabel (project.status) }
</span>
</dd>
</div>
<div>
<dt className="text-sm text-gray-500">Ipiopurer</dt>
<dd className="text-sm font-medium">
<span className={ px-2 py-1 text-xs rounded-full
${getPriorityBadge (project.priority)} }>
{getPriorityLabel (project.priority)}
</span>
</dd>
</div>
<div>
<dt className="text-sm text-gray-500">Iara nouarky</dt>
<dd className="text-sm font-medium">
{project.start date ? new
Date (project.start date) .toLocaleDateString('uk-UA'") : '-'}
</dd>
</div>
<div>
<dt className="text-sm text-gray-500">llaTa 3zaBepmeHHa</dt>
<dd className="text-sm font-medium">
{project.end date ? new Date (project.end date) .tolLocaleDateString ('uk-

</dd>
</div>
{canSeeFinances && (
<div>
<dt className="text-sm text-gray-500">Bomkxer</dt>
<dd className="text-sm font-medium">{project.budget?.tolLocaleString ('uk-
UA')} rpu</dd>
</div>
)}
</dl1>
</div>
{/* Team Members */}
<div className="bg-white shadow rounded-lg p-6">
<div className="flex items-center justify-between mb-4">
<h2 className="text-1g font-semibold">Komauna ({members.length})</h2>
{canManageMembers && (
<button
onClick={openAddMember}
className="bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-
primary-700 text-sm"
>
+ JomaTy ydyacHUKA
</button>
)}
</div>
{/* Add Member Modal */}
{showAddMember && (
<div className="mb-4 p-4 bg-gray-50 rounded-1lg border-2 border-primary-200">
<h3 className="text-sm font-semibold mb-3">JomaTtu ydacHMKa OO0 NOpoekTy</h3>
<div className="flex gap-2">
<select
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value={selectedUserId}
onChange={ (e) => setSelectedUserld(e.target.value)}
className="flex-1 border border-gray-300 rounded-md px-3 py-2 text-sm"

>
<option value="">06epiTh koOpucTyBaua...</option>
{availableUsers.map ((u) => (
<option key={u.id} wvalue={u.id}>
{u.full name} ({u.role === 'admin' ? 'ApminicrpaTop' : u.role ===
'manager' ? 'KepiBHuk' : 'BuxoHareub'})
</option>
))}
</select>
<button

onClick={handleAddMember}

disabled={!selectedUserId}

className="bg-green-600 text-white px-4 py-2 rounded-md hover:bg-green-
700 disabled:bg-gray-400 disabled:cursor-not-allowed text-sm"

>
JonmaTm
</button>
<button
onClick={() => {
setShowAddMember (false) ;
setSelectedUserId('");

}}
className="bg-gray-300 text-gray-700 px-4 py-2 rounded-md hover:bg-
gray-400 text-sm"
>
CkacyepaTu
</button>
</div>
</div>
)}
<div className="grid grid-cols-1 md:grid-cols-2 gap-4">
{members.map ( (member) => (
<div key={member.id} className="flex items-center gap-3 p-3 bg-gray-50
rounded-1g">
<div className="w-10 h-10 bg-primary-500 rounded-full flex items-center
justify-center text-white">
{member.full name?.charAt (0)}
</div>
<div>
<p className="font-medium text-sm">{member.full name}</p>
<p className="text-xs text-gray-500">{member.position}</p>
<p className="text-xs text-gray-400">

{member.role === 'admin' ? 'AnmMiznicTpaTop'
member.role === 'manager' ? 'KepiBHuk' : 'BuxoHaBelb'}
</p>
</div>
</div>
))}
</div>
</div>

{/* Description */}
<div className="bg-white shadow rounded-lg p-6">
<h2 className="text-1g font-semibold mb-4">Onuc npoexty</h2>
<p className="text-gray-700 whitespace-pre-wrap">{project.description || 'Hewmae
onvcy' }</p>
</div>
</div>
) 7
}

ActivityLog.tsx

import { useState, usekEffect } from 'react';

import { ActivitylLog as ActivityLogType } from '../../types';
import api from '../../services/api';



interface ActivityLogProps {

taskId:

}

export default function ActivityLog({ taskId }:

number;

ActivityLogProps) {

const [activities, setActivities] = useState<ActivityLogTypel[l>([]):
const [loading, setLoading] = useState(true);
useEffect (() => {
loadActivities () ;
}, [taskId]);
const loadActivities = async () => {

}:

try {
setLoading (true) ;
const response
setActivities (response.data);
} catch (error) {

console.error('Failed to load activity log:',

} finally {
setLoading (false);
}

await api.get( /activity-log/task/${taskId} );

error) ;
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const getActionIcon = (action: string) => {
if (action.includes('created')) return 4
if (action.includes ('updated') || action.includes('modified')) return 'e=[]';
if (action.includes('deleted')) return ' [';
if (action.includes('assigned')) return e
if (action.includes ('completed')) return '¥';
if (action.includes ('commented')) return '@@°';
if (action.includes('moved')) return '33';
return 'E;
bi
const getActionColor = (action: string) => {
if (action.includes('created')) return 'text-green-600 bg-green-50';
if (action.includes ('updated') || action.includes('modified')) return 'text-blue-
600 bg-blue-50"';
if (action.includes('deleted')) return 'text-red-600 bg-red-50"';
if (action.includes('assigned')) return 'text-purple-600 bg-purple-50';
if (action.includes('completed')) return 'text-green-600 bg-green-50';
if (action.includes ('commented')) return 'text-yellow-600 bg-yellow-50';
if (action.includes('moved')) return 'text-indigo-600 bg-indigo-50';
return 'text-gray-600 bg-gray-50"';
}i
const formatTimeAgo = (date: string) => {
const seconds = Math.floor ((new Date().getTime () - new Date (date).getTime()) /
1000) ;
if (seconds < 60) return 'mowHO';
if (seconds < 3600) return “${Math.floor(seconds / 60)} xB TOMY ;
if (seconds < 86400) return “${Math.floor (seconds / 3600)} rom Tomy ;
if (seconds < 604800) return “${Math.floor (seconds / 86400)} nH Tomy ;
return new Date (date) .tolLocaleDateString('uk-UA"', {
day: 'numeric',
month: 'short',
year: new Date (date).getFullYear () !== new Date().getFullYear() ? 'numeric'
undefined

)
b

const parseDetails = (details?: string) => {

if (!details) return null;
try {

return JSON.parse (details);
} catch {

return details;

}

}i

if (loading) {
return (
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<div className="bg-white shadow rounded-1g p-6">
<h2 className="text-1g font-semibold mb-4">Icropia 3MiH</h2>
<div className="flex justify-center py-8">
<div className="animate-spin rounded-full h-8 w-8 border-b-2 border-primary-
600"></div>
</div>
</div>
)i
}
return (
<div className="bg-white shadow rounded-lg p-6">
<h2 className="text-1lg font-semibold mb-4">IcTtopis 3MmiH
({activities.length})</h2>
{activities.length === 0 ? (
<div className="text-center py-8 text-gray-400">
<span className="text-4x1 mb-2 block">ii</span>
<p>Hemae z3ammcie B icrTopii</p>
</div>
) o
<div className="flow-root">
<ul className="-mb-8">
{activities.map ((activity, idx) => {

const details = parseDetails(activity.details);
const isLast = idx === activities.length - 1;
return (

<li key={activity.id}>
<div className="relative pb-8">
{!isLast && (
<span
className="absolute top-5 left-5 -ml-px h-full w-0.5 bg-gray-
200"
aria-hidden="true"
/>
)}
<div className="relative flex items-start space-x-3">
{/* Icon */}
<div className={ relative flex h-10 w-10 items-center justify-
center rounded-full ${getActionColor (activity.action)} }>
<span className="text-
x1">{getActionIcon (activity.action) }</span>
</div>
{/* Content */}
<div className="flex-1 min-w-0">
<div className="flex items-center Jjustify-between">
<div>
<span className="font-medium text-gray-
900">{activity.user name}</span>
<span className="text-gray-500 ml-
2">{activity.action}</span>
</div>
<time className="text-sm text-gray-500 whitespace-nowrap ml-

2">
{formatTimeAgo (activity.created at)}
</time>
</div>
{/* Details */}
{details && typeof details === 'object' && (

<div className="mt-2 text-sm bg-gray-50 rounded-1lg p-3 border
border-gray-100">
{Object.entries (details) .map (([key, valuel]) => (
<div key={key} className="flex items-start gap-2">
<span className="font-medium text-gray-700 min-w-
[100px]">
{key}:
</span>
<span className="text-gray-600">



String(value) }

)}
</ul>
</div>

)}
</div>

)

TaskChat.tsx

import { useEffect,
import { TaskChat,
import api from
import { useAuth } from
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{typeof value === 'object' ? JSON.stringify(value)
</span>
</div>
))}
</div>
)}
{details && typeof details === 'string' && (
<div className="mt-1 text-sm text-gray-600">
{details}
</div>

)}
{/* Metadata */}
{ (activity.ip address || activity.user agent) && (
<div className="mt-2 text-xs text-gray-400 space-y-1">
{activity.ip address && (
<div className="flex items-center gap-1">
<span>&</span>
<span>{activity.ip address}</span>
</div>
)}
{activity.user_agent && (
<div className="flex items-center gap-1 truncate">

<span>H</span>
<span className="truncate">{activity.user agent}</span>
</div>
)}
</div>
)}
</div>
</div>

</div>

useState, useRef } from 'react';
TaskChatMessage } from '../../types';
./../services/api';

'../../contexts/AuthContext';

import { io, Socket } from 'socket.io-client';
interface TaskChatProps {

taskId: number;

}

export default function TaskChatComponent ({ taskId }: TaskChatProps) {
const { user } useAuth () ;
const [chat, = useState<TaskChat | null>(null);
const [messages, setMessages] = useState<TaskChatMessage[]>([]);
const [newMessage, setNewMessage] = useState('');
const [isTyping, setIsTyping] = useState(false);
const [typingUser, setTypingUser] = useState<string>('");
const [loading, setLoading] = useState(true);

const socketRef
const messagesEndRef

useRef<Socket | null>(null);

= useRef<HTMLDivElement> (null) ;

const typingTimeoutRef = useRef<NodeJS.Timeout | null>(null);

useEffect (()
loadChat () ;

return ()

if (socketRef.current) {



if (chat) {
socketRef.current.emit ('leave-task-chat', chat.id);
}
socketRef.current.disconnect () ;
}
}i
}, [taskId]);
useEffect (() => {
if (chat) {
loadMessages () ;
connectSocket () ;
}
}, [chatl);
useEffect (() => {
scrollToBottom{() ;
}, [messages]);

const scrollToBottom = () => {
messagesEndRef.current?.scrollIntoView ({ behavior: 'smooth' });
bi
const loadChat = async () => {
try {

const res = await api.get (' /task-chats/task/${taskId} );
setChat (res.data) ;
setLoading (false);

} catch (error) {
console.error('Failed to load task chat:', error);
setLoading (false) ;

}

bi

const loadMessages = async () => {
if (!chat) return;
try {
const res = await api.get (' /task-chats/${chat.id}/messages’);

setMessages (res.data) ;
} catch (error) {

console.error('Failed to load messages:', error);
}
}s
const connectSocket = () => {
if (!'chat) return;
const SOCKET URL = import.meta.env.VITE WS URL || 'http://localhost:5000';
socketRef.current = io(SOCKET URL) ;
socketRef.current.on('connect', () => {

socketRef.current?.emit ('join-task-chat', chat.id);
b
socketRef.current.on('new-task-message', (message: TaskChatMessage) => {
setMessages (prev => [...prev, message]);
b
socketRef.current.on('task-user-typing', (data: { userId: number; userName:
Po=>
if (data.userId !== user?.id) {
setTypingUser (data.userName) ;
setIsTyping (true) ;

setTimeout (() => setIsTyping(false), 3000);
}
});
bi
const handleSendMessage = async (e: React.FormEvent) => {
e.preventDefault () ;
if (!newMessage.trim() || !chat) return;
try {
const res = await api.post( /task-chats/${chat.id}/messages’, {
content: newMessage,
message type: 'text'

1)
socketRef.current?.emit ('send-task-message', {
taskChatId: chat.id,
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string
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message: res.data
1) i
setNewMessage ('') ;
} catch (error) {
console.error('Failed to send message:', error);
}
}i
const handleTyping = () => {
if (!chat || !'user) return;
// Clear existing timeout
if (typingTimeoutRef.current) ({
clearTimeout (typingTimeoutRef.current) ;
}
// Emit typing event
socketRef.current?.emit ('task-typing', {
taskChatId: chat.id,
userId: user.id,
userName: user.full name

1)
// Set new timeout to stop emitting after 300ms of no typing

typingTimeoutRef.current = setTimeout (() => {
// User stopped typing
}, 300);

}i
if (loading) {
return (
<div className="flex items-center justify-center h-64">
<div className="text-gray-500">3aBaHTaxeHusa Jary...</div>
</div>
)
}
if (!chat) {
return (
<div className="flex items-center justify-center h-64">
<div className="text-gray-500">He Bmasiocs 3aBaHTaxuTu uvar</div>
</div>
)
}
return (
<div className="bg-white shadow rounded-1lg flex flex-col h-[600px]">
<div className="p-4 border-b">
<h2 className="font-semibold text-1g">06roBopenHs 3aBnaHHa</h2>
<p className="text-sm text-gray-500">Real-time uar xomaunmgu</p>

</div>
<div className="flex-1 overflow-y-auto p-4 space-y-3">
{messages.length === 0 ? (

<div className="flex items-center Jjustify-center h-full text-gray-400">
Hemae norimowmyienb. I[louHiTb OOTOBOpPEeHHS!
</div>
)

messages.map ( (msg) => (

<div
key={msg.id}
className={ flex ${msg.author id === user?.id ? 'justify-end' : 'justify-
start'} '}
>
<div className={ max-w-xs md:max-w-md ${
msg.author id === user?.id

? 'bg-primary-500 text-white'
: 'bg-gray-100 text-gray-900"
} rounded-lg p-3"}>
{msg.author id !== user?.id && (
<div className="flex items-center gap-2 mb-1">
<div className="w-6 h-6 bg-primary-500 rounded-full flex items-
center justify-center text-white text-xs">
{msg.author name?.charAt (0)}
</div>
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<div>
<p className="text-xs font-semibold">{msg.author name}</p>
{msg.author position && (
<p className="text-xs text-gray-500">{msg.author position}</p>
)}
</div>
</div>
)}
<p className="text-sm whitespace-pre-wrap break-
words">{msg.content}</p>
<p className={ text-xs mt-1 ${
msg.author id === user?.id ? 'text-primary-100"' : 'text-gray-500"'
}o>
{new Date (msg.created at).toLocaleTimeString('uk-UA'", {
hour: '2-digit',
minute: '2-digit’
1)}
</p>
</div>
</div>
))
)}
<div ref={messagesEndRef} />
</div>
{isTyping && (
<div className="px-4 py-2 text-sm text-gray-500 italic flex items-center gap-
">
<span>{typingUser} npyxye</span>
<span className="typing-dots">
<span className="dot">.</span>
<span className="dot">.</span>
<span className="dot">.</span>
</span>
</div>
)}
<style>{"
@keyframes blink {
0%, 20% { opacity: 0; }
40% { opacity: 1; }
100% { opacity: 0; }
}
.typing-dots .dot {
animation: blink 1.4s infinite;
}
.typing-dots .dot:nth-child(2) {
animation-delay: 0.2s;
}
.typing-dots .dot:nth-child(3) {
animation-delay: 0.4s;
}
“}</style>
<form onSubmit={handleSendMessage} className="p-4 border-t">
<div className="flex gap-2">
<input
type="text"
value={newMessage}
onChange={ (e) => {
setNewMessage (e.target.value);
handleTyping () ;
}}
className="flex-1 px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
placeholder="HanucaTryu noBimomyieHHST..."
/>
<button
type="submit"
disabled={!newMessage.trim() }
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className="bg-primary-600 text-white px-6 py-2 rounded-md hover:bg-primary-
700 disabled:opacity-50 disabled:cursor-not-allowed"
>
BinnpaBsuTu
</button>
</div>
</form>
</div>
) 7

TaskComments.tsx

import { useState, useEffect } from 'react';

import { Comment, CommentReactionGroup, User } from '../../types';
import { useAuth } from '../../contexts/AuthContext';

import api from '../../services/api';

import MentionTextarea from '../common/MentionTextarea';

interface TaskCommentsProps {
taskId: number;
projectId: number;
comments: Comment[];

onCommentAdded: () => void;
onCommentDeleted: () => void;
}
const COMMON EMOJIS = ['w', '@', '@', "', '#' '65'];

export default function TaskComments ({ taskId, projectId, comments, onCommentAdded,
onCommentDeleted }: TaskCommentsProps) |

const { user } = useAuth{();
const [newComment, setNewComment] = useState('');
const [submitting, setSubmitting] = useState(false);

const [reactions, setReactions] useState<Record<number,

CommentReactionGroup []>>({}):

const [showReactionPicker, setShowReactionPicker] = useState<number | null>(null);
const [hoveredReaction, setHoveredReaction] = useState<{ commentId: number; emoji:
string } | null>(null);
const [projectMembers, setProjectMembers] = useState<User[]>([]):
const [mentionedUsers, setMentionedUsers] = useState<number[]>([]);
const handleAddComment = async (e: React.FormEvent) => {
e.preventDefault () ;
if (!newComment.trim() || submitting) return;
setSubmitting (true);
try {

await api.post('/comments', {
task id: taskId,
content: newComment,
mentioned users: mentionedUsers
1)
setNewComment ('") ;
setMentionedUsers ([]);
onCommentAdded () ;
} catch (error) {
console.error('Failed to add comment:', error);
} finally {
setSubmitting (false);
}
bi
const handleMention = (userId: number) => {
if (!mentionedUsers.includes (userId)) {
setMentionedUsers ([...mentionedUsers, userId]);
}
bi
const fetchProjectMembers = async () => {
try {
const response = await api.get( /projects/${projectId}/members’);
setProjectMembers (response.data) ;
} catch (error) {



console.error('Failed to fetch project members:', error);
}
}i
const handleDeleteComment = async (commentId: number) => ({
if (!confirm('Bumanuty xomeHTap?')) return;
try |
await api.delete( /comments/${commentId} ") ;

onCommentDeleted () ;
} catch (error) {
console.error ('Failed to delete comment:', error);
}
}i

const fetchReactions = async (commentId: number) => {
try {
const response = await api.get<CommentReactionGroup[]> (' /comment-

reactions/comment/${commentId} ) ;

setReactions (prev => ({ ...prev, [commentId]: response.data }));

} catch (error) {
console.error ('Failed to fetch reactions:', error);
}
bi

const handleReactionClick = async (commentId: number, emoji:

string) => {
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try {
// Optimistically update UI
const currentReactions = reactions[commentId] || [];
const existingReactionIndex = currentReactions.findIndex(r => r.emoji === emoji);
let newReactions: CommentReactionGroupl[];
if (existingReactionIndex !== -1) {
const existingReaction = currentReactions[existingReactionIndex];

if (existingReaction.userReacted) {
// Remove user's reaction

if (existingReaction.count === 1) {
newReactions = currentReactions.filter(r => r.emoji
} else {

newReactions = [...currentReactions];
newReactions|[existingReactionIndex] =
...existingReaction,
count: existingReaction.count - 1,
userReacted: false,
users: existingReaction.users.filter (u => u.id
}i
}
} else {
// Add user's reaction
newReactions = [...currentReactions];
newReactions[existingReactionIndex] =
...existingReaction,
count: existingReaction.count + 1,
userReacted: true,

{

{

users: [...existingReaction.users, { id: user!.id,

user!.full name, avatar url: user?.avatar url }]
}i
}
} else {
// Add new reaction
newReactions = [
...currentReactions,
{
emoji,
count: 1,
userReacted: true,

users: [{ id: user!.id, full name: user!.full name,

user?.avatar url }]
}
1
}

== emoji);

= user?.id)

full name:

avatar url:

setReactions (prev => ({ ...prev, [commentId]: newReactions }));



setShowReactionPicker (null) ;
// Send API request
await api.post (' /comment-reactions/comment/${commentId} , { emoji });
// Refresh reactions from server to ensure consistency
await fetchReactions (commentId) ;
} catch (error) {
console.error('Failed to toggle reaction:', error);
// Revert on error
await fetchReactions (commentId) ;
}
}i
useEffect (() => {
// Fetch reactions for all comments
comments.forEach (comment => ({
fetchReactions (comment. id) ;
}) i
}, [comments]);
useEffect (() => {
// Fetch project members for mentions
fetchProjectMembers () ;
}, [projectlId]);
useEffect (() => {
// Close reaction picker when clicking outside
const handleClickOutside = (event: MouseEvent) => {
const target = event.target as HTMLElement;
if (!target.closest('[data-reaction-picker]')) {
setShowReactionPicker (null) ;
}
}i
if (showReactionPicker !== null) {
document .addEventListener ('mousedown', handleClickOutside);

return () => document.removeEventListener ('mousedown', handleClickOutside);

}

}, [showReactionPicker]);
return (
<div className="bg-white shadow rounded-lg p-6">

<h2 className="text-1g font-semibold mb-4">KomeHTapi ({comments.length})</h2>

<form onSubmit={handleAddComment} className="mb-6">
<MentionTextarea
value={newComment }
onChange={setNewComment }
onMention={handleMention}
availableUsers={projectMembers}

placeholder="JlonaTy KOMeHTap... (BUKOpUCTaMTe @ myjsa 3ramyBaHHa)"
minRows={3}
/>
<button
type="submit"
disabled={!newComment.trim() || submitting}

className="mt-2 bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-

primary-700 disabled:opacity-50 disabled:cursor-not-allowed"
>
{submitting ? 'BimnpasBka...' : 'BinnpaBurn'}
</button>
</form>
<div className="space-y-4">
{comments.length === 0 ? (
<div className="text-center py-8 text-gray-400">
Hemae xoMeHTapiB. ByInbTe mnepmmM, XTO 3aJMUUTL KOMEHTApP!
</div>
) =
comments.map ( (comment) => (
<div key={comment.id} className="border-b pb-4 last:border-0">
<div className="flex items-start justify-between mb-2">
<div className="flex items-center gap-3">
<div className="w-8 h-8 bg-primary-500 rounded-full flex
justify-center text-white text-sm">
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items-center
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{comment.author name?.charAt (0)}
</div>
<div>
<p className="font-medium text-sm">{comment.author name}</p>
<p className="text-xs text-gray-500">{comment.author position}</p>
</div>
</div>
<div className="flex items-center gap-2">
<span className="text-xs text-gray-500">
{new Date (comment.created at).toLocaleString('uk-UA")}
</span>
{comment.author id === user?.id && (
<button
onClick={ () => handleDeleteComment (comment.id) }
className="text-red-600 hover:text-red-800 text-xs"
>
Bunanurm
</button>
)}
</div>
</div>
<p className="text-gray-700 ml-11 whitespace-pre-
wrap">{comment.content}</p>
{comment.is edited && (
<p className="text-xs text-gray-400 ml-11 mt-1">BinpemarosaHo</p>
)}
{/* Reactions Section */}
<div className="ml-11 mt-3 flex items-center gap-2 flex-wrap">
{/* Display existing reactions */}

{reactions[comment.id]?.map((reaction) => (
<div key={reaction.emoji} className="relative">
<button
onClick={ () => handleReactionClick (comment.id, reaction.emoji)}
onMouseEnter={ () => setHoveredReaction ({ commentId: comment.id,
emoji: reaction.emoji })}
onMouselLeave={ () => setHoveredReaction (null) }

className={ inline-flex items-center gap-1 px-2 py-1 rounded-full
text-sm transition-all ${
reaction.userReacted
? 'bg-primary-100 border-2 border-primary-500 text-primary-
700"
'bg-gray-100 border-2 border-transparent hover:border-gray-
300 text-gray-700"'
Pl
>
<span>{reaction.emoji}</span>
<span className="text-xs font-medium">{reaction.count}</span>
</button>
{/* Tooltip with user names */}
{hoveredReaction?.commentId === comment.id &&
hoveredReaction?.emoji === reaction.emoji && (
<div className="absolute bottom-full left-1/2 transform -
translate-x-1/2 mb-2 z-10">
<div className="bg-gray-900 text-white text-xs rounded-1lg py-2
px-3 whitespace-nowrap shadow-1g">
{reaction.users.map((u, i) => (
<div key={u.id}>
{u.full name}
{i < reaction.users.length - 1 && ', '}
</div>
))}
<div className="absolute top-full left-1/2 transform -
translate-x-1/2 -mt-1">
<div className="border-4 border-transparent border-t-gray-
900"></div>
</div>
</div>
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</div>
)}
</div>
))}
{/* Add reaction button */}
<div className="relative" data-reaction-picker>
<button
onClick={ () => setShowReactionPicker (showReactionPicker ===
comment.id ? null : comment.id)}
className="inline-flex items-center justify-center w-7 h-7 rounded-
full bg-gray-100 hover:bg-gray-200 text-gray-600 hover:text-gray-800 transition-colors"
title="IomaTtnu peaxuin"
>
<span className="text-1lg leading-none">+</span>
</button>
{/* Reaction Picker */}
{showReactionPicker === comment.id && (
<div className="absolute bottom-full left-0 mb-2 bg-white rounded-
lg shadow-1g border border-gray-200 p-2 z-20 flex gap-1">
{COMMON_ EMOJIS.map ( (emoji) => (
<button
key={emoji}
onClick={ () => handleReactionClick (comment.id, emoji)}
className="w-10 h-10 flex items-center justify-center text-
2x1 hover:bg-gray-100 rounded transition-colors"
title={emoji}
>
{emoji}
</button>
))}
<div className="absolute top-full left-4 transform -translate-x-
1/2 -mt-1">
<div className="border-4 border-transparent border-t-
white"></div>
</div>
</div>
)}
</div>
</div>
</div>
))
)}
</div>
</div>
)

TaskTimeLog.tsx
import { useState } from 'react';
import { TimeLog } from '../../types';
import api from '../../services/api';
interface TaskTimeLogProps {
taskId: number;
timeLogs: TimeLog[];
onTimeLogAdded: () => void;
}
export default function TaskTimeLog ({ taskId, timelLogs, onTimeLogAdded }:
TaskTimeLogProps) {
const [newTimelog, setNewTimeLog] useState ({ hours: '', description: '' });
const [submitting, setSubmitting] = useState(false);
const handleAddTimeLog = async (e: React.FormEvent) => ({
e.preventDefault ()
if (!newTimeLog.hours || submitting) return;
setSubmitting (true) ;
try {
await api.post (' /tasks/${taskId}/time-log", {
hours: parseFloat (newTimeLog.hours),
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description: newTimeLog.description,
log date: new Date().toISOString().split('T") [0]
b
setNewTimeLog ({ hours: '', description: '' });
onTimeLogAdded () ;
} catch (error) {
console.error('Failed to log time:', error);
} finally {
setSubmitting (false);
}
}i
const totalHours = timelLogs.reduce((sum, log) => sum + log.hours, 0);
return (
<div className="bg-white shadow rounded-1g p-6">
<div className="flex items-center Jjustify-between mb-4">
<h2 className="text-1g font-semibold">JloryBaHua uyacy</h2>
<span className="text-sm text-gray-600">
Bcroro: <span className="font-semibold text-primary-600">{totalHours}h</span>
</span>
</div>
<form onSubmit={handleAddTimelLog} className="mb-6 bg-gray-50 p-4 rounded">
<div className="grid grid-cols-2 gap-4 mb-3">
<div>
<label className="block text-sm font-medium text-gray-700 mb-
1">Tonuumu</label>

<input
type="number"
step="0.5"
min="0.5"
value={newTimeLog.hours}
onChange={ (e) => setNewTimeLog ({ ...newTimeLog, hours: e.target.value })}

className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"

placeholder="8"

disabled={submitting}

required
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">Onwuc
poboru</label>
<input
type="text"
value={newTimeLog.description}
onChange={ (e) => setNewTimeLog({ ...newTimelLog, description:

e.target.value })}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
placeholder="Po3pobka oyukuionamy"
disabled={submitting}
/>
</div>
</div>
<button
type="submit"
disabled={!newTimeLog.hours || submitting}
className="w-full bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-
primary-700 disabled:opacity-50 disabled:cursor-not-allowed"
>
{submitting ? 'IonmaBaHHg...' : 'Iomatwm 3anuc'}
</button>
</form>
<div className="space-y-3">
{timeLogs.length === 0 ? (
<div className="text-center py-8 text-gray-400">
Hemae s3anmcip Opo BUTpadeHMM dYac
</div>
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) = |
timeLogs.map((log) => (
<div key={log.id} className="border-1-4 border-primary-500 pl-4 py-2">
<div className="flex items-center justify-between">
<div className="flex items-center gap-3">
<span className="font-semibold text-primary-600">{log.hours}h</span>
<span className="text-sm text-gray-600">{log.user name}</span>
</div>
<span className="text-xs text-gray-500">
{new Date (log.log date) .toLocaleDateString('uk-UA") }
</span>
</div>
{log.description && (
<p className="text-sm text-gray-600 mt-1">{log.description}</p>
)}

</div>
))
)}
</div>
</div>
)i
}
AuthContext.tsx
import React, { createContext, useState, useContext, useEffect } from 'react';
import { User, AuthResponse } from '../types';
import api from '../services/api';

interface AuthContextType {

}

user: User | null;

token: string | null;

login: (email: string, password: string) => Promise<void>;
logout: () => void;

isAuthenticated: boolean;

const AuthContext = createContext<AuthContextType | undefined>(undefined);

export const AuthProvider: React.FC<{ children: React.ReactNode }> = ({ children }) =>
{
const [user, setUser] = useState<User | null>(null);
const [token, setToken] = useState<string | null>(localStorage.getItem('token'));
useEffect (() => {
if (token) {
api.defaults.headers.common|['Authorization'] = “Bearer ${token} ;

loadProfile();
}
}, [token]);
const loadProfile = async () => {
try {
const response = await api.get('/auth/profile');
setUser (response.data);
} catch (error) {

console.error ('Failed to load profile:', error);
logout () ;
}
}i
const login = async (email: string, password: string) => {
const response = awalit api.post<AuthResponse>('/auth/login', { email, password });
const { token, user } = response.data;

localStorage.setItem('token', token);

setToken (token) ;

setUser (user) ;

api.defaults.headers.common['Authorization'] = ‘Bearer ${token} ;
}i
const logout = () => {

localStorage.removeltem('token');

setToken (null) ;

setUser (null) ;

delete api.defaults.headers.common['Authorization'];
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bi

return (
<AuthContext.Provider value={{
user,
token,
login,
logout,
isAuthenticated: !!token
}i>
{children}
</AuthContext.Provider>
)
}i

export const useAuth = () => {
const context = useContext (AuthContext);
if (context === undefined) {

throw new Error ('useAuth must be used within an AuthProvider');
}
return context;

}i

Dashboard.tsx

import { useEffect, useState } from 'react';
import { Link } from 'react-router-dom';
import { useAuth } from '../contexts/AuthContext';
import { Project, Task } from '../types';
import api from '../services/api';
export default function Dashboard() {
const { user } = useAuth();
const [projects, setProjects] = useState<Project[]>([]);
const [tasks, setTasks] = useState<Task[]>([]1);
const [loading, setLoading] = useState(true);
useEffect (() => {
loadDashboardData () ;
boo 1)
const loadDashboardData = async () => {
try {
const [projectsRes] = await Promise.all ([
api.get('/projects')
1)
setProjects (projectsRes.data);
setLoading (false) ;
} catch (error) {
console.error('Failed to load dashboard:', error);
setLoading(false);
}
}i
if (loading) {
return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
return (
<div className="px-4 py-6 sm:px-0">
<div className="mb-8">
<hl className="text-3x1 font-bold text-gray-900">
Biraemo, {user?.full name}!

</hl>
<p className="mt-1 text-sm text-gray-600">
Posb: {user?.role === 'admin' ? 'AnmiuicTpaTop' : user?.role === 'manager' ?
'KepiBuuk' : 'BukoHaBelb'}
</p>
</div>

<div className="grid grid-cols-1 gap-5 sm:grid-cols-2 lg:grid-cols-3">
<div className="bg-white overflow-hidden shadow rounded-1lg">
<div className="p-5">
<div className="flex items-center">
<div className="flex-shrink-0">
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<svg className="h-6 w-6 text-gray-400" fill="none" viewBox="0 0 24 24"
stroke="currentColor">
<path strokelLinecap="round" strokelLinejoin="round" strokeWidth={2}
d="M9 12hém-6 4hém2 5H7a2 2 0 01-2-2V5a2 2 0 012-2h5.586al 1 0 01.707.29315.414 5.414al
1 0 01.293.707vV1%a2 2 0 01-2 2z" />
</svg>
</div>
<div className="ml-5 w-0 flex-1">
<dl>
<dt className="text-sm font-medium text-gray-500 truncate">
BCbOT'O MNPOEKT1B
</dt>
<dd className="text-3xl font-semibold text-gray-900">
{projects.length}
</dd>
</dl>
</div>
</div>
</div>
</div>
<div className="bg-white overflow-hidden shadow rounded-1lg">
<div className="p-5">
<div className="flex items-center">
<div className="flex-shrink-0">
<svg className="h-6 w-6 text-green-400" fill="none" viewBox="0 0 24 24"
stroke="currentColor">
<path strokelLinecap="round" strokelLinejoin="round" strokeWidth={2}
d="M9 1212 2 4-4m6 2a9 9 0 11-18 0 9 9 0 0118 0z" />
</svg>
</div>
<div className="ml-5 w-0 flex-1">
<dl>
<dt className="text-sm font-medium text-gray-500 truncate">
AKTUBH1 NPOEKTU

</dt>
<dd className="text-3x1 font-semibold text-gray-900">
{projects.filter(p => p.status === 'active').length}
</dd>
</dl>
</div>
</div>
</div>
</div>

<div className="bg-white overflow-hidden shadow rounded-1g">
<div className="p-5">
<div className="flex items-center">
<div className="flex-shrink-0">
<svg className="h-6 w-6 text-yellow-400" fill="none" viewBox="0 0 24
24" stroke="currentColor">
<path strokelLinecap="round" strokeLinejoin="round" strokeWidth={2}
d="M12 8v413 3m6-3a9 9 0 11-18 0 9 9 0 0118 0z" />
</svg>
</div>
<div className="ml-5 w-0 flex-1">
<dl>
<dt className="text-sm font-medium text-gray-500 truncate">
B mnijanyBaHHI

</dt>
<dd className="text-3x1 font-semibold text-gray-900">
{projects.filter(p => p.status === 'planning') .length}
</dd>
</dl>
</div>
</div>
</div>
</div>

</div>
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<div className="mt-8">
<h2 className="text-1g font-medium text-gray-900 mb-4">OcrauHi npoexTtu</h2>
<div className="bg-white shadow overflow-hidden sm:rounded-md">
<ul className="divide-y divide-gray-200">
{projects.slice (0, 5).map((project) => (
<li key={project.id}>
<Link to={'/projects/${project.id}/kanban’} className="block hover:bg-
gray-50">
<div className="px-4 py-4 sm:px-6">
<div className="flex items-center justify-between">

<div className="flex-1">

<p className="text-sm font-medium text-primary-600 truncate">
{project.name}
</p>
<p className="mt-1 text-sm text-gray-500">
{project.description}

</p>

</div>

<div className="ml-2 flex-shrink-0 flex">
<span className={ px-2 inline-flex text-xs leading-5 font-

semibold rounded-full

${project.status === 'active' ? 'bg-green-100 text-green-800'
project.status === 'planning' ? 'bg-yellow-100 text-yellow-
800"
'bg-gray-100 text-gray-800"'} " }>
{project.status === 'active' ? 'AKTUBHUNL'
project.status === 'planning' ? 'llnanyBaHHA'
project.status === 'completed' ? '3BaBepmeHo' : 'Apxir'}
</span>
</div>
</div>
</div>
</Link>
</1li>
))}
</ul>
</div>
</div>
</div>

)

KanbanBoard.tsx
import { useEffect, useState } from 'react';
import { useParams, useNavigate } from 'react-router-dom';
import { Task, Project } from '../types';
import api from '../services/api';
import { useAuth } from '../contexts/AuthContext';
import {
DndContext,
DragEndEvent,
DragOverlay,
DragStartEvent,
PointerSensor,
useSensor,
useSensors,
closestCorners,
} from '@dnd-kit/core';
import { arrayMove, SortableContext, verticallistSortingStrategy } from '@dnd-
kit/sortable’';
import { useSortable } from '@dnd-kit/sortable';
import { CSS } from '@dnd-kit/utilities';
const COLUMNS = [
{ id: 0, title: 'Bammanorauno', status: 'planned' },
{ id: 1, title: 'B pobori', status: 'in progress' },
{ id: 2, title: 'Ha neperipui', status: 'review' },
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{ id: 3, title: 'BukxonaHo', status: 'completed' },
17
interface SortableTaskProps {
task: Task;
getPriorityColor: (priority: string) => string;
onClick: () => void;
}
function SortableTask ({ task, getPriorityColor, onClick }: SortableTaskProps) {
const {
attributes,
listeners,
setNodeRef,
transform,
transition,
isDragging,
} = useSortable({ id: task.id });
const style = {
transform: CSS.Transform.toString(transform),
transition,
opacity: isDragging ? 0.5 : 1,
bi
return (
<div
ref={setNodeRef}
style={style}
{...attributes}
{...listeners}
onClick={onClick}
className={ bg-white p-4 rounded-1lg shadow-sm hover:shadow-md transition-shadow
cursor-grab active:cursor-grabbing ${getPriorityColor (task.priority)} }
>
<div className="flex items-start justify-between mb-2">
<h3 className="text-sm font-medium text-gray-900 flex-1">
{task.title}
</h3>
<span className="text-xs text-gray-500 ml-2">#{task.id}</span>
</div>
{task.description && (
<p className="text-xs text-gray-600 mb-3 line-clamp-2">
{task.description}
</p>
)}
<div className="flex items-center justify-between text-xs">
<div className="flex items-center space-x-2">
{task.assignee name && (
<div className="flex items-center">
<div className="w-6 h-6 bg-primary-500 rounded-full flex items-center
justify-center text-white text-xs">
{task.assignee name.charAt (0)}

</div>
</div>
)}
</div>
{task.estimated hours !== undefined && (
<span className="text-gray-500">
{task.actual hours || O}h / {task.estimated hours}h
</span>

)}

</div>

{task.deadline && (
<div className="mt-2 text-xs text-gray-500">

Iennaru: {new Date (task.deadline) .toLocaleDateString ('uk-UA") }

</div>

)}

</div>
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function TaskCard({ task, getPriorityColor }: SortableTaskProps) {
return (
<div
className={ bg-white p-4 rounded-1lg shadow-sm
S{getPriorityColor (task.priority)} }
>
<div className="flex items-start justify-between mb-2">
<h3 className="text-sm font-medium text-gray-900 flex-1">
{task.title}
</h3>
<span className="text-xs text-gray-500 ml-2">#{task.id}</span>
</div>
{task.description && (
<p className="text-xs text-gray-600 mb-3 line-clamp-2">
{task.description}
</p>
)}
<div className="flex items-center justify-between text-xs">
<div className="flex items-center space-x-2">
{task.assignee name && (
<div className="flex items-center">
<div className="w-6 h-6 bg-primary-500 rounded-full flex items-center
justify-center text-white text-xs">
{task.assignee name.charAt (0)}

</div>
</div>
)}
</div>
{task.estimated hours !== undefined && (
<span className="text-gray-500">
{task.actual hours || O}h / {task.estimated hours}h
</span>

)}
</div>
{task.deadline && (
<div className="mt-2 text-xs text-gray-500">
Iennavia: {new Date (task.deadline).tolLocaleDateString('uk-UA") }
</div>
)}
</div>
)i
}
function DroppableColumn ({ columnId }: { columnId: number }) {
const {
setNodeRef,
} = useSortable({ id: “column-${columnId}  });
return (
<div
ref={setNodeRef}
className="h-full min-h-[400px] flex items-center justify-center text-gray-400
text-sm border-2 border-dashed border-gray-300 rounded-1g hover:border-primary-400
hover:bg-primary-50 transition-colors"
>
[lepeTarHiTs coOu 3amadi
</div>
)
}
export default function KanbanBoard() {
const { id } = useParams<{ id: string }>();
const navigate = useNavigate();

const { user } = useAuth{();

const [project, setProject] = useState<Project | null>(null);
const [tasks, setTasks] = useState<Task[]>([]);

const [loading, setLoading] = useState(true);

const [activeTask, setActiveTask] = useState<Task | null>(null);
const [showCreateModal, setShowCreateModal] = useState(false);
const [users, setUsers] = useState<any[]>([]):
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const [formData, setFormData] = useState ({
title: '',
description: '',
type: 'feature',
priority: 'medium',
assignee_id: '',
estimated hours: '',
deadline: ''
1) g
const sensors = useSensors (

useSensor (PointerSensor, {
activationConstraint: {
distance: 3,
}I
})
)
useEffect (() => {
if (id) |
loadData() ;
loadUsers () ;
}
boo[idl)
const loadData = async () => {
try {
const [projectRes, tasksRes] = await Promise.all ([
api.get ( /projects/s${id} "),
api.get (' /tasks/project/${id}")
1)
setProject (projectRes.data) ;
setTasks (tasksRes.data) ;
setLoading(false);
} catch (error) {
console.error('Failed to load project data:', error);
setLoading (false) ;
}
}s

const loadUsers = async () => {
try {
const response = awalit api.get('/users');

setUsers (response.data) ;
} catch (error) {
console.error('Failed to load users:', error);
}
}i

const handleCreateTask = async (e: React.FormEvent) => {
e.preventDefault () ;
try {
await api.post('/tasks', {
...formData,

project id: id,
status: 'planned',
column number: O,

position: tasks.filter(t => t.column number === 0).length,
estimated hours: formData.estimated hours ?
parseFloat (formData.estimated hours) : undefined,
assignee id: formData.assignee id ? parselnt (formData.assignee id) : undefined

});
setShowCreateModal (false) ;
setFormData ({
title: '',
description: '',
type: 'feature',
priority: 'medium',
assignee id: '',
estimated hours: '',
deadline: "'

b



loadData() ;
} catch (error) {
console.error ('Failed to create task:', error);
alert ('He Bmasocs CTBOPUTM 3amady');
}
}i

const getTasksForColumn = (columnId: number) => ({
return tasks
.filter (task => task.column number === columnId)

.sort((a, b) => a.position - b.position);

}i

const getPriorityColor = (priority: string) => {
switch (priority) {
case 'critical': return 'border-1-4 border-red-500';
case 'high': return 'border-1-4 border-orange-500"';

case 'medium': return 'border-1-4 border-yellow-500"';
default: return 'border-1-4 border-gray-300';
}
bi

const handleDragStart = (event: DragStartEvent) => {
const { active } = event;
const task = tasks.find(t => t.id === active.id);

if (task) {
setActiveTask (task) ;
}
bi
const handleDragEnd = async (event: DragEndEvent) => {

const { active, over } = event;

setActiveTask (null) ;

if ('over) return;

const activeTask = tasks.find(t => t.id === active.id);

if (lactiveTask) return;
// Check if dropped over a column or another task
const overColumnMatch = String(over.id) .match(/"column- (\d+)S$/);
const overTaskId = typeof over.id === 'number' ? over.id : null;
let targetColumnId = activeTask.column number;
let targetPosition = activeTask.position;
if (overColumnMatch) {
// Dropped directly on a column
targetColumnId = parselnt (overColumnMatch[1l]);
const columnTasks = getTasksForColumn (targetColumnId)
targetPosition = columnTasks.length;
} else if (overTaskId) {
// Dropped on another task

const overTask = tasks.find(t => t.id === overTaskId);

if (!overTask) return;

targetColumnId = overTask.column number;

targetPosition = overTask.position;

// If same column, reorder

if (activeTask.column number === targetColumnId) {
const columnTasks = getTasksForColumn (targetColumnId) ;
const oldIndex = columnTasks.findIndex(t => t.id === active.id);
const newIndex = columnTasks.findIndex(t => t.id === over.id);
if (oldIndex !== -1 && newIndex !== -1) {

const reordered = arrayMove (columnTasks, oldIndex, newlndex);
// Update positions in state
const updatedTasks = tasks.map(task => {
const newPosTask = reordered.find(t => t.id === task.id);
if (newPosTask) {
const newPos = reordered.indexOf (newPosTask) ;
return { ...task, position: newPos };
}
return task;
1)
setTasks (updatedTasks) ;
// Update on server
try {

150
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await api.patch( /tasks/${activeTask.id}/position’, {
column number: targetColumnId,
position: newIndex

1)

} catch (error) {

console.error ('Failed to update task position:', error);
// Revert on error
loadData () ;

}

return;

}

}
// Moving to different column

if (activeTask.column number !== targetColumnId) {
// Update status based on column
const newStatus = COLUMNS.find(c => c.id === targetColumnId)?.status ||

activeTask.status;
// Optimistically update UI
const updatedTasks = tasks.map (task => {
if (task.id === activeTask.id) {
return {
...task,
column number: targetColumnId,
position: targetPosition,
status: newStatus
bi
}
// Update positions of tasks in target column
if (task.column number === targetColumnId && task.position >= targetPosition) {

return { ...task, position: task.position + 1 };

}

// Update positions of tasks in source column

if (task.column_number === activeTask.column_ number && task.position >
activeTask.position) {
return { ...task, position: task.position - 1 };

}

return task;
})
setTasks (updatedTasks) ;
// Update on server

try |
// Update position and status in one call via the regular update endpoint

// but only send necessary fields for executors
await api.put (' /tasks/${activeTask.id} , {
...activeTask,
column number: targetColumnId,
position: targetPosition,
status: newStatus
});
} catch (error) {
console.error ('Failed to update task:', error);
// Revert on error
loadData () ;

}
bi
if (loading) {

return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
const canCreateTask = user?.role === 'admin' || user?.role === 'manager';
return (

<DndContext

sensors={sensors}
collisionDetection={closestCorners}
onDragStart={handleDragStart}
onDragEnd={handleDragEnd}
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>
<div className="px-4 py-6 sm:px-0">
<div className="mb-6 flex justify-between items-start">
<div>
<hl className="text-3x1 font-bold text-gray-900">{project?.name}</hl>

<p className="mt-1 text-sm text-gray-600">{project?.description}</p>
</div>

{canCreateTask && (
<button
onClick={ () => setShowCreateModal (true) }
className="inline-flex items-center justify-center rounded-md border
border-transparent bg-primary-600 px-4 py-2 text-sm font-medium text-white shadow-sm

hover:bg-primary-700 focus:outline-none focus:ring-2 focus:ring-primary-500 focus:ring-
offset-2"

>
CrpopuTHM 3anavdy
</button>
)}
</div>
<div className="grid grid-cols-1 md:grid-cols-2 lg:grid-cols-4 gap-4">
{COLUMNS .map ( (column) => {
const columnTasks = getTasksForColumn (column.id) ;
return (

<div key={column.id} className="bg-gray-100 rounded-1g p-4 min-h-
[500px]">
<div className="flex items-center justify-between mb-4">

<h2 className="font-semibold text-gray-700">{column.title}</h2>

<span className="bg-gray-200 text-gray-600 text-xs font-medium px-2
py-1 rounded-full">

{columnTasks.length}
</span>
</div>
<SortableContext

items={columnTasks.length > 0 ? columnTasks.map(t => t.id)
['column-${column.id} "1}

strategy={verticallistSortingStrategy}

>
<div
data-column-id={column.id}
className="space-y-3 min-h-[400px]"
>
{columnTasks.length === 0 ? (
<DroppableColumn columnId={column.id} />
) |
columnTasks.map ( (task) => (
<SortableTask
key={task.id}
task={task}
getPriorityColor={getPriorityColor}
onClick={ () => navigate( /tasks/${task.id} )}
/>
))
)}
</div>
</SortableContext>
</div>
) ;
)}
</div>
</div>
<DragOverlay>

{activeTask ? (
<TaskCard task={activeTask} getPriorityColor={getPriorityColor} />
) : null}
</DragOverlay>
{/* Create Task Modal */}
{showCreateModal && (
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<div className="fixed inset-0 bg-gray-500 bg-opacity-75 flex items-center
justify-center z-50">
<div className="bg-white rounded-1lg shadow-xl max-w-2x1 w-full mx-4 max-h-
[90vh] overflow-y-auto">
<form onSubmit={handleCreateTask}>
<div className="px-6 py-4 border-b border-gray-200">
<h3 className="text-1g font-medium text-gray-900">CTBOPUTK HOBY
zamgauy</h3>
</div>
<div className="px-6 py—-4 space-y-4">
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
Hazrpa 3azmaui *
</label>
<input
type="text"
required
value={formData.title}
onChange={ (e) => setFormData ({...formData, title: e.target.value})}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
Onmc
</label>
<textarea
rows={3}
value={formData.description}
onChange={ (e) => setFormData ({...formData, description:
e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"

/>
</div>
<div className="grid grid-cols-2 gap-4">
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
Twun
</label>
<select
value={formData.type}
onChange={ (e) => setFormData({...formData, type:

e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
>
<option value="feature">0yukiionan</option>
<option value="bug">loMmunka</option>
<option value="improvement">llokpamenHsa</option>
</select>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
[Ipiopurer
</label>
<select
value={formData.priority}
onChange={ (e) => setFormData ({...formData, priority:
e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
>
<option value="low">Husbxumn</option>
<option value="medium">Cepenuiii</option>
<option value="high">Bucokun</option>
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<option value="critical">Kpuruuunii</option>
</select>
</div>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
BukoHnaBelb
</label>
<select
value={formData.assignee id}
onChange={ (e) => setFormData({...formData, assignee_ id:
e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"

>
<option value="">He mnpusHaueno</option>
{users.map ((u) => (
<option key={u.id} value={u.id}>
{u.full name} ({u.email})
</option>
)}
</select>
</div>
<div className="grid grid-cols-2 gap-4">
<div>

<label className="block text-sm font-medium text-gray-700 mb-1">
OuiHOUYHI TOOMHM

</label>
<input
type="number"
step="0.5"
min="0"
value={formData.estimated hours}
onChange={ (e) => setFormData({...formData, estimated hours:

e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md

focus:outline-none focus:ring-2 focus:ring-primary-500"

/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
Hensanx
</label>
<input
type="date"
value={formData.deadline}
onChange={ (e) => setFormData ({...formData, deadline:

e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
</div>
</div>
<div className="px-6 py-4 border-t border-gray-200 flex Jjustify-end gap-
37>
<button
type="button"
onClick={ () => setShowCreateModal (false)}
className="px-4 py-2 border border-gray-300 rounded-md text-gray-700
hover:bg-gray-50"
>
CxkacyBaTu
</button>
<button
type="submit"
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className="px-4 py-2 bg-primary-600 text-white rounded-md hover:bg-

primary-700"
>
CreopuUTuU
</button>
</div>
</form>
</div>
</div>
)}
</DndContext>
)

Login.tsx
import { useState } from 'react';
import { useNavigate } from 'react-router-dom';
import { useAuth } from '../contexts/AuthContext';
interface QuickLoginAccount {
role: string;
email: string;
password: string;
icon: string;
color: string;
bgColor: string;
}
const quickLoginAccounts: QuickLoginAccount[] = [

{

role: 'AgmiumicTpaTop',

email: 'admin@systemk.com',
password: 'adminl23',
icon: "'

color: 'text-accent-600",

bgColor: 'bg-accent-50 hover:bg-accent-100 border-accent-200"'
by
{

role: 'KepiBHuUk',

email: 'managerl@systemk.com',

password: 'managerl23',

icon: '',

color: 'text-primary-600",

bgColor: 'bg-primary-50 hover:bg-primary-100 border-primary-200"
by
{

role: 'BukoHaBelb',

email: 'executorl@systemk.com',
password: 'executorl23',

icon: '',

color: 'text-secondary-600"',

bgColor: 'bg-secondary-50 hover:bg-secondary-100 border-secondary-200"'

}
1
export default function Login() {
const [email, setEmail] = useState(''):;
const [password, setPassword] = useState('');
const [error, setError] = useState('');
const [loading, setLoading] = useState(false);
const { login } = useAuth();
const navigate = useNavigate();
const handleSubmit = async (e: React.FormEvent) => {
e.preventDefault ()
setError ('"');
setLoading (true) ;
try {
await login(email, password);
navigate ('/"');
} catch (err: any) {
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setError (err.response?.data?.error || 'llommnka aBTopmz3anii');
} finally {
setLoading (false);
}
}i
const handleQuickLogin = async (account: QuickLoginAccount) => {
setError ('"');
setLoading (true) ;
setEmail (account.email) ;
setPassword (account.password) ;
try {
await login(account.email, account.password);
navigate ('/"');
} catch (err: any) {
setError (err.response?.data?.error || 'llomunka aBTOpmMsBaunii');
} finally {
setLoading (false);
}
bi
return (
<div className="min-h-screen flex items-center justify-center bg-gradient-mesh
from-primary-50 via-secondary-50 to-accent-50 py-12 px-4 sm:px-6 lg:px-8">
<div className="max-w-md w-full space-y-8 animate-fade-in">
{/* Logo and Title */}
<div className="text-center">
<div className="inline-flex items-center justify-center w-20 h-20 rounded-2xl
bg-gradient-mesh from-primary-500 to-accent-500 shadow-1lg mb-4 animate-scale-in">
<span className="text-4x1 text—white">'i</span>
</div>
<h2 className="mt-6 text-4xl font-extrabold bg-gradient-mesh from-dark-600
to-dark-800 bg-clip-text text-transparent">
SystemK
</h2>
<p className="mt-2 text-sm text-dark-400">
CucrTema ynpabiilHHA npoekTamu 1HbpopmaTmszanil
</p>
</div>
{/* Quick Login Buttons */}
<div className="animate-slide-up">
<p className="text-center text-xs font-medium text-dark-500 mb-3 uppercase
tracking-wide">
MBMOKUM BX1O IOJI9 TeCTyBaHHS
</p>
<div className="grid grid-cols-3 gap-3">
{quickLoginAccounts.map ( (account, index) => (
<button
key={index}
onClick={ () => handleQuickLogin (account) }
disabled={loading}
className={ group relative flex flex-col items-center justify-center p-
4 border-2 rounded-xl transition-all duration-300 transform hover:scale-105
hover:shadow-1g disabled:opacity-50 disabled:cursor-not-allowed ${account.bgColor} }
style={{ animationDelay: "${index * 100}ms  }}
>
<span className="text-3xl mb-2 transform group-hover:scale-110
transition-transform duration-300">
{account.icon}
</span>
<span className={ text-xs font-semibold ${account.color} }>
{account.role}
</span>
</button>
))}
</div>
</div>
{/* Divider */}
<div className="relative">
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<div className="absolute inset-0 flex items-center">
<div className="w-full border-t border-dark-200"></div>
</div>
<div className="relative flex justify-center text-xs">
<span className="px-2 bg-gradient-mesh from-primary-50 via-secondary-50 to-
accent-50 text-dark-400">
AGo BBenmiTb maHil BpydHY
</span>
</div>
</div>
{/* Login Form */}
<form className="mt-8 space-y-6 animate-slide-up" onSubmit={handleSubmit}
style={{ animationDelay: '300ms' }}>
<div className="rounded-xl shadow-sm space-y-3">
<div>
<label htmlFor="email" className="block text-sm font-medium text-dark-600
mb-1">
Email
</label>
<input
id="email"
name="email"
type="email"
required
value={email}
onChange={ (e) => setEmail (e.target.value) }
className="appearance-none relative block w-full px-4 py-3 border
border-dark-200 placeholder-dark-300 text-dark-800 rounded-1lg focus:outline-none
focus:ring-2 focus:ring-primary-500 focus:border-transparent transition-all duration-
300"
placeholder="your@email.com"
/>
</div>
<div>
<label htmlFor="password" className="block text-sm font-medium text-dark-
600 mb-1">
[lapoiib
</label>
<input
id="password"
name="password"
type="password"
required
value={password}
onChange={ (e) => setPassword(e.target.value)}
className="appearance-none relative block w-full px-4 py-3 border
border-dark-200 placeholder-dark-300 text-dark-800 rounded-1lg focus:outline-none
focus:ring-2 focus:ring-primary-500 focus:border-transparent transition-all duration-
300"
placeholder="eeececcecee™
/>
</div>
</div>
{error && (
<div className="animate-slide-down bg-red-50 border border-red-200 text-
red-600 text-sm px-4 py-3 rounded-1g">
{error}
</div>
)}
<div>
<button
type="submit"
disabled={loading}
className="group relative w-full flex justify-center py-3 px-4 border
border-transparent text-sm font-semibold rounded-lg text-white bg-gradient-mesh from-
primary-500 to-accent-500 hover:from-primary-600 hover:to-accent-600 focus:outline-none
focus:ring-2 focus:ring-offset-2 focus:ring-primary-500 transition-all duration-300
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transform hover:scale-105 disabled:opacity-50 disabled:cursor-not-allowed shadow-1g
hover:shadow-x1"
>
{loading ? (
<svg className="animate-spin h-5 w-5 text-white"
xmlns="http://www.w3.0rg/2000/svg" fill="none" viewBox="0 0 24 24">
<circle className="opacity-25" cx="12" cy="12" r="10"
stroke="currentColor" strokeWidth="4"></circle>
<path className="opacity-75" fill="currentColor" d="M4 12a8 8 0 018-
8V0C5.373 0 0 5.373 0 12h4zm2 5.291A7.962 7.962 0 014 12HOcO 3.042 1.135 5.824 3
7.93813-2.647z"></path>
</svg>
N
'YeinTuy'
)}
</button>
</div>
</form>
{/* Footer */}
<p className="text-center text-xs text-dark-400 animate-fade-in" style={{

)

animationDelay: '600ms' }}>
© 2025 SystemK. Bci mpaBa 3axMIeHO.
</p>
</div>
</div>

)
}

ProjectDetails.tsx

import { useEffect, useState } from 'react';
import { useParams, Link } from 'react-router-dom';

import { Project } from '../types';
import api from '../services/api';
import { useAuth } from '../contexts/AuthContext';
import ProjectOverview from '../components/project/ProjectOverview';
import ProjectGoals from '../components/project/ProjectGoals';
import ProjectBudget from '../components/project/ProjectBudget';
import ProjectDocuments from '../components/project/ProjectDocuments';
import ProjectDiscussion from '../components/project/ProjectDiscussion';
type TabType = 'overview' | 'goals' | 'budget' | 'documents' | 'discussion';
export default function ProjectDetails () {
const { id } = useParams<{ id: string }>();
const { user } = useAuth();
const [project, setProject] = useState<Project | null>(null);
const [members, setMembers] = useState<any[]>([]);
const [loading, setLoading] = useState(true);
const [activeTab, setActiveTab] = useState<TabType>('overview');
useEffect (() => {
if (id) |
loadProjectData() ;
}
boo[idl);
const loadProjectData = async () => {
try |
const [projectRes, membersRes] = await Promise.all ([

api.get ( /projects/${id} "),
api.get( /projects/${id}/members ")
1)
setProject (projectRes.data) ;
setMembers (membersRes.data) ;
setLoading (false);
} catch (error) {
console.error ('Failed to load project data:', error);
setLoading (false);
}
}i

const canSeeFinances = user?.role === 'admin' || user?.role === 'manager';
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const tabs = |
{ id: 'overview' as TabType, label: 'Orman', icon: '' },
{ id: 'goals' as TabType, label: 'Ilini Ta Bixu', icon: '' 1},
. (canSeeFinances ? [{ id: 'budget' as TabType, label: 'Bomxer',6 icon: '' }]
[1,
{ id: 'documents' as TabType, label: 'IoxymeHTu', icon: 'HR' },
{ id: 'discussion' as TabType, label: 'Obrosopenus', icon: '@®' }

1
if (loading) {
return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
if (!project) {
return <div className="text-center py-8">IpoekT He 3HanmeHo</div>;
}
return (
<div className="px-4 py-6 sm:px-0 max-w-7xl mx-auto">
{/* Header */}
<div className="mb-6">
<Link to="/projects" className="text-primary-600 hover:text-primary-800 text-sm
mb-2 inline-block">
~ Hasapm mo npoekTis
</Link>
<div className="flex items-start justify-between">
<div className="flex-1">
<hl className="text-3x1 font-bold text-gray-900 mb-2">{project.name}</hl>

<p className="text-gray-600">{project.description}</p>
</div>

<Link
to={"/projects/${id}/kanban"}
className="ml-4 bg-primary-600 text-white px-4 py-2 rounded-md hover:bg-
primary-700"
>
Kanban pomxa
</Link>
</div>
</div>
{/* Tabs */}
<div className="border-b border-gray-200 mb-6">
<nav className="-mb-px flex space-x-8">
{tabs.map ((tab) => (

<button
key={tab.id}
onClick={ () => setActiveTab (tab.id)}
className={ " ${
activeTab === tab.id

? 'border-primary-500 text-primary-600"'
'border-transparent text-gray-500 hover:text-gray-700 hover:border-
gray-300"'

} whitespace-nowrap py-4 px-1 border-b-2 font-medium text-sm flex items-
center gap-2'}

>
<span>{tab.icon}</span>
{tab.label}
</button>
))}
</nav>
</div>
{/* Tab Content */}
<div>
{activeTab === 'overview' && (

<ProjectOverview project={project} members={members}
canSeeFinances={canSeeFinances} />
)}
{activeTab === 'goals' && (
<ProjectGoals projectId={parselnt(id!)} managerId={project.manager id} />
)}

{activeTab === 'budget' && canSeeFinances && (
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<ProjectBudget
projectId={parselInt (id!) }
budget={project.budget || 0}
managerld={project.manager id}
/> B
)}
{activeTab === 'documents' && (

<ProjectDocuments projectId={parselnt(id!)} managerId={project.manager id} />

)}

{activeTab === 'discussion' && (
<ProjectDiscussion projectId={parselnt(id!)} />

)}

</div>
</div>
)i

Projects.tsx

import { useEffect, useState } from 'react';
import { Link } from 'react-router-dom';

import { Project } from '../types';
import api from '../services/api';
import { useAuth } from '../contexts/AuthContext';
export default function Projects() {
const { user } = useAuth();
const [projects, setProjects] = useState<Project[]>([1]);
const [loading, setLoading] = useState(true);
const [showCreateModal, setShowCreateModal] = useState(false);
const [formData, setFormData] = useState ({
name: '',
description: '',
status: 'planning',
priority: 'medium',
start date: '',
end date: '',
budget: '0'
1)
useEffect (() => {

loadProjects () ;
boo 11D

const loadProjects = async () => {
try {
const response = awalit api.get('/projects');

setProjects (response.data) ;
setLoading(false);
} catch (error) {
console.error('Failed to load projects:', error);
setLoading (false) ;
}
bi
const handleCreateProject = async (e: React.FormEvent) => {
e.preventDefault (),
try {
await api.post('/projects', formData);
setShowCreateModal (false) ;
setFormData ({
name: '',
description: '',
status: 'planning',
priority: 'medium',
start date: '',
end date: '',
budget: '0'
1)
loadProjects () ;
} catch (error) {
console.error ('Failed to create project:', error);
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alert ('He Bmasocs CTBOPUTU IIPOEKT');
}
bi
if (loading) {

return <div className="text-center py-8">3aBaHTaxeHHs...</div>;
}
const canCreateProject = user?.role === 'admin' || user?.role === 'manager';
return (

<div className="px-4 py-6 sm:px-0">
<div className="sm:flex sm:items-center">
<div className="sm:flex-auto">
<hl className="text-3x1 font-bold text-gray-900">lpoexTu</hl>
<p className="mt-2 text-sm text-gray-700">
Cnycox BC1x NpPOeKTiB 1HbOopMaTm3anii
</p>
</div>
{canCreateProject && (
<div className="mt-4 sm:mt-0 sm:ml-16 sm:flex-none">
<button
type="button"
onClick={ () => setShowCreateModal (true) }
className="inline-flex items-center Jjustify-center rounded-md border
border-transparent bg-primary-600 px-4 py-2 text-sm font-medium text-white shadow-sm
hover:bg-primary-700 focus:outline-none focus:ring-2 focus:ring-primary-500 focus:ring-
offset-2"
>
CTBOPUTU IPOEKT
</button>
</div>
)}
</div>
<div className="mt-8 grid grid-cols-1 gap-6 sm:grid-cols-2 lg:grid-cols-3">
{projects.map ((project) => (
<div key={project.id} className="bg-white overflow-hidden shadow rounded-lg
hover:shadow-1g transition-shadow">
<div className="p-6">
<div className="flex items-center justify-between mb-4">
<h3 className="text-1g font-medium text-gray-900 truncate">
{project.name}
</h3>
<span className={ px-2 py-1 inline-flex text-xs leading-5 font-semibold
rounded-full

S{project.priority === 'critical' ? 'bg-red-100 text-red-800"
project.priority === 'high' ? 'bg-orange-100 text-orange-800"
project.priority === 'medium' ? 'bg-yellow-100 text-yellow-800'
'bg-gray-100 text-gray-800'}"}>

{project.priority === 'critical' ? 'Kpuruuuwuin'

project.priority === 'high' ? 'Bucoxwunx'
project.priority === 'medium' ? 'Cepenuimn' : 'Husbxui'}
</span>
</div>
<p className="text-sm text-gray-500 mb-4 line-clamp-2">
{project.description || 'Bes omnwucy'}
</p>
<div className="flex items-center Jjustify-between text-sm text-gray-500
mb-4">
<div>
<span className="font-medium">Kepipnux:</span> {project.manager name}
</div>
</div>

<div className="flex items-center justify-between">
<span className={ px-2 py-1 inline-flex text-xs leading-5 font-semibold
rounded-full

S{project.status === 'active' ? 'bg-green-100 text-green-800'
project.status === 'planning' ? 'bg-blue-100 text-blue-800"
project.status === 'completed' ? 'bg-gray-100 text-gray-800"

'bg-gray-100 text-gray-600"'}"}>



162

{project.status === 'active' ? 'AxTuBHUN'
project.status === 'planning' ? 'IllslanyBaHHs'
project.status === 'completed' ? 'Barepumeno' : 'Apxir'}
</span>
<div className="flex gap-2">
<Link

to={"/projects/${project.id} "}
className="text-primary-600 hover:text-primary-900 font-medium"
>
IeTasi
</Link>
<Link
to={"/projects/${project.id}/kanban’}
className="text-primary-600 hover:text-primary-900 font-medium"
>
Kanban
</Link>
</div>
</div>
</div>
</div>
))}
</div>
{projects.length === 0 && (
<div className="text-center py-12">
<p className="text-gray-500">Hemae npoekTiB</p>
</div>
)}
{/* Create Project Modal */}
{showCreateModal && (
<div className="fixed inset-0 bg-gray-500 bg-opacity-75 flex items-center
justify-center z-50">
<div className="bg-white rounded-1lg shadow-xl max-w-2x1 w-full mx-4 max-h-
[90vh] overflow-y-auto">
<form onSubmit={handleCreateProject}>
<div className="px-6 py-4 border-b border-gray-200">
<h3 className="text-1g font-medium text-gray-900">CTBOPUTNK HOBMI
npoexT</h3>
</div>
<div className="px-6 py-4 space-y-4">
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
HazBa npoekty *
</label>
<input
type="text"
required
value={formData.name}
onChange={ (e) => setFormData ({...formData, name: e.target.value})}
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
Oonmc
</label>
<textarea
rows={3}
value={formData.description}
onChange={ (e) => setFormData ({...formData, description:
e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
<div className="grid grid-cols-2 gap-4">
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<diwv>
<label className="block text-sm font-medium text-gray-700 mb-1">
CraTyc
</label>
<select
value={formData.status}
onChange={ (e) => setFormData({...formData, status:
e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"

>
<option value="planning">IlsanyBauHa</option>
<option value="active">AxTuBHMiI</option>
<option value="completed">3arepmeno</option>
<option value="archived">Apxis</option>
</select>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
IpiopureT
</label>
<select
value={formData.priority}
onChange={ (e) => setFormData ({...formData, priority:

e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"

>
<option value="low">Husbrum</option>
<option value="medium">Cepenuim</option>
<option value="high">Bucokum</option>
<option value="critical">Kpurnunui</option>
</select>
</div>
</div>
<div className="grid grid-cols-2 gap-4">
<div>

<label className="block text-sm font-medium text-gray-700 mb-1">
DaTa nodaTky

</label>
<input
type="date"
value={formData.start date}
onChange={ (e) => setFormData ({...formData, start date:

e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
IaTa 3aBeplleHHA

</label>
<input
type="date"
value={formData.end date}
onChange={ (e) => setFormData ({...formData, end date:

e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
</div>
<div>
<label className="block text-sm font-medium text-gray-700 mb-1">
BooxeT (TpH)
</label>
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<input
type="number"
value={formData.budget}
onChange={ (e) => setFormData ({...formData, budget:
e.target.value}) }
className="w-full px-3 py-2 border border-gray-300 rounded-md
focus:outline-none focus:ring-2 focus:ring-primary-500"
/>
</div>
</div>
<div className="px-6 py-4 border-t border-gray-200 flex Jjustify-end gap-
3">
<button
type="button"
onClick={ () => setShowCreateModal (false) }
className="px-4 py-2 border border-gray-300 rounded-md text-gray-700
hover:bg-gray-50"
>
CxkacyBaTtu
</button>
<button
type="submit"
className="px-4 py-2 bg-primary-600 text-white rounded-md hover:bg-
primary-700"
>
CreopuTtu
</button>
</div>
</form>
</div>
</div>
)}
</div>
)

Reports.tsx
import { useEffect, useState } from 'react';
import { Project } from '../types';
import api from '../services/api';
interface ProjectSummary {
total tasks: number;
completed tasks: number;
completion rate: number;
in progress_tasks: number;
planned tasks: number;

}

export default function Reports() {
const [projects, setProjects] = useState<Project[]>([1]);
const [selectedProjectId, setSelectedProjectId] = useState<number | null>(null);
const [summary, setSummary] = useState<ProjectSummary | null>(null);
const [loading, setLoading] = useState(true);

useEffect (() => {
loadProjects () ;

boo o [1)

useEffect (() => {
if (selectedProjectId) {

loadSummary () ;

}

}, [selectedProjectId]);

const loadProjects = async () => {
try |
const response = await api.get('/projects');

setProjects (response.data) ;

if (response.data.length > 0) {
setSelectedProjectId(response.data[0].1id);

}
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setLoading (false);
} catch (err) {
console.error('Failed to load projects:', err);
setLoading (false);
}
bi
const loadSummary = async () => {
if (!selectedProjectId) return;
try {
const response = await api.get( /reports/projects/${selectedProjectId}/summary ) ;
const data = response.data;
const taskStatsByStatus = data.taskStatsByStatus || [];
const inProgressStat = taskStatsByStatus.find((s: any) => s.status ===
'in progress');

const plannedStat = taskStatsByStatus.find((s: any) => s.status === 'planned');
setSummary ({

total tasks: data.totalTasks || O,

completed tasks: data.completedTasks || O,

completion rate: data.completionRate || O,

in progress tasks: inProgressStat?.count || O,

planned tasks: plannedStat?.count || O,

1) ;
} catch (err) {
console.error('Failed to load summary:', err);
}
bi
if (loading) {
return (
<div className="flex items-center justify-center min-h-screen">
<div className="text-center">
<div className="inline-block animate-spin rounded-full h-12 w-12 border-b-2
border-primary-500"></div>

<p className="mt-4 text-gray-600">3aBauraxenHsa...</p>
</div>
</div>
)i
}
if (projects.length === 0) {

return (
<div className="text-center py-20">

<div className="text-6x1 mb-4">Ml</div>
<h3 className="text-2x1 font-bold text-gray-800 mb-2">Hemae npoexkTiB</h3>
<p className="text-gray-600">CTBOpiTh HepumMi NPOEKT IJid [HepeIrJyidny 3BiTiB</p>
</div>
)
}
const selectedProject = projects.find((p) => p.id === selectedProjectId);
return (
<div className="max-w-7x]l mx-auto px-4 py-8">
{/* Header */}
<div className="mb-10">
<hl className="text-4x1 font-bold text-primary-700 mb-3">
3BiTM NpPoekTiB
</hl>
<p className="text-gray-600 text-lg">CraTmcTmka BMUKOHAHHS Ta Oporpec pobir</p>
</div>
{/* Project Selector */}
<div className="mb-10">
<select
value={selectedProjectId || ''}
onChange={ (e) => setSelectedProjectId (Number (e.target.value)) }
className="w-full max-w-md px-6 py-4 text-lg font-medium bg-white border-2
border-gray-300 rounded-x1
focus:border-primary-500 focus:ring-2 focus:ring-primary-200
transition-all duration-200
shadow-sm hover:border-primary-400 cursor-pointer"
>
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{projects.map ( (project) => (
<option key={project.id} value={project.id}>
{project.name}
</option>
))}
</select>
</div>
{/* Summary Cards */}
{summary && (
<div className="grid grid-cols-1 sm:grid-cols-2 lg:grid-cols-4 gap-6 mb-10">
{/* Total Tasks - Primary Blue */}
<div className="group relative overflow-hidden bg-primary-500
rounded-2x1l p-8 shadow-lg hover:shadow-x1
transition-all duration-300">
<div className="relative z-10">
<div className="text-primary-100 text-sm font-semibold mb-2 uppercase
tracking-wide">
Bcroro 3amau
</div>
<div className="text-5x1 font-bold text-white mb-1">
{summary.total tasks}
</div>
<div className="text-primary-100 text-sm">
Y pobori: {summary.in progress_ tasks}
</div>
</div>
</div>
{/* Completed - Accent Green */}
<div className="group relative overflow-hidden bg-accent-500
rounded-2x1 p-8 shadow-l1lg hover:shadow-x1
transition-all duration-300">
<div className="relative z-10">
<div className="text-accent-100 text-sm font-semibold mb-2 uppercase
tracking-wide">
BrxoHaHO
</div>
<div className="text-5x1 font-bold text-white mb-1">
{summary.completed tasks}
</div>
<div className="text-accent-100 text-sm">
v/ BapepumeHo ycHnimHO
</div>
</div>
</div>
{/* Completion Rate - Secondary Beige */}
<div className="group relative overflow-hidden bg-secondary-500
rounded-2x1 p-8 shadow-1lg hover:shadow-x1
transition-all duration-300">
<div className="relative z-10">
<div className="text-secondary-100 text-sm font-semibold mb-2 uppercase
tracking-wide">
[Iporpec
</div>
<div className="text-5x1 font-bold text-white mb-3">
{summary.completion rate.toFixed(0)}%
</div>
<div className="w-full bg-white bg-opacity-30 rounded-full h-2.5">
<div
className="bg-white h-2.5 rounded-full transition-all duration-1000
ease-out"
style={{ width: "${summary.completion rate}%  }}
></div>
</div>
</div>
</div>
{/* Planned - Dark Gray */}
<div className="group relative overflow-hidden bg-dark-500
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rounded-2x1 p-8 shadow-1lg hover:shadow-x1
transition-all duration-300">
<div className="relative z-10">
<div className="text-dark-200 text-sm font-semibold mb-2 uppercase
tracking-wide">
3arjaHoOBaHO
</div>
<div className="text-5x1 font-bold text-white mb-1">
{summary.planned tasks}
</div>
<div className="text-dark-200 text-sm">
OuikyTh BMKOHAHHSI
</div>
</div>
</div>
</div>
)}
{/* Project Details */}
{selectedProject && (
<div className="bg-white rounded-2xl1 shadow-lg p-8 border border-gray-200">
<div className="flex items-start justify-between mb-6">
<div>
<h2 className="text-2x1l font-bold text-gray-900 mb-2">
{selectedProject.name}

</h2>
<p className="text-gray-600">
{selectedProject.description || 'Ommc BizmcyTHin'}
</p>
</div>
<span className={ px-4 py-2 rounded-full text-sm font-semibold ${
selectedProject.status === 'active'
? 'bg-accent-100 text-accent-700"'
selectedProject.status === 'completed'

? 'bg-gray-100 text-gray-700"'
'bg-primary-100 text-primary-700"
P>

{selectedProject.status === 'active' ? 'AxTuBHMI'
selectedProject.status === 'completed' ? 'BaBepmenHo' : 'IlsanypaHHsa'}
</span>
</div>

<div className="grid grid-cols-1 md:grid-cols-3 gap-6">
{selectedProject.start date && (
<div className="flex items-center gap-3 p-4 bg-gray-50 rounded-x1">

<div className="text-2x1">E</div>
<div>
<div className="text-sm text-gray-500 font-medium">Iara nouvarky</div>
<div className="text-gray-900 font-semibold">
{new Date (selectedProject.start date).toLocaleDateString('uk-UA")}
</div>
</div>
</div>
)}
{selectedProject.end date && (
<div className="flex items-center gap-3 p-4 bg-gray-50 rounded-x1">
<div className="text—2xl">F3</div>
<div>
<div className="text-sm text-gray-500 font-medium">IaTa

3aBepmenHa</div>
<div className="text-gray-900 font-semibold">
{new Date (selectedProject.end date) .toLocaleDateString ('uk-UA")}
</div>
</div>
</div>

)}
{selectedProject.manager name && (
<div className="flex items-center gap-3 p-4 bg-gray-50 rounded-xl1">

<div className="text-2x1">®</div>



<div>

<div className="text-sm text-gray-500 font-medium">KepisHux</div>

<div className="text-gray-900 font-semibold">
{selectedProject.manager name}
</div>
</div>
</div>
)}
</div>
</div>
)}
</div>
)

TaskDetails.tsx

import { useEffect, useState } from 'react';

import { useParams, Link } from 'react-router-dom';

import { Task, Comment, TimeLog } from '../types';

import api from '../services/api';

import { useAuth } from '../contexts/AuthContext';

import TaskChat from '../components/task/TaskChat';

import TaskComments from '../components/task/TaskComments';
import TaskTimeLog from '../components/task/TaskTimeLog';
import ActivityLog from '../components/task/ActivityLog';

type TabType = 'overview' | 'chat' | 'comments' | 'time' | 'activity';

export default function TaskDetails () {
const { taskId } = useParams<{ taskId: string }>();
const { user } = useAuth();
const [task, setTask] = useState<Task | null>(null);
const [comments, setComments] = useState<Comment[]>([])
const [timeLogs, setTimeLogs] useState<TimeLog[]>([1])
const [loading, setLoading] = useState(true);
const [activeTab, setActiveTab] = useState<TabType>('overview');
useEffect (() => {
if (taskId) {
loadTaskData () ;
}

’
’

}, [taskId]);
const loadTaskData = async () => {
try {
const [taskRes, commentsRes, timelLogsRes] = await Promise.all ([

api.get ( /tasks/${taskId}"),
api.get (" /comments/task/${taskId}" ),
api.get (" /tasks/${taskId}/time-logs’)
1)
setTask (taskRes.data) ;
setComments (commentsRes.data) ;
setTimeLogs (timeLogsRes.data) ;
setLoading (false);
} catch (error) {
console.error('Failed to load task data:', error);
setLoading (false);
}
}i
const getPriorityBadge = (priority: string) => {
const colors = {
critical: 'bg-red-100 text-red-800"',
high: 'bg-orange-100 text-orange-800"',
medium: 'bg-yellow-100 text-yellow-800",
low: 'bg-gray-100 text-gray-800"
b7

return colors[priority as keyof typeof colors] || colors.low;
bi
const getStatusBadge = (status: string) => {

const colors = {

planned: 'bg-blue-100 text-blue-800"',

168
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in progress: 'bg-green-100 text-green-800"',
review: 'bg-purple-100 text-purple-800",
completed: 'bg-gray-100 text-gray-800'
}i
return colors|[status as keyof typeof colors] || colors.planned;
bi
const getStatusLabel = (status: string) => {
const labels = {
planned: '3BammazHoBaxo',
in progress: 'B pofGotri',
review: 'Ha neperipui',
completed: 'BumxonaHO'

}i

return labels[status as keyof typeof labels] || status;
}i
const getPrioritylLabel = (priority: string) => {
const labels = {
critical: 'KpuruuHui',

high: 'Bucoxwui',
medium: 'Cepenuinm',
low: 'Huspxuit'
}i
return labels[priority as keyof typeof labels] || priority;
bi
const getTypelabel = (type: string) => {
const labels = {
feature: 'Oyuxkuionamn',
bug: 'Bar',
improvement: 'IlloxpameHHa',
research: 'Iocnimxennsa'
}i
return labels|[type as keyof typeof labels] || type;
bi
const tabs = [

{ id: 'overview' as TabType, label: 'Ornmsan', icon: '' },

{ id: 'chat' as TabType, label: 'Uatr', icon: '' },

{ id: 'comments' as TabType, label: ‘Komenrapi (${comments.length})’, icon: '@' },
{ id: 'time' as TabType, label: 'Uac', icon: '[I' },

{ id: 'activity' as TabType, label: 'Icropisa', icon: '' }

17
if (loading) {
return <div className="text-center py-8">3aBanTaxenHd...</div>;
}
if ('task) {
return <div className="text-center py-8">3aBmanHs He 3HameHo</div>;
}
return (
<div className="px-4 py-6 sm:px-0 max-w-7x1 mx-auto">
{/* Header */}
<div className="mb-6">
<Link to={ /projects/${task.project id}/kanban’} className="text-primary-600
hover:text-primary-800 text-sm mb-2 inline-block">
— Haszan mo pomku
</Link>
<div className="flex items-start justify-between">
<div className="flex-1">
<div className="flex items-center gap-2 mb-2">
<span className="text-gray-500 text-sm">#{task.id}</span>
<span className={ px-2 py-1 text-xs font-medium rounded-full
$S{getStatusBadge (task.status) } }>
{getStatusLabel (task.status) }
</span>
<span className={ px-2 py-1 text-xs font-medium rounded-full
S{getPriorityBadge (task.priority)} }>
{getPriorityLabel (task.priority)}
</span>
</div>
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<hl className="text-3x1 font-bold text-gray-900">{task.title}</hl>
</div>
</div>
</div>
{/* Tabs */}
<div className="border-b border-gray-200 mb-6">
<nav className="-mb-px flex space-x-8">
{tabs.map ((tab) => (

<button
key={tab.id}
onClick={ () => setActiveTab (tab.id)}
className={ ${
activeTab === tab.id

? 'border-primary-500 text-primary-600"
'border-transparent text-gray-500 hover:text-gray-700 hover:border-
gray-300"
} whitespace-nowrap py-4 px-1 border-b-2 font-medium text-sm flex items-
center gap-2'}
>
<span>{tab.icon}</span>
{tab.label}
</button>
))}
</nav>
</div>
<div className="grid grid-cols-1 lg:grid-cols-3 gap-6">
{/* Main Content */}
<div className="lg:col-span-2">
{activeTab === 'overview' && (
<div className="space-y-6">
<div className="bg-white shadow rounded-1g p-6">
<h2 className="text-1lg font-semibold mb-4">Onuc</h2>
<p className="text-gray-700 whitespace-pre-wrap">{task.description ||
'Hemae omucy'}</p>
</div>
</div>
)}
{activeTab === 'chat' && taskId && (
<TaskChat taskId={parselnt(taskId)} />
)}
{activeTab === 'comments' && task && (
<TaskComments
taskId={parselnt (taskId!)}
projectId={task.project id}
comments={comments}
onCommentAdded={loadTaskData}
onCommentDeleted={loadTaskData}
/>
)}
{activeTab === 'time' && (
<TaskTimeLog
taskId={parselnt (taskId!) }
timeLogs={timelLogs}
onTimeLogAdded={loadTaskData}
/>
)}
{activeTab === 'activity' && taskId && (
<ActivityLog taskId={parselnt (taskId)} />
)}
</div>
{/* Sidebar */}
<div className="space-y-6">
{/* Task Info */}
<div className="bg-white shadow rounded-1g p-6">
<h3 className="font-semibold mb-4">lerani zaBmaHusa</h3>
<dl className="space-y-3">
<div>



<dt className="text-sm
<dd className="text-sm
nprsHaueno' }</dd>
</div>
<diwv>
<dt className="text-sm
<dd className="text-sm
</div>
<div>
<dt className="text-sm
<dd className="text-sm
</div>
<diwv>
<dt className="text-sm
<dd className="text-sm
{task.deadline ? new
'He BCTaHoBJIeHO'}
</dd>
</div>
<div>
<dt className="text-sm
<dd className="text-sm
ronmu</dd>
</div>
<div>
<dt className="text-sm
<dd className="text-sm
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text-gray-500">BukonaBens</dt>

font-medium">{task.assignee name || 'He

text-gray-500">AsTOop</dt>
font-medium">{task.author name}</dd>

text-gray-500">Tun</dt>
font-medium">{getTypeLabel (task.type) }</dd>

text-gray-500">Temmanu</dt>
font-medium">
Date (task.deadline) .toLocaleDateString ('uk-UA")

text-gray-500">Ouinka</dt>

font-medium">{task.estimated hours || 0}

text-gray-500">Burpaueso</dt>
font-medium">

<span className={task.actual hours && task.estimated hours &&

task.actual hours > task.estimated hours ?

{task.actual hours
</span>

{task.estimated hours && task.actual hours

'text-red-600"
|l 0} romwun

'l}>

!== undefined && (

<span className="text-xs text-gray-500 ml-2">

({Math.round((task.actual hours / task.estimated hours)

</span>
)}
</dd>
</div>
<div>
<dt className="text-sm
<dd className="text-sm

{new Date (task.created at ||

</dd>
</div>
</dl>
</div>
</div>
</div>
</div>
)

UserManagement.tsx

import { useEffect, useState } from
import { User } from '../types';
import api from '../services/api';
import { useAuth } from
import
interface UserFormbData {

email: string;

password?: string;

full name: string;

role: 'admin' | 'manager' |

position: string;

hourly rate: number;

is_active: boolean;

* 100) }%)

text-gray-500">Creopero</dt>
font-medium">
'") .toLocaleDateString ('uk-UA") }

'react';

'../contexts/AuthContext';
{ useNavigate } from 'react-router-dom';

'executor';



export default function UserManagement () {
const { user: currentUser } = useAuth();
const navigate = useNavigate();
const [users, setUsers] = useState<User[]1>([1);
const [loading, setLoading] = useState(true);
const [searchQuery, setSearchQuery] = useState('');
const [isModalOpen, setIsModalOpen] = useState(false);
const [isDeleteDialogOpen, setIsDeleteDialogOpen] = useState(false);
const [editingUser, setEditingUser] = useState<User | null>(null);
const [deletingUser, setDeletingUser] = useState<User | null>(null);
const [notification, setNotification] = useState<{ type: 'success' |
message: string } | null>(null);
const [formData, setFormData] = useState<UserFormData> ({
email: "',
password: '',
full name: '',
role: 'executor',
position: '',
hourly rate: 0,
is active: true,
1)
const [formErrors, setFormErrors] = useState<Record<string, string>>({});
useEffect (() => {
// Check admin access

if (currentUser?.role !== 'admin') {

}

navigate ('/"');
return;

loadUsers () ;

boo 0

currentUser, navigate]);

const loadUsers = async () => {
try {
const response = await api.get('/users');

setUsers (response.data) ;

setLoading (false) ;

catch (error: any) {

console.error('Failed to load users:', error);
showNotification('error', 'Failed to load users: ' +

| | error.message));

}
}s
cons
se
se
b
cons
CcO

if

}

}
if

}

}
if

}
if

}
if

}

setLoading (false) ;

'error';
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(error.response?.data?.error

t showNotification = (type: 'success' | 'error', message: string)

tNotification({ type, message });
tTimeout (() => setNotification(null), 5000);

t validateForm = (): boolean => {

nst errors: Record<string, string> = {};
(!formData.email.trim()) {

errors.email = 'Email is required';

else if (!/7["\s@]+Q["\s@]+\.["\s@]+S$/.test (formData

errors.email = 'Invalid email format';

(!editingUser && !formData.password) {

.email)) {

errors.password = 'Password is required for new users';

else if (!editingUser && formData.password && formData.password.length

errors.password = 'Password must be at least 6 characters';

(!formData.full name.trim()) {
errors.full name = 'Full name is required';

(!formData.position.trim()) {
errors.position = 'Position is required';

(formData.hourly rate < 0) {
errors.hourly rate = 'Hourly rate must be positive';

>

{



setFormErrors (errors) ;

{

return Object.keys(errors) .length === 0;
bi
const handleOpenModal = (user?: User) =>
if (user) {
setEditingUser (user) ;
setFormData ({
email: user.email,
full name: user.full name,
role: user.role,
position: user.position || '',
hourly rate: user.hourly rate || O,

is_active: user.is_active ?? true,
1)
} else {
setEditingUser (null) ;
setFormData ({

email: '"',
password: '',
full name: '',
role: 'executor',
position: '',

hourly rate: 0,
is_active: true,
1)
}
setFormErrors ({});
setIsModalOpen (true) ;
bi
const handleCloseModal
setIsModalOpen (false) ;
setEditingUser (null) ;
setFormErrors ({});

}i

0 =>{
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const handleSubmit = async (e: React.FormEvent) => {
e.preventDefault (),
if (!validateForm()) {
return;
}
try {
if (editingUser) {
// Update user
const updateData: any = {
email: formData.email,
full name: formData.full name,
role: formData.role,
position: formData.position,
hourly rate: formData.hourly rate,
is_active: formData.is_ active,
}i
// Only include password if it's provided
if (formData.password) {
updateData.password = formData.password;
}
await api.put( /users/${editingUser.id} , updateData);

showNotification ('success',
} else {

// Create user

await api.post('/users',

showNotification ('success',

formData) ;

}
handleCloseModal () ;
loadUsers () ;

} catch (error: any) {
console.error('Failed to save user:',
showNotification('error',

error.message)) ;

error) ;

'Failed to save user:

+

'User updated successfully');

'User created successfully');

(error.response?.data?.error
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}
}i

const handleDelete = async () => {
if (!deletingUser) return;
try {

await api.delete( /users/${deletingUser.id} );
showNotification('success', 'User deleted successfully');
setIsDeleteDialogOpen (false);
setDeletingUser (null) ;
loadUsers () ;

} catch (error: any) {
console.error('Failed to delete user:', error);

showNotification('error', 'Failed to delete user: ' +
(error.response?.data?.error || error.message));
}
}i
const handleOpenDeleteDialog = (user: User) => {

setDeletingUser (user) ;
setIsDeleteDialogOpen (true) ;
bi
const handleCloseDeleteDialog = () => {
setIsDeleteDialogOpen (false);
setDeletingUser (null) ;
bi
const getRoleBadgeColor = (role: string) => {
switch (role) {
case 'admin':
return 'bg-red-100 text-red-800';
case 'manager':
return 'bg-blue-100 text-blue-800';
case 'executor':
return 'bg-green-100 text-green-800"';
default:
return 'bg-gray-100 text-gray-800"';
}
bi
const getRolelLabel = (role: string) => {
switch (role) {
case 'admin':
return 'Administrator';
case 'manager':
return 'Manager';
case 'executor':
return 'Executor';
default:
return role;
}
}i
const filteredUsers = users.filter((user) => {
const query = searchQuery.tolLowerCase ()
return (
user.full name.toLowerCase () .includes (query) ||
user.email.toLowerCase () .includes (query)
)i
});
if (loading) {
return (
<div className="flex items-center justify-center h-64">
<div className="text-1lg text-gray-600">Loading...</div>
</div>
)i
}
return (
<div className="px-4 py-6 sm:px-0">
{/* Header */}
<div className="sm:flex sm:items-center">
<div className="sm:flex-auto">
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<hl className="text-3x1 font-bold text-gray-900">User Management</hl>
<p className="mt-2 text-sm text-gray-700">
Manage system users and their permissions
</p>
</div>
<div className="mt-4 sm:mt-0 sm:ml-16 sm:flex-none">
<button
type="button"
onClick={ () => handleOpenModal () }
className="inline-flex items-center justify-center rounded-md border
border-transparent bg-primary-600 px-4 py-2 text-sm font-medium text-white shadow-sm
hover:bg-primary-700 focus:outline-none focus:ring-2 focus:ring-primary-500 focus:ring-
offset-2"
>
Add User
</button>
</div>
</div>
{/* Notification */}
{notification && (
<div className={ mt-4 rounded-md p-4 ${notification.type === 'success' ? 'bg-
green-50"' : 'bg-red-50'}"}>
<div className="flex">
<div className="flex-shrink-0">
{notification.type === 'success' ? (
<svg className="h-5 w-5 text-green-400" viewBox="0 0 20 20"
fill="currentColor">
<path fillRule="evenodd" d="M10 18a8 8 0 100-16 8 8 0 000 16zm3.707-
9.293a1 1 0 00-1.414-1.4141L9 10.586 7.707 9.293al 1 0 00-1.414 1.41412 2al 1 0 001.414
014-4z" clipRule="evenodd" />
</svg>
(
<svg className="h-5 w-5 text-red-400" viewBox="0 0 20 20"
fill="currentColor">
<path fillRule="evenodd" d="M10 18a8 8 0 100-16 8 8 0 000 16zM8.707
7.293a1 1 0 00-1.414 1.41418.586 101-1.293 1.293al 1 0 101.414 1.4141L10 11.41411.293
1.293a1 1 0 001.414-1.414111.414 1011.293-1.293a1l 1 0 00-1.414-1.414L10 8.586 8.707
7.293z" clipRule="evenodd" />

)

</svg>
)}
</div>
<div className="ml-3">
<p className={ text-sm font-medium ${notification.type === 'success' ?
'text-green-800"' : 'text-red-800'}"}>
{notification.message}
</p>
</div>

<div className="ml-auto pl-3">
<div className="-mx-1.5 -my-1.5">

<button
type="button"
onClick={ () => setNotification (null)}
className={ inline-flex rounded-md p-1.5 ${notification.type ===
'success' ? 'text-green-500 hover:bg-green-100' : 'text-red-500 hover:bg-red-100"}
focus:outline-none’}
>

<span className="sr-only">Dismiss</span>
<svg className="h-5 w-5" viewBox="0 0 20 20" fill="currentColor">
<path fillRule="evenodd" d="M4.293 4.293al 1 0 011.414 0L10
8.58614.293-4.293a1 1 0 111.414 1.414111.414 1014.293 4.293a1 1 0 01-1.414 1.4141L10
11.4141-4.293 4.293a1 1 0 01-1.414-1.4141.8.586 10 4.293 5.707a1 1 0 010-1.414z"
clipRule="evenodd" />
</svg>
</button>
</div>
</div>
</div>
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</div>
)}
{/* Search */}
<div className="mt-6">
<div className="max-w-md">
<label htmlFor="search" className="sr-only">Search users</label>
<div className="relative">
<div className="absolute inset-y-0 left-0 pl-3 flex items-center pointer-
events—-none">
<svg className="h-5 w-5 text-gray-400" viewBox="0 0 20 20"
fill="currentColor">
<path fillRule="evenodd" d="M8 4a4 4 0 100 8 4 4 0 000-8zM2 8a6 6 0
1110.89 3.47614.817 4.817a1l 1 0 01-1.414 1.4141-4.816-4.816A6 6 0 012 8z"
clipRule="evenodd" />
</svg>
</div>
<input
type="text"
id="search"
value={searchQuery}
onChange={ (e) => setSearchQuery(e.target.value) }
className="block w-full pl-10 pr-3 py-2 border border-gray-300 rounded-md
leading-5 bg-white placeholder-gray-500 focus:outline-none focus:placeholder-gray-400
focus:ring-1 focus:ring-primary-500 focus:border-primary-500 sm:text-sm"
placeholder="Search by name or email"
/>
</div>
</div>
</div>
{/* Users Table */}
<div className="mt-8 flex flex-col">
<div className="-my-2 -mx-4 overflow-x-auto sm:-mx-6 lg:-mx-8">
<div className="inline-block min-w-full py-2 align-middle md:px-6 lg:px-8">
<div className="overflow-hidden shadow ring-1 ring-black ring-opacity-5
md:rounded-1g">
<table className="min-w-full divide-y divide-gray-300">
<thead className="bg-gray-50">
<tr>
<th scope="col" className="py-3.5 pl-4 pr-3 text-left text-sm font-
semibold text-gray-900 sm:pl-6">
User
</th>
<th scope="col" className="px-3 py-3.5 text-left text-sm font-
semibold text-gray-900">
Email
</th>
<th scope="col" className="px-3 py-3.5 text-left text-sm font-
semibold text-gray-900">
Role
</th>
<th scope="col" className="px-3 py-3.5 text-left text-sm font-
semibold text-gray-900">
Position
</th>
<th scope="col" className="px-3 py-3.5 text-left text-sm font-
semibold text-gray-900">
Hourly Rate
</th>
<th scope="col" className="px-3 py-3.5 text-left text-sm font-
semibold text-gray-900">
Status
</th>
<th scope="col" className="relative py-3.5 pl-3 pr-4 sm:pr-6">
<span className="sr-only">Actions</span>
</th>
</tr>
</thead>
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<tbody className="divide-y divide-gray-200 bg-white">
{filteredUsers.map ( (user) => (
<tr key={user.id} className="hover:bg-gray-50">
<td className="whitespace-nowrap py-4 pl-4 pr-3 text-sm sm:pl-6">
<div className="flex items-center">
<div className="h-10 w-10 flex-shrink-0">
{user.avatar url ? (
<img className="h-10 w-10 rounded-full"
src={user.avatar url} alt="" />

) (

<div className="h-10 w-10 rounded-full bg-primary-100
flex items-center justify-center">
<span className="text-primary-700 font-medium text-1lg">
{user.full name.charAt (0).toUpperCase ()}
</span>
</div>
)}
</div>
<div className="ml-4">
<div className="font-medium text-gray-
900">{user.full name}</div>
</div>
</div>
</td>
<td className="whitespace-nowrap px-3 py-4 text-sm text-gray-
500">
{user.email}
</td>
<td className="whitespace-nowrap px-3 py-4 text-sm">
<span className={ inline-flex rounded-full px-2 py-1 text-xs
font-semibold ${getRoleBadgeColor (user.role)} }>
{getRolelabel (user.role) }

</span>
</td>
<td className="whitespace-nowrap px-3 py-4 text-sm text-gray-
500">
{user.position || '-"}
</td>
<td className="whitespace-nowrap px-3 py-4 text-sm text-gray-
500">
{user.hourly rate ? "S$${user.hourly rate}/hr  : '-'}
</td>

<td className="whitespace-nowrap px-3 py-4 text-sm">
<span className={ inline-flex rounded-full px-2 py-1 text-xs
font-semibold ${user.is_active ? 'bg-green-100 text-green-800' : 'bg-gray-100 text-
gray-800"}"}>
{user.is _active ? 'Active' : 'Inactive'}
</span>
</td>
<td className="relative whitespace-nowrap py-4 pl-3 pr-4 text-
right text-sm font-medium sm:pr-6">
<button
onClick={ () => handleOpenModal (user) }
className="text-primary-600 hover:text-primary-900 mr-4"
>
Edit
</button>
<button
onClick={ () => handleOpenDeleteDialog (user) }
className="text-red-600 hover:text-red-900"
disabled={user.id === currentUser?.id}
>
Delete
</button>
</td>
</tr>
))}
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</tbody>
</table>
</div>
</div>
</div>
</div>
{filteredUsers.length === 0 && (
<div className="text-center py-12">
<p className="text-gray-500">No users found</p>
</div>
)}
{/* Create/Edit Modal */}
{isModalOpen && (
<div className="fixed z-10 inset-0 overflow-y-auto" aria-labelledby="modal-
title" role="dialog" aria-modal="true">
<div className="flex items-end justify-center min-h-screen pt-4 px-4 pb-20
text-center sm:block sm:p-0">
<div className="fixed inset-0 bg-gray-500 bg-opacity-75 transition-opacity"
aria-hidden="true" onClick={handleCloseModal}></div>
<span className="hidden sm:inline-block sm:align-middle sm:h-screen" aria-
hidden="true">&#8203;</span>
<div className="inline-block align-bottom bg-white rounded-lg px-4 pt-5 pb-
4 text-left overflow-hidden shadow-xl transform transition-all sm:my-8 sm:align-middle
sm:max-w-1lg sm:w—-full sm:p-6">
<div>
<h3 className="text-1g leading-6 font-medium text-gray-900" id="modal-

title">
{editingUser ? 'Edit User' : 'Create New User'}
</h3>
<form onSubmit={handleSubmit} className="mt-6 space-y-4">
{/* Email */}
<div>
<label htmlFor="email" className="block text-sm font-medium text-
gray-700">
Email <span className="text-red-500">*</span>
</label>
<input

type="email"
id="email"
value={formData.email}
onChange={ (e) => setFormData({ ...formData, email: e.target.value
1)}
className={ mt-1 block w-full rounded-md border-gray-300 shadow-
sm focus:border-primary-500 focus:ring-primary-500 sm:text-sm ${formErrors.email ?
'border-red-500" : ''}"}
/>
{formErrors.email && <p className="mt-1 text-sm text-red-
600">{formErrors.email}</p>}
</div>
{/* Password */}
<div>
<label htmlFor="password" className="block text-sm font-medium
text-gray-700">
Password {'!editingUser && <span className="text-red-
500">*</span>}
{editingUser && <span className="text-gray-500 text-xs">(leave
empty to keep current)</span>}
</label>
<input
type="password"
id="password"
value={formData.password}
onChange={ (e) => setFormData({ ...formData, password:
e.target.value })}
className={ mt-1 block w-full rounded-md border-gray-300 shadow-
sm focus:border-primary-500 focus:ring-primary-500 sm:text-sm ${formErrors.password ?
'border-red-500" : "'} "}
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/>

{formErrors.password && <p className="mt-1 text-sm text-red-
600">{formErrors.password}</p>}
</div>
{/* Full Name */}
<diwv>
<label htmlFor="full name" className="block text-sm font-medium
text-gray-700">
Full Name <span className="text-red-500">*</span>
</label>
<input
type="text"
id="full name"
value={formData.full name}
onChange={ (e) => setFormData({ ...formData, full name:
e.target.value })}
className={ mt-1 block w-full rounded-md border-gray-300 shadow-
sm focus:border-primary-500 focus:ring-primary-500 sm:text-sm ${formErrors.full name ?
'border-red-500" : '"'}"}
/>
{formErrors.full name && <p className="mt-1 text-sm text-red-
600">{formErrors.full name}</p>}
</div>
{/* Role */}
<div>
<label htmlFor="role" className="block text-sm font-medium text-
gray-700">
Role <span className="text-red-500">*</span>
</label>
<select
id="role"
value={formData.role}
onChange={ (e) => setFormData({ ...formData, role: e.target.value
as 'admin' | 'manager' | 'executor' })}
className="mt-1 block w-full rounded-md border-gray-300 shadow-sm
focus:border-primary-500 focus:ring-primary-500 sm:text-sm"

>
<option value="executor">Executor</option>
<option value="manager">Manager</option>
<option value="admin">Administrator</option>
</select>
</div>
{/* Position */}
<div>

<label htmlFor="position" className="block text-sm font-medium
text-gray-700">
Position <span className="text-red-500">*</span>
</label>
<input
type="text"
id="position"
value={formData.position}
onChange={ (e) => setFormData({ ...formData, position:
e.target.value })}
className={ mt-1 block w-full rounded-md border-gray-300 shadow-
sm focus:border-primary-500 focus:ring-primary-500 sm:text-sm ${formErrors.position ?
'border-red-500" : "'}"}
/>
{formErrors.position && <p className="mt-1 text-sm text-red-
600">{formErrors.position}</p>}
</div>
{/* Hourly Rate */}
<div>
<label htmlFor="hourly rate" className="block text-sm font-medium
text-gray-700">
Hourly Rate ($)
</label>
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<input
type="number"
id="hourly rate"

min="0"

step="0.01"

value={formData.hourly rate}

onChange={ (e) => setFormData ({ ...formData, hourly rate:
parseFloat (e.target.value) || 0 })}

className={ mt-1 block w-full rounded-md border-gray-300 shadow-
sm focus:border-primary-500 focus:ring-primary-500 sm:text-sm S{formErrors.hourly rate
? 'border-red-500"' : "'} }
/>
{formErrors.hourly rate && <p className="mt-1 text-sm text-red-
600">{formErrors.hourly_rate}</p>}
</div>
{/* Is Active */}
<div className="flex items-center">
<input
type="checkbox"
id="is active"
checked={formData.is active}
onChange={ (e) => setFormData({ ...formData, is active:
e.target.checked })}
className="h-4 w-4 text-primary-600 focus:ring-primary-500
border-gray-300 rounded"
/>
<label htmlFor="is active" className="ml-2 block text-sm text-gray-
900" >
Active User
</label>
</div>
{/* Buttons */}
<div className="mt-5 sm:mt-6 sm:grid sm:grid-cols-2 sm:gap-3 sm:grid-
flow-row-dense">
<button
type="submit"
className="w-full inline-flex justify-center rounded-md border
border-transparent shadow-sm px-4 py-2 bg-primary-600 text-base font-medium text-white
hover:bg-primary-700 focus:outline-none focus:ring-2 focus:ring-offset-2 focus:ring-
primary-500 sm:col-start-2 sm:text-sm"
>
{editingUser ? 'Update' : 'Create'}
</button>
<button
type="button"
onClick={handleCloseModal}
className="mt-3 w-full inline-flex justify-center rounded-md
border border-gray-300 shadow-sm px-4 py-2 bg-white text-base font-medium text-gray-700
hover:bg-gray-50 focus:outline-none focus:ring-2 focus:ring-offset-2 focus:ring-
primary-500 sm:mt-0 sm:col-start-1 sm:text-sm"
>
Cancel
</button>
</div>
</form>
</div>
</div>
</div>
</div>
)}
{/* Delete Confirmation Dialog */}
{isDeleteDialogOpen && deletingUser && (
<div className="fixed z-10 inset-0 overflow-y-auto" aria-labelledby="modal-
title" role="dialog" aria-modal="true">
<div className="flex items-end Jjustify-center min-h-screen pt-4 px-4 pb-20
text-center sm:block sm:p-0">
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<div className="fixed inset-0 bg-gray-500 bg-opacity-75 transition-opacity"
aria-hidden="true" onClick={handleCloseDeleteDialog}></div>
<span className="hidden sm:inline-block sm:align-middle sm:h-screen" aria-
hidden="true">&#8203;</span>
<div className="inline-block align-bottom bg-white rounded-1g px-4 pt-5 pb-
4 text-left overflow-hidden shadow-xl transform transition-all sm:my-8 sm:align-middle
sm:max-w-1lg sm:w—full sm:p-6">
<div className="sm:flex sm:items-start">
<div className="mx-auto flex-shrink-0 flex items-center justify-center
h-12 w-12 rounded-full bg-red-100 sm:mx-0 sm:h-10 sm:w-10">
<svg className="h-6 w-6 text-red-600" fill="none" viewBox="0 0 24 24"
stroke="currentColor">
<path strokeLinecap="round" strokelLinejoin="round" strokeWidth="2"
d="M12 9v2m0 4h.01lm-6.938 4h13.856¢cl.54 0 2.502-1.667 1.732-3L13.732 4c-.77-1.333-
2.694-1.333-3.464 0L3.34 16¢-.77 1.333.192 3 1.732 3z" />
</svg>
</div>
<div className="mt-3 text-center sm:mt-0 sm:ml-4 sm:text-left">
<h3 className="text-1g leading-6 font-medium text-gray-900"
id="modal-title">
Delete User
</h3>
<div className="mt-2">
<p className="text-sm text-gray-500">
Are you sure you want to delete
<strong>{deletingUser.full name}</strong>? This action cannot be undone.
</p> B
</div>
</div>
</div>
<div className="mt-5 sm:mt-4 sm:flex sm:flex-row-reverse">
<button
type="button"
onClick={handleDelete}
className="w-full inline-flex justify-center rounded-md border
border-transparent shadow-sm px-4 py-2 bg-red-600 text-base font-medium text-white
hover:bg-red-700 focus:outline-none focus:ring-2 focus:ring-offset-2 focus:ring-red-500
sm:ml-3 sm:w-auto sm:text-sm"
>
Delete
</button>
<button
type="button"
onClick={handleCloseDeleteDialog}
className="mt-3 w-full inline-flex justify-center rounded-md border
border-gray-300 shadow-sm px-4 py-2 bg-white text-base font-medium text-gray-700
hover:bg-gray-50 focus:outline-none focus:ring-2 focus:ring-offset-2 focus:ring-
primary-500 sm:mt-0 sm:w-auto sm:text-sm"
>
Cancel
</button>
</div>
</div>
</div>
</div>
)}
</div>
)

api.ts
import axios from 'axios';
const api = axios.create ({
baseURL: import.meta.env.VITE API URL || 'http://localhost:5000/api",
headers: {
'Content-Type': 'application/json',
bo
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1) ;
// Add token to requests
api.interceptors.request.use((config) => {

const token = localStorage.getItem('token');
if (token) {
config.headers.Authorization = 'Bearer ${token} ;

}

return config;

1) ;
// Handle 401 errors
api.interceptors.response.use (

(response) => response,
(error) => {
if (error.response?.status === 401) {
localStorage.removeltem('token');
window.location.href = '/login';

}
return Promise.reject (error);
}
);
export default api;

index.ts

export interface User {
id: number;
email: string;
full name: string;
role: 'admin' | 'manager' | 'executor';
position?: string;
hourly rate?: number;
avatar url?: string;
is_active?: boolean;
created at?: string;
}
export interface Project ({
id: number;
name: string;
description?: string;
status: 'planning' | 'active' | 'completed' | 'archived';
priority: 'low' | 'medium' | 'high' | 'critical';
start date?: string;
end date?: string;
budget?: number;
manager id: number;
manager name?: string;
created at?: string;
updated at?: string;
}
export interface Task {
id: number;
project id: number;
title: string;
description?: string;

type: 'feature' | 'bug' | 'improvement' | 'research';
status: 'planned' | 'in progress' | 'review' | 'completed';
priority: 'low' | 'medium' | 'high' | 'critical';

column number: number;
position: number;
estimated hours?: number;
actual hours?: number;
assignee 1id?: number;
assignee name?: string;
assignee avatar?: string;
author id: number;

author name?: string;
deadline?: string;
completed at?: string;
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created at?: string;
updated at?: string;

}

export interface Comment {
id: number;
task id: number;
author id: number;
author name?: string;
author avatar?: string;
author position?: string;
content: string;
is_edited: boolean;
created at: string;
updated at?: string;

}

export interface TimeLog {
id: number;
task id: number;
user id: number;
user name?: string;
hours: number;
description?: string;
log date: string;
created at?: string;

}

export interface Chat ({
id: number;
project id: number;
name: string;
message_count?: number;
created at?: string;

}

export interface Message {
id: number;
chat id: number;
author id: number;
author name?: string;
author avatar?: string;
message type: 'text' | 'file';
content: string;
created at: string;

}

export interface AuthResponse {
token: string;
user: User;

}

export interface Milestone {
id: number;
project id: number;
title: string;
description?: string;
due date?: string;
status: 'pending' | 'in progress' | 'completed';
created at?: string;
updated at?: string;

}

export interface Document {
id: number;
project id?: number;
task i1d?: number;
name: string;
category id?: number;
category name?: string;
file size: number;
file url: string;
file type?: string;
uploaded by: number;



uploaded by name?: string;
version?: number;
created at: string;
}
export interface DocumentCategory {
id: number;
name: string;
created at?: string;
}
export interface TaskChat {
id: number;
task id: number;
created at: string;
}
export interface TaskChatMessage |
id: number;
task chat id: number;
author id: number;
author name?: string;
author avatar?: string;
author position?: string;
content: string;
message_type: 'text' | 'file';
created at: string;
}
export interface Expense {
id: number;
project id: number;
category: 'salary' | 'software' | 'hardware' |
amount: number;
currency: string;
description?: string;
expense date: string;
approved by?: number;
approved by name?: string;
created at?: string;
}
export interface Notification {
id: number;
user id: number;
type: string;
title: string;
content?: string;
link?: string;
is_read: boolean;
created at: string;
}
export interface CommentReaction {
id?: number;
comment id: number;
user id: number;
emoji: string;
created at?: string;
}
export interface CommentReactionGroup {
emoji: string;
count: number;
users: Array<{
id: number;
full name: string;
avatar url?: string;
1>
userReacted: boolean;
}
export interface ActivityLog {
id: number;
user id: number;

'services'

'other';
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user name?: string;
action: string;
entity type: string;
entity id: number;
details?: string;
ip_address?: string;
user _agent?: string;
created at: string;

vite.config.ts

import { defineConfig } from 'vite'
import react from '@vitejs/plugin-react'
export default defineConfig ({
plugins: [react()],
server: {
port: 3000,
proxy: {
'Japi': {
target: 'http://localhost:5000",
changeOrigin: true

}

}
})

start.bat
@echo off
chcp 65001 >nul
title SystemK - Project Management System
echo
echo SystemK - Cucrema yHOpaBJI1HHSA IPOEKTAMM
echo === =
echo.
Check if Node.js is installed
where node >nul 2>nul
if %$errorlevel% neq 0 (

echo [ERROR] Node.js He 3HaMmeHo! BcrauoBiTe Node.js 3 https://nodejs.org/

pause
exit /b 1

)

echo [INFO] Node.js Bepcisa:

node --version

echo.
Kill existing processes

echo [INFO] Ileperipka Ta 3ynMHKA 1CHYOUMX IIPOLIECiB...
Kill Node processes on ports 5000 and 3000

for /f "tokens=5" %%a in ('netstat -ano *| findstr :5000 ~| findstr LISTENING') do
echo [INFO] Bymnmuka npouecy Ha nopty 5000 (PID: $%$%a)
taskkill /F /PID %%a >nul 2>nul
)
for /f "tokens=5" %%a in ('netstat -ano | findstr :3000 ~| findstr LISTENING') do
echo [INFO] Bymnmuka npouecy Ha nopty 3000 (PID: $%a)
taskkill /F /PID %%a >nul 2>nul
)
Additional cleanup - kill all node processes with systemk in command line
wmic process where "name='node.exe' and commandline like '%%systemk$%'" delete >nul

2>nul
echo [OK] OunimeHHS 3aBepUEeHO
echo.
Check if dependencies are installed
echo [INFO] Ileperipka 3ajiexHOCTEN...
if not exist "backend\node modules\" (
echo [INFO] BcTaHOBJIEHHS 3ajiexHocTeMr backend...
cd backend
call npm install
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cd ..
echo.
)
if not exist "frontend\node modules\" (
echo [INFO] BcrTaHORJIeHHS 3ajiexHocTel frontend...
cd frontend
call npm install
cd
echo.
)
echo [OK] 3ajexHOoCTi BCTaHOBJIEHO
echo.
Check if database exists, if not - initialize and seed
if not exist "backend\database.sglite" (
echo [INFO] Baza pJaHMxX He 3HaMmeHa. IHiugianiszsanig...
echo [INFO] BI B6yme CTBOpPeHa aBTOMATMUHO IIPM 3BalyCKy CcepBepa
set NEED_ SEED=1
) else (
echo [INFO] Baza maHuMX 3HalIeHa
set NEED_SEED:O
)
echo.
Create log directory
if not exist "logs\" mkdir logs
Start backend
echo === ===== =
echo [START] Banyck Backend cepsepa (mopt 5000)...
echo
start "SystemK Backend" cmd /k "cd /d "%$~dpObackend" && npm run dev 2>&1 | tee
..\logs\backend.log"
Wait for backend to start
echo [WAIT] OuikyBaHHSA 3anycky backend (5 cexyHI)...
timeout /t 5 /nobreak >nul
Check if backend started successfully
netstat —-ano | findstr :5000 | findstr LISTENING >nul
if %errorlevel% equ 0 (
echo [OK] Backend cepeep 3anymeHoO yCIilHO
) else (
echo [WARNING] Backend cepBep MOxe He 3anycTurmucs. llepeBipTe JoTM.

)

echo.
Seed database if needed
if "%NEEDfSEED%"=="1" (
echo === =
echo [SEED] 3amnoBHeHHS 0al3M JaHUX TECTOBUMMM OaHVMMU. . .
echo
timeout /t 3 /nobreak >nul
cd backend
call npm run seed
cd ..
echo.
echo [OK] Baza nmaHMX 3aloOBHEeHa
echo.

)

Start frontend
echo === ===== =
echo [START] Banyck Frontend cepeepa (nopt 3000)...
echo
start "SystemK Frontend" cmd /k "cd /d "%$~dpOfrontend" && npm run dev 2>&1 | tee
..\logs\frontend.log"

Wait for frontend to start
echo [WAIT] OuikyBaHHg 3anycky frontend (5 cexyum)...
timeout /t 5 /nobreak >nul

Check if frontend started successfully
netstat -ano | findstr :3000 | findstr LISTENING >nul
if %errorlevel% equ 0 (

echo [OK] Frontend cepBep 3anymeHO YCIilHO
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) else (
echo [WARNING] Frontend cepBep MOXe He BalyCTUTHCA. llepeBipTe JioTHM.
)
echo.
echo === =
echo SystemK ycnimHo 3anymeHo!
echo === =
echo.
echo [INFO] Backend: http://localhost:5000
echo [INFO] Frontend: http://localhost:3000

echo.

echo [INFO] TectTori o6mikoBi szanucu:

echo - AnMinicTpaTop: admin@systemk.com / adminl23

echo - KepiBHukK: managerl@systemk.com / managerl23
echo - BWKOHaBelb : executorl@systemk.com / executorl23
echo.

echo [INFO] [na 3yOMHKM 3akpuliTe BikHa TepMinanir abo HaTucHiTh Ctrl+C
echo.
Wait 3 seconds and open browser
timeout /t 3 /nobreak >nul
start http://localhost:3000
echo [INFO] Bpay3ep BiOKPUTO aBTOMATUYHO
echo.
Pause

stop.bat
@echo off
chcp 65001 >nul
title SystemK - 3ynmHka CepBepiB
echo =
echo SystemK - 3ymnmHka BCcix cepsepis
echo === ===== =
echo.
Kill processes on port 5000 (Backend)
echo [INFO] Bynmuka Backend cepsepa (mopt 5000) ...
for /f "tokens=5" %%a in ('netstat -ano *| findstr :5000 *| findstr LISTENING') do (
echo [INFO] BymnmuHka npouecy PID: $%a
taskkill /F /PID %%a >nul 2>nul

Kill processes on port 3000 (Frontend)

echo [INFO] Bymnmuka Frontend ceprepa (mopt 3000)...

for /f "tokens=5" %%a in ('netstat -ano *| findstr :3000 *| findstr LISTENING') do (
echo [INFO] Bynmuka npouecy PID: $%a

taskkill /F /PID %%a >nul 2>nul

Kill all node processes related to systemk
echo [INFO] OummenHS BCix nOB'sS3aHMX NPOLIECIB. ..
wmic process where "name='node.exe' and commandline like '%%systemk$$'" delete >nul
2>nul
Kill nodemon processes
taskkill /F /IM nodemon.exe >nul 2>nul
echo.
echo [OK] Bci cepeBepu 3yIMHEHO
echo.
pause



